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Real Name ? Does it matter |

* Trisis
* Triton
* Hatman



When ? Where?

e Mid November 2017
 Middle East



Target

* Schneider Electric’s Triconex safety instrumented system (SIS) (PLC)
(Triconex 3008 processor modules)

e Software and hardware safety standard ((IEC-61508)




Goal

* replace logic (IEC-61131 ) in SIS controller, target operation safety




LEVEL S

Enterprise Business Network

Corporate level applications used to support Enterprise Business and User Goals. Items
typically found in this zone include; Internet access points, Email servers, customer facing web
servers, nternal web servers, CRM systems, HR systems, corporate directory architectures,
enterprse document management systems, and remate access VPN endpaints.

LEVEL 4

Business Unit or Plant Network

IT shared services for a local site, business unit, or subsidianes. Items typically found in ths
zone include; local file and print servers, local phone systems, site directory replicas, site specific
remote access solutions, security event aggregators, and site specific Internet access paints.

DMz

Provides a series of function specific zones where services and data can be shared between

the zones. [tems typically found in this zone include; patch management servers, Anti-Virus
managemant systems, site specific application servers, jump host envircnments, business
intelligence systems, backend databases for site specific applications, and development systems.

LEVEL 3
Operations Support

Includes the functions involved in managing the operations environment. Items typically found
in this zone include; operations scheduling resources, reliability tracking tools, operations
simulation and madeling tools, contingency analysis tools, replicated historians, and data
visualzation utilties. There may ako be dedicated operatiors specific IT services such as
DHCP, LDAP, DNS, and file servers.

LEVEL 2
Supervisory Control LAN

Includes the functions imvolved with operating the real-time control system. ftems
typically found in this 20ne incdlude; control center operation workstatiors, Human
Machine Interfaces (HMI), engineering warkstations, security event collectors,
operations alarm systems, communicatiors front ends, data historians, and
network / application administrator workstations.

LEVEL 1
Control Devices

Includes the functions involved at site specific operating environments.
Items typically found in this zone indlude; dedicated operator workstation,
Pregrammable Logic Controllers, control processors, programmable relays,
Remaote Terminal Units, and process specic micracontrollers.

LEVEL O
Process Control Instrumentation Bus Network

Includes the functions invelved in transitioning from cyber to physical and from
physical to cyber. Items typically found in this zone include; sensors, actuators,
motors, process specic automation machinery and field instrumentation devices.
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STAGE |

Cuber Intrusion Preparation oand eExecution
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Based on the Cyber Kill Chain® model from Lockheed Martin
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STAGE 2

ICS Affock Development oand Execution
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Stage 2 shows the steps associated with a material attack that requires high confidence.
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Trisis is a Python Compiled text (py2exe)
Trilog.exe : payload

Inject.bin : Triconex memory — 0-day (backdoor injector)
Imain.bin : RAT code (backdoor code)

“Your wish is my

command” \d}/ ‘é‘s@
Eng. Workstation e

trilog.exe TriStation protocol

* script_test.py . § . o !
« library.zip imain.bin + inject.bin
* inject.bin

* imain.bin
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TriStation Protocol
UDP/IP port 1502
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How to build Trition

* Gather intelligence

* Build a shopping list
* Re software

* RE Tristation protocol



Schneider Electric
Recommendations

Safety systems should always be deployed on isolated networks.

e Physical controls should be in place so that no unauthorized person would have access to the safety controllers, peripheral
safety equipment, or the safety network.

e All controllers should reside in locked cabinets and never be left in the “Program” mode.

e All Tristation terminals (Triconex programming software) should be kept in locked cabinets and should never be connected to
any network other than the safety network.

e All methods of mobile data exchange with the isolated safety network such as CDs, USB drives, etc. should be scanned before
use in the Tristation terminals or any node connected to this network.

e Laptops that have connected to any other network besides the safety network should never be allowed to connect to the safety
network without proper sanitation. Proper sanitation includes checking for changes to the system not simply running anti-virus
software against it (in the case of TRISIS no major anti-virus vendor detected it at the time of its use).

e Operator stations should be configured to display an alarm whenever the Tricon key switch is in the “Program Mode.”



Reflections

* This capability/methodology could target other asset owner
(replication) , to other vendors not just that device type.

 learn the craft, don’t focus much on vendor name

* SIS failure ,not necessarily cause a collapse in the whole safety
systems, as engineers are likely to have other steps. This type of PLC
fails safely (eg in case power failure). Also this type of safety plc
offers redundancy feature: All modules run the same logic, so if one



Tools

* Tricotools : https://github.com/NozomiNetworks/tricotools.
(WireShark and honeypot]



https://github.com/NozomiNetworks/tricotools

Thank you
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