XSS o> £1gif

OWASP Article: Type of Cross—Site Scripting

a OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused

on improving the security of application software. Our mission is to make application secunty "visible,”

so that people and organizations can make informed decisions about application security nsks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501c3 not-for-profit charnitable organization that ensures the ongoing
availability and support for our work.
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Where untrusted data is used
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@ Reflected Reflected Reflected

2 Server XSS Client XSS
2 DOM Based XSS is a subset of Client XS5 (where the data source is from the DOM only)
- Stored vs. Reflected only affects the likelihood of successful attack, not the nature of

viulnerability or the most effective defense
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*Cross-site Scripting (XSS)
*Stored XSS

*Reflected XSS

*DOM Based XSS

*XSS (Cross Site Scripting) Prevention Cheat Sheet
*DOM based XSS Prevention Cheat Sheet
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