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e  OWASP Testinh Guide 4.0: Input Validation Testing
https://www.owasp.org/index.php/Testing for Input Validation

e OWASP Cheat Sheet: Input Validation
https://www.owasp.org/index.php/Input Validation Cheat Sheet

e  OWASP Testing Guide 4.0: Testing for Http Parameter Pullution
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e  OWASP Testing Guide 4.0: Testing for weak Cryptography
https://www.owasp.org/index.php/Testing for weak Cryptography

e  OWASP Cheat Sheet: Cryptography Storage
https://www.owasp.org/index.php/Cryptographic_Storage Cheat Sheet
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OWASP Testing Guide 4.0 content: Testing for Error Handling
https://www.owasp.org/index.php/Testing for Error Handling

OWASP 3.0.1 asliy cocal ow)ly o lasbnl | ¥#


https://www.owasp.org/index.php/Testing_for_Error_Handling
https://www.owasp.org/index.php/Testing_for_Error_Handling

#)ownsp

odls cdiadlxo gLy (gudojly (wyp A ()

S Bas
oebal ol o lastiwd o CIA) S rd o ywd g Cdlol ¢ Kilo e 13,00 5929 o ools 5l cladlxs gl oS paie 4w
S5 ale colam ol g o Lzl g s Sy aiile cosds s a5 olazel B wimps S (53, 52 W ool clli a5 o
o

JE! b 55 oyl 5 a8 olSin wloolidl ot a4y egi 4 ,1)l5 (gl olSiws olos a8 0S5 % b 60,105 gl asli
Jotus 51381 o3 pl sl S yiie sl s g b ol do aill) asle el e olSiws o wlas Sledbl 5,10
b oo)S o myiwd b T ) 4 gy e a8l g ol olKiws (] 50 o0 0,033 slo o0ls (5,105 50, 51 Lol
Slo s 1l ol

S o 03,50 1y 5 VL e o (gaiejls oo 0l delip G a5 0 ol el

D ladlos Jlal g (gilwe 8 sl jo Lidl L g jlre e Slaslice 51wl b ools 1 Silo yoxe

30,8 cdadlors igd Bd> b g 00,5 s coads oboul OB Ojgo 4 relpe Jawgd aSI 5Tk s ool redlal

bl (e yiws )8 sle 8 sl b s ools ls Dyge 10 16 pdy g s

b suie;ls

,o 1y caching s wlas Oledlbl ggl> a5 oHlop )8 dan a5 0uS o)
autocomplete slaccbld daz 5l cailos,S Jlad il (6 i oo
ot 4el p Jawgi oals (B3l 5wl Sledbl 5l s jpd AT 0lS cw)
0dds ;S aisSe Wb bosls pl aS wled el a5 060 dnsd  Siwlow 5 090
89 Jleel o] (gg, ools cbla> gl 4368 g oo (5,135 50,
Jloyl Hoym G HTTP o b ply Cand 1o lus Sledb] don a5 0iS o)y
ol SIS Ll sl 55 URL (slo il i olyie 4) disiso |0
(N9l o5 oolaiul

a5 5,5k 4 wyles 4 | cache wo 35 slaas]jw aclip a5 0sS vy

05.“: cache .))LQ S9) 6)5).401 6Lb;)5)a .la...:}'; .A.tl.u ‘).a)lf h..ay
3 ovles loools Cdge b oo 0,0 Gl aseis plad oyg pm j0 a5 0SS oy
LQQT@)’L?L@).UIS:&;.&UIMQ‘A&Loma&sﬁbu)'lquﬁ.éwfwo o

gl S ool pled,S oy g yiws

OWASP 3.0.1 asliy Cacial sl o lilial | ¥



#)ownsp
ll_-

Bi> L;‘J" uﬂ’j)“—i’ s)Lu Sjy90 SJ‘A.QX:SJQ.A?WLM» lala )OASJ.MSGM)JJ

2,18 3925 4ol 3l Ll Sledlsl 45 10

Y. Sloald Hezman aloyiely slad conlss )0 Sy po aslp 45 0 o) 2 .
Slsy oo JBlas a1y o T e polie g o SsS Ajax sle e oyl
g Gl Casly o gole e Sl & s 5 e Ulys ol sy 45 S as,
.,ls 1, screen scraping aibe Weosls (s ,9laex
03233 Aiile) (6 yidin e (§3lwo y>d 13 00l 0,03 00ld A5 OIS gy
ABR L Joere slo, S5 dndexedDB cowcis (s3lw 0,053 HTMLS e (g5l = 00
sl PG ol Sledlbl ol (Luds slo (SsS
odls cblax> Jgol cos abgy po 00ls a5 5T Laools 4y cw yiwd 45 0iS sy
v Lot el 03,5 oy 1) 03 (g ptwd (855 S 5o by 5wl 0w (gl [0
REHOK;
. oo e e 4y alilor 5 gy (o A 45 5 1 [

33,5 (655 9> Memory Dumping oo 516 wigd 355>

Lw

0.

WS el e ) alie 4 iy Sledbl gl

ool g coal 0,5 S > 4 https://securityheaders.io ;1 eoliiwl Sl @

WS g,y |, cache as

e OWASP Secure Headers Project:
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e  User Privacy Protection Cheat Sheet
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https://tools.ietf.org/html/rfc7469.

e  Production and backup keys is business continuity - see
https://noncombatant.org/2015/05/01/about-http-public-key-pinning/

e OWASP Certificate Pinnig Cheat Sheet
https://www.owasp.org/index.php/Pinning Cheat Sheet

e  OWASP Certificate and Public Key Pinning
https://www.owasp.org/index.php/Certificate_and Public Key Pinning

e  Timr of first use (TOFU) Pinnig
https://developer.mozilla.org/en/docs/Web/Security/Public Key Pinning

e  HTTP Strict Transport Security
https://www.chromium.org/hsts
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https://www.owasp.org/index.php/Testing for HTTP_Verb Tampering %280TG-INPVAL-003%29
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Vector.pdf

https://www.owasp.org/index.php?title=Content Security Policy Cheat Sheet&setl ang=en
e OWASP User Privacy Protection Cheat Sheet
https://www.owasp.org/index.php/User Privacy Protection Cheat Sheet
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e  OWASP Secure Headers Project
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https://www.owasp.org/index.php/Unrestricted File Upload

e Reflective File Download (Oren Hatif)
https://www.trustwave.com/Resources/SpiderLabs-Blog/Reflected-File-Download--- A-New-Web-Attack-Vector/
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. OWASP Teting Guide 4.0: Configuring and Developing and Deployment Management Testing
https://www.owasp.org/index.php/Testing for configuration management
. OWASP Cross-site Request Forgery Cheat Sheet
https://www.owasp.org/index.php/Cross- Site Request Forgery (CSRF) Prevention Cheat Sheet
. JSON Web Tokens (and Signing)
https://jwt.io
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e  OWASP Testing Guide 4.0: Comfiguration and Deployment Management Testing
https://www.owasp.org/index.php/Testing for configuration management
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