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Y—  SMTPAvA — K EFE. BLUPORMY I TKL

Aoy avii. T—EDEk, L,
HERLGWEADFRRER, Thoo4E
UT4DEK, F=IET7 I REEIZD
OB AREEAHYET,

Aoz avid. "R DTEEHES
HYIZDEMBIEAHYET  ECRR
~DEEF,. TV r—avekT—4
DEEHITIREFELET,

ESsERRDRA
ROESTRRTIE, TV —2av OB BIH L THRIBTY:
o A—YNRHBLET 4N, 7TV —avIkoTREE. T4
VD27 AN el = S e B 7 Y (R A A
AVTHRAMIBLEIRS =T Thnd ., Bip T /= (I8
SA—RESNTOEWEHRLAS U A—T ) RICEEFRINS,
o ATTxHMYL—3F LI UELS (ORM) DIRFE/NSA—4
ICBEZFE T —aNERSIh, EELGLI—FFEMTHEL
TLFES,
BEEF - T AEE#EFEIERLTES, FIZIE., BMIT
), ATk RRFR- TRV —DrCBWVWTHEXIZEEEF o
F—AEHEAEHE DR TSQLPIAT RN EAIITOHND,
FY—fEMEA o3 ELTIE, SQL, NoSQL, OSav Uk,
FAITCzHRYL—aFIL-TyELS (ORM) | LDAP, S&UEL
= (Expression Language) F7=[ZOGNLZ{ (Object Graph
Navigation Library) @A xhiavhBHYET, aoTHITA
TRALA—TJRTRILTY , YV—RaA—FZLEa—TFhif, 1>
oL avIcLTT IV —Lav A B THhEINRENRMICE
HTEFET, ZLT. TRTD/NFTA—F AvFZ—_ URL. Cookie.
JSON. SOAP, B&UXMLT—2ANDEL2LBEHT AR
E"J—G?O
Fio. BT Y —XO—FEFTY—)L (SAST)EBMT T —
23 FARY—)L (DAST)ECICD/SA FSAVIZBATEE T, =
NIZEY., FrITEONTLE Mo Py ar REREIREEIC
BRI IHICBRETEET,

BE T DB
HVAFMBHET TV —av I FEBTERWNT—4ZANSCIL
TUTD&SGHEEESQLFNH LEE>TLENET:

String query = "SELECT * FROM accounts WHERE

custlD="" + request.getParameter("id") + """;
SFVFH2RRKI, TTVr—2av N IL—LT—0%EIET BE.
EEEOHZoTVIZHYZET (FIZX. HibernateV T E58
(HQL)):

Query HQLQuery = session.createQuery("FROM accounts

WHERE custID="" + request.getParameter("id") + "'");
CMBAADT—RITEWNWT, REE[ETSVYTNASIA—2id DIE
Zor"1'="MICEELET, fIZ I

http://example.com/app/accountView?id=" or '1'="1
NT.AADITYDEKRMNEZ SN, accountsT—T )LIZH DL
A—FALTRENDEICHYET  SOHREIREICLY, T—42D
WEAPEIRR. RF7RTOL = DIEUH LA A EETT

| ypr S

A1 EKIETAE=OICIXaT U REI TS T—2%E

12T TELELRETT,

o EEINDIBIRRIIRELAPIZFERATRIE, 104—TYAD
FRAZELRIZEITS, I\SA—RLEhf=(22—DJ1—R%EFR
T5,.F =X ATSHhYL—aFiL-wvEL S ~Y—)L
(ORM) #FEATBLSICHITTHIEL, EE:/\5A—41{LSh
TW=ELTEH, ARM7ZRFOY—S v Tl PL/SQLET X T-SQL
I2&2THIYET—A2EESHLT-Y, EXECUTE IMMEDIATEX®
exec)EFALTEEDH ST —35ETTHEIT&HT. SAL
AT TILAVERESEBIENTES,

o IROTFATH,EWVEZDERTAM) R IZEKB Y —/N\FAED
ANBREZRNS, R XFEDELETEEDOTITVr—a,
FEZEENAUNT TV =230 ADTFRANIY 7 RAPIEE
IZBWTIESEL B EHA R ETRSEL,

o LEEOREARSLBNITITIE, TOA2—T)AEEHD
IR —TRXEFERALTERNTEIRT—T9 %, R
F—TINEOASLEEEDSQLANS I FYIZXLTIETR
T—TRTERN, ZD=H. I —HFHREDRANSIF YR ILE
BTHD. ChlFLR—MERY I 7IZFRT 5 —HEr07ART
BTH5,
STYATLIMITEYLZDMOSQLE#HEERT 5L T, SQL
AT AV EHEBENRELGEDLI—FDORERBREHS,

BEEH

OWASP

* OWASP Proactive Controls: Parameterize Queries

* OWASP ASVS: V5 Input Validation and Encoding

« OWASP Testing Guide: SQL /1> x933>, Command 1>
xhiay,
ORM injection

» OWASP Cheat Sheet: 1> x4 3> Prevention

« OWASP Cheat Sheet: SQL /> x93 3> Prevention

« OWASP Cheat Sheet: />4 3> Prevention in Java

* OWASP Cheat Sheet: Query Parameterization

» OWASP Automated Threats to Web Applications — OAT-014

SNEREH

« CWE-77: Command /1> x93

s CWE-89: SQL />>x9iay

« CWE-564: Hibernate /> x5 3>

» CWE-917: Expression Language 1> x93 3>

» PortSwigger: Server-side template injection
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REHIFHTRAOFHEEZREEL, BEMEY—ILIC
KBHNRAT—FYRFKHBEOHERELLHIT T, T

WEEIX. VRATLEBRETS=0HIZ.
LDODDT A bER=Ef=2f=—D
DEBETHIUCDTHEREREZE
RIhE+2TT, 7IUVr—avRr
EFT.COREFTRA—OVEYLY
HEWETRETA. BABRROEE.
ERICRESN-ERTREEROR
ZWZDENBBANHYET,

HesstEFR R DRI+

IJI.-I'-‘IEI ﬁgbf' &ﬂéﬂjE( T’&)( (j: :L_-'j-uunl—t tJVHV%EEG)

A EEEHERTHENEETY,

77')’7 /3./73\1::130) 14:5;%1-_?-% FRElE

EhHchELNFEEA:

s BMEBEA—YRENRT—LRDYRMNEHEODRBEICLDTHY
VR ANKREDQ LS EEIEEN-HENHTIT 5,
BLU-YRED, 20O BEMLSN-RENKIIT S

n1n+ %ﬂzgl Fﬂ

+  "Password1"4>"admin/admin" D &S FNEAEEERLE/SAT—FK,

BREDFHLIRT—F, EHNE/ SRV —FEZEFTES,
REICRETELVVREOEM " OLSIZ. BHFEEFIHRENT
M\/\XU REIBFIEPS/ART—RYI AU FERELTINS,
EXDINRT—K, BBBAELT=/SRAD—FK, £1=(X/E554E/ v a
BT/ 2 b LTz SR —FRZREL TV (A3:201 7-HE AR
[EHRDEHEFSR),
M ggfhuﬁ*&%%bfb‘&b‘ it(ixﬂ%ﬁ’]&%giuwﬁﬁ%
HELTLVELY,
s URLMStEYIavIDMEHEL TS URLEE#RZ),
o OJAVIZHRULERTEY aVIDBNERSAELY,
o tylarvIDASEYICENIZESIEL, AT 7O MEIE— B
BIELLBWNEE, —F DY PRIN—I Bz, VT
LY A A (SSO) b—I ) A8 Y [ ZHESH IS ALY,

WEF)FDHI

FIVF #: THOR) AR ES L=/ N\AT—FD) A%
AWEKREIL, GO REFETT . 7TIr—2avIcEE
EESNFREOTH IV M) AFRE DR KA EE SN TLVELVES,
FORT7TIVr—a M@ AR —RREEY—)L1ELTEREEE
BOAINEIHEZARDIDICER S REE A,

FIK #2: (FEAEDFEIEICEET ZHEIL, /INXRT—FEHE—D
nunﬁifkbfﬁb‘fulff%f'#&)( %EL—CL\*T 75\’J’C’\Z|~
TS5IFARESNTELNRRAT—ROEPLTEOEREDERIL.
A—HF—[ZFHLIRT—FERYRLESLSRTEDRALHYE
T, FTT. Ho HHEEHANIST 800-63[ZH>TZD KDL TS59T4
REPH, BERDIAEFESENHRINTNET,

SFYF #3. FT ) —avITyi g AL/ LT I RAEY) IR
SNTVERBA A—FBRAHDIEOALE 21— TERT T )5 —
AVIZTHORALET, FDA—HIX,. 7TUr—avmhsnd 7y

DT BRDOYICEHIZTSHY TENATERILT, ZNIHEILL

KYFET, —ERE%. RBEARLIVEL1—4TISOYERZEHT
BE.FLEFDA—HYTATAVLEFEFICHO>TOET,

B 1L 3%
. EEHI:'&*LT—IAI% THIOUM)ANRE BE-UYRE, EFh
A—HLZ/IRRAT—FEBFRAL-REBEZHC=HIZ, TEDR

U %E?.unft’éaé%?'é
DT Hh OO NEICEBE LI —EEL-FFEFTS LV —
ALY,
FLONRRT—RELIETEERD/SRXT—FHTop 10000 worst
passwords D AMIEWNBE T B K54/ \AT—FREIZEE
I5,
NIST 800-63 B’s guidelines in section 5.1.1 for Memorized
Secrets PRI DARIZEDIUSRT—FD Az, /ISAT—F
DORS. B, EHERICET SR —ZE#ESE D,
Fh I BEREADOERELTI—H &R, /A\RT—FER.
APIZEIE T 518 TR TORRERRITEVWTRLAVE—2%
ml"éo

o NADT—FANDOEBIZHLTEEIZHIBR T 5h . EBEFEHITE
EEE5, ‘d’&TODD’?“*(‘/%E&i’%ﬂﬁ‘d’é&&%(:, Thovk
JRARRE, U -UKRE, T3 thOBRBERAMLI=EEIZTS
14— /EI/ BEEIEMT S,
Y=Y ART, 2XaT7H ELLODEYL a0 EEHES
Ly, AT AV RICEEFIZEIVNOE—DSUE Lt yia
VIDEERT B, £y aVIDIFURLIZEH B RETIFHL, £Fa
TIZRET S, Tfz. AT TOMMEO TARILIKREE 24 LTIk
L=ty arEE\MT 5,

SEEN
OWASP

* OWASP Proactive Controls: Implement Identity and
Authentication Controls

« OWASP ASVS: V2 Authentication, V3 Session Management
» OWASP Testing Guide: Identity, Authentication
* OWASP Cheat Sheet: Authentication

* OWASP Cheat Sheet: Credential Stuffing

* OWASP Cheat Sheet: Forgot Password

* OWASP Cheat Sheet: Session Management

* OWASP Automated Threats Handbook

SV ERE

* NIST 800-63b: 5.1.1 Memorized Secrets
 CWE-287: Improper Authentication

» CWE-384: Session Fixation
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WEFENHMONTULET, 452, BBLV v aB8#IC
KBIRRAT—RN\yL aZ B RENEESNTNE
T T—RERETIEAIZIX. H—NFARDBEE
BEICHRHTEELETA., Y—N\RIZEELE-T—20O/

REIZKMLRET RETRATOER
MNEELIZEDAZEITERIZECTHE
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I£. EUIZE 1+ BGDPROZ Hilg DTS5+
NO—BEEDERELGE . EELHAIT
EDLNT-RENERINET,

HSHERR ORI H

Y EEHINEREFT ST AN REELELT A RBOET . HIX
X, IRRT=F ILOYMA—FES BREHR. BAT —SPECRI LD
HETRICRETIVRENDYFT . T—2ITHL T EUD— T —51RE
FRAIGDPRID L5 T4 N\ — B DERNERASNDH S, Ff=. PC
T—RtFaT1 AR A —F(PCI DSSYEE LMD IERREDERNHD
FOIGRENHHEEICIE FITERLSBETT . EDOLIAET—HIRTIC
DVT. LITFERERL T,

o FALRT—ATHNEXTERELTLELD, Shik, HTTP, SMTP,
FTPO&SHT ORI EFE-TWVDIGEITKRET 5, AEILSE—
TYMIREETRIHE . BIZBKRTHD, £z, O—FNAS Y DT
=N NYIIVRO AT LREDREOBIELT R THERT 5,

o NVITVTLED BET—IEEXTRELTLELS,

o BLFREBULEBETZILIVALENHRRENTE., FLEHLI—KT
FEoTLELA,

VHBEOELEDORESROFER. BULISSREERE-IEERN A, B4
BEREEFLEIBOO—T—a ELTLVEN, ThbDZET5E
DS~ AYN

o A—HI—TIVMNISUP)DEXATAICEATETALITATOAY
B—MNRELTNSLEE  BEENEFISN TOELNERIZELD,
T A=W OSATUNEEDA—F IS VN RIELY—NEE
BENE ZALOMRIEL TUOEWDERR IRV,

ASVS Crypto (V7). Data Protection (V9), ZLTSSL/TLS (VIO)&SHE,

NS
W F)ADH
OFVA#: HETTIVr—avld, T—ER—AO BEEELEFEAL. &
LY H—FBEBZIESIELET . LML, ZOTF—20BBINEEEIZH
BHIZESSNE=H.SQLA 2oL avIZE>TEXDIL O ybh—K
BESEMBTETLENET,

SFIF #2: HB YA I TRTOR—UTCILSTHELTHELT . 1 —HIC
TLSZBHL TWVER A, Tz, ZOH AL TIEBLOES7ILIVXLEY
R—FLTWET RBE IRV TS D000 ERLBIZ L B
LTUWAWNERRYRT—HT)  HTTPSRIEZHTTPEEIZE oS L—KL
FOVYIRNERETHIET, A—HF DY AV IvF—%EHFET . L
T HEBHIZDYYyF—2BELA—YOER SNy arvEREL RY.,
ZOA—HOEAT—2EEESLURTATEET, £, KBH (T Y
2AVEZEOSWMARDYIZ. TRTORET—FBIAIE ALDZEAN)EK
TATEET,

SFVF #3: BRIV —RT—ER—=RIEL, VILMIL D\ aF - IF B
BNV ATHRRAT—RERELTVET L. Z7MLT7YTA—F O KRR
AoENIE. KBEEIFNEEALT. NRAT—RT—ER—REWMBTEET,
FRNEESN /WP aDLAVR—T—D LT, TRTOVILLELD
NI ABBREREINTLENET . ZL T EAVILEHYT/AY kST
WTH, BfFE LSRG\ BB TER L/ WP 2 [EGPUTHE SN
TLE3hELIFEE A,

BHiE A%

BIRBEHEITRECEFLUTIZEFET, FLT. SEEHEBREIL

TLZELY:

o TIVT—1a llICNBT BT 2 RETEIT 2 EET
BT —RENHET D, FLT. EDT—ENTSAN\L—EED
FRRAUDBEHICEZLTEIN FEDT—INEDRALRBE
BT—420EET 5,

« BRDPEICHEITTIERAHHERES S,

s WEOHBWEMAERERFELLZL, TEBRYTCIZZEDELS
TR ERE R ZE T SH . PCI DSSIZEML b —0F 11—
AVFERRNS U =3 TS, T—ADESTUWEITRIEE
ENQGLY,

s REBICTRTOMMGHEREFEILLTVLSINERT S,

s RIFOEEBRENSIMEETILIYX L, FOIL, BEHEE
EELTWEIERT 5. TLTEYIICESREZEET S,

o BIATEMPFZEMICLIZTLS, y—N\HARIZKDEESR
A—FDBEERE. BXa1T/ISA—2EEQEF17HTOR
JLT,. BEBRRLOTRTOT—2EMEEILT S, HTTP
Strict Transport Security (HSTS)D &34 T 4L o T4 THES1E
FRHld 5,

o INNRAT—KRZERTFTBFE. Argon2. scrypt. berypt. PBKDF2(M &
SIED—D 770 B3GEEI7IADH S . @M DOEILAIRELHZL AR
ILDYVILMEE NV 1 EBEERANS,

s BREELTOHREENENZENHILTHRNHDHNRILT S,

BEEH

OWASP

* OWASP Proactive Controls: Protect Data

* OWASP Application Security Verification Standard (V7,9,10)

* OWASP Cheat Sheet: Transport Layer Protection

* OWASP Cheat Sheet: User Privacy Protection

* OWASP Cheat Sheets: Password and Cryptographic Storage
* OWASP Security Headers Project; Cheat Sheet: HSTS

* OWASP Testing Guide: Testing for weak cryptography
SHERE #

* CWE-220: Exposure of sens. information through data queries
* CWE-310: Cryptographic Issues; CWE-311: Missing Encryption
« CWE-312: Cleartext Storage of Sensitive Information

* CWE-319: Cleartext Transmission of Sensitive Information

» CWE-326: Weak Encryption; CWE-327: Broken/Risky Crypto
 CWE-359: Exposure of Private Information (Privacy Violation)
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O—KLf=Y. BEOHDITUVE

ZLOHLXMLT Oty HIZENT, YHIRE T, M T
UT4T4 (XML [ZSBEDT—2EWMEBLETS
NBURDEIEFETEET, SAST W— L CIRIFEHREME

hoDRMGEIZ, ZDHOKE LR
12, T—20H ., —/\hoD)E—
FERDET. AL ATLDRF Y,

XMLRF2AVMIEHBIENTEDIS
&. FOMRBLEXMLT Aty Y EERT

REARBILTCDEEERKRTEE T, DASTY— | Y—ERTEEREQOETIZERTESE
ILTCIOREERELIIRTOAERDFBIZIFFE |7,

EE BCLDEREMADBENHYET . FHTTAMET |poxnz -2 X, CDE
B35 XKEQF R B R EERT DLENBYET = | Bam e e s e S0k
ML 2017TE DB R TE—RICTARSNTOGEW=D |42 pEmRENFEHBMIH M-
R TVES,
fasstER R DRIk BhLL 75 %

TI)r—2a3y  BEITXMIR—ZADWeb Y —E R PEH U AR — L
‘ff‘tAiJ\‘FnEGJ HEETIEE . KB THAREENHDYET:
TF)r—av s, BIEBTELRLWY—ANLDEEE I
TYTA—RIZEBXMIKR X 1AV MEZ (T AND, E=1E. 7T
F—2avMEBTELENT —2EXMIE X 2 A MIHEAL XML | -
JotyvH(ZLoTHRTESNS,
T I —2 3 E - I1ESOAPR— XD WebH—E XZDXMLT A
TYHIZENT, FX 1AL/ TEE (DTD) B2 TLVS,
&, DIDAIBEES T BEBED AN X LlEXMLT Ay H |
EH-TELBT=8. OWASP Cheat Sheet 'XXE Prevention'Zi & D E
HESEIZTDHERL,
T r—avhEsht=tFalT4HN IV T IS A

REBEDOMN —=2T & XXEEHEL. BH T 5=DICFARTY,
ﬂuzr XXEZHSIZIZUTDIENATARTT:

REABRY . JSONGZE DEHSDENT 2B REERAL. #iY
72;7' BDU)T A RERETD,
TV —2avFz 3B B ELDZFR—T AV T VAT LTHE
AEShTWBIRTOXMLTOEYHEEUVSATSVIZ/\YF%E
HTEN TYTITL—RT5, (KEFEERRFvh—2ERTS. %
L T. SOAPILXSOAP 12 ZENLIBEDEDIZEFHT 5,
OWASP Cheat Sheet 'XXE Prevention’ [ZfELN, 7T — 3>
RDFTARTOXML/ S—H TXMLA T T4 T4 EDTDALIEA
MzF B,
HRIAMIANARKIZEB T —\FARDADREEAS, XMLFF 2

LA (5S0) D BRI TIDD NI ZSAMLEFEET %, SAMLIXID7
H—aUIIXMIEERL TS0, i35 THh DT EE

BERT0IEDS,
o XXERE(ZXLTHESTBTHD LS ZEIF,. 7T r—avh
Billion Laughs & (XMLIG5E % {E SN E) (D & 577DoSHE(ZffE

EDHS,
T —2arNN—2a 012K YRITDSOAPEE AT %, XMLT
UTATAMSOAPTL—LT—D(ZESNTIVDE XXERRED

AR AYE J—FADBEDHDT—ED TN T | Fi=
[ =—RA XEEET 3,

XMLE=IEXSLI7AIL DT v T O—FH#EEIZH 0 T XSDIREEAR
EEFRALTRIETHAXMLEZRIILTWA LA R T 5,
SASTY—ILIEXY—Aa—F N DXXEZ R T HDIZEII DM,
ZLDATIL—avEESKIRETHEBLT TV —ay
TlE. FHIZLBZO—FLE2—DAREDEIRKETHB,

BTHDHENSIEL, FIZFAZETHD. HLLISLF-ar ba— LA TELRWMESIZ(F, R/ ST, APIEF 2
T4 —box4, HBNEWeb T TV —2a0 77447 94—
(WAR)ZFERAL T, XXEREERE ., BER. 8&U70vr352L%

BEL TR,

WESTVADH
§<0)'Alaaﬁ*j-—/i"C*G)XXEFﬁEEb\‘%Eé#’L'CL\i?' Ff-. AR
AT T HHBEMRINTUOET  XXEIL, FLR RSN T
mﬁﬁafﬁéﬁtéiﬁiﬁ%ﬁﬁL?&L\%Fﬁf%ibiio RUEELG
REFEE. Y—N\DZ2ITANDEEIC. BEGEXMLI7MILE
T‘Vjﬂ—lsj—%):&—f—é—o
SFUA 1 RBH I —N\hoT—2ERMYBES3ERAFT:
<?xml version="1.0" encoding="1S0-8859-1"?>

<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///letc/passwd" >]>

<foo>&xxe;</foo>
DFUX #2: WBEE. LREOENTITYTEZRDKSICEELT,
Y—R—DTSAR— Ry T—HFFRKIELET:

<IENTITY xxe SYSTEM "https://192.168.1.1/private"” >]>
SFUAHI BB E IR DYDENI7AILEEDHSHIETDOSKHE
EHAET:

<IENTITY xxe SYSTEM "file:///dev/random™ >]>

BEEH

OWASP

* OWASP Application Security Verification Standard

« OWASP Testing Guide: Testing for XML 4> 493 3>
* OWASP XXE Vulnerability

* OWASP Cheat Sheet: XXE Prevention

* OWASP Cheat Sheet: XML Security

SHERE #

» CWE-611: Improper Restriction of XXE

« Billion Laughs Attack

» SAML Security XML External Entity Attack

» Detecting and exploiting XXE in SAML Interfaces
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EEE, (XS EREEE S o —
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* OWASP Proactive Controls: Access Controls

* OWASP Application Security Verification Standard: V4 Access
Control

* OWASP Testing Guide: Authorization Testing
* OWASP Cheat Sheet: Access Control
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* CWE-22: Improper Limitation of a Pathname to a Restricted
Directory ('Path Traversal')

« CWE-284: Improper Access Control (Authorization)

« CWE-285: Improper Authorization

» CWE-639: Authorization Bypass Through User-Controlled Key

» PortSwigger: Exploiting CORS Misconfiguration
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* OWASP Testing Guide: Configuration Management
* OWASP Testing Guide: Testing for Error Codes

* OWASP Security Headers Project

CORBFTESLIZHY-L\D7% 5, Application Security Verification
Standard V19 Configuration #ZBL TS,
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* NIST Guide to General Server Hardening

* CWE-2: Environmental Security Flaws

* CWE-16: Configuration

 CWE-388: Error Handling

* CIS Security Configuration Guides/Benchmarks

» Amazon S3 Bucket Discovery and Enumeration
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* OWASP Proactive Controls: Encode Data

* OWASP Proactive Controls: Validate Data

* OWASP Application Security Verification Standard: V5
* OWASP Testing Guide: Testing for Reflected XSS

* OWASP Testing Guide: Testing for Stored XSS

* OWASP Testing Guide: Testing for DOM XSS

* OWASP Cheat Sheet: XSS Prevention

* OWASP Cheat Sheet: DOM based XSS Prevention

* OWASP Cheat Sheet: XSS Filter Evasion

* OWASP Java Encoder Project
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* CWE-79: Improper neutralization of user supplied input
» PortSwigger: Client-side template injection
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« OWASP Application Security Verification Standard: V1
Architecture, design and threat modelling

* OWASP Dependency Check (for Java and .NET libraries)

« OWASP Testing Guide: Map Application Architecture (OTG-
INFO-010)
* OWASP Virtual Patching Best Practices
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* The Unfortunate Reality of Insecure Libraries

* MITRE Common Vulnerabilities and Exposures (CVE) search
 National Vulnerability Database (NVD)

* Retire.js for detecting known vulnerable JavaScript libraries

* Node Libraries Security Advisories

* Ruby Libraries Security Advisory Database and Tools
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« OWASP Proactive Controls: Implement Logging and Intrusion
Detection

* OWASP Application Security Verification Standard: V8 Logging
and Monitoring
*« OWASP Testing Guide: Testing for Detailed Error Code

* OWASP Cheat Sheet: Logging
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*» CWE-223: Omission of Security-relevant Information
» CWE-778: Insufficient Logging




17

+D B Aoyt

REFIREG X)) T4T O R ERELF L THIEDHELEMER

Web7 7 r—2ar DtFaT4IZBLTREND. ThioDYRVITERISERISREL TOSA M NHLT . &
FaTHEWeb 7 TV r—2a> DEECHFLET IMBEDEBEIER#TIZEEAHYET , KRELR—LT+) 1+ EE
LEFNIEESELMEEIZIE. COEEEIMZYRNECEET ABOCRAREENORNIEEZELLENS, 7T
r—2arDtxa)T4)RAIE RS EDESIZ, OWASPIE., B TOT7 T )r—avtXa)TAIZEFEFT 560
BARDEHTH—T )Y —REFHELTLET,

XA THEWeb 7 T — 3 OAPIEHEE T BT-5HOIZOWASPABAFKL TE=-2LDYY—AD—EHELIFIZRLET,
ﬂ;)k’\"—&“'c‘é?; Web7 T4 —aV PAPID X 1) T4 EREET BRI, A EA TES0WASPOD )Y —R%F
LELTWET,

X1 T7RWebT7 TV —2 3 VHEDESHIC. BTV -3 (CHBIFd a1« BHEEREURT
NERDEFEA. OWASPTIE. PTUS—23>DtFa1 VT« BHEEICHITDIHA RELTOWASP
Application Security Verification Standard (ASVS)ZER I3 EEHELUE T, B URREINEBICERET
2D THNIE. OWASP Secure Software Contract AnnexzZSBLTLEEW, FR: CORFI A MME
KEDZHBECEDETET., TDEH. HERFIAD MY T )LEFERIDEIC. FETICHEKRLTE
=0\,

FIUT—33>
TF1UF B

FIUT—23>
TFIUFS
F—F50F v

7IUT =232 0APIICEF 1 VT« 2RI THAADIDEO LS. BRYBEE,ISEF1UT &
FETCHAMMAD AN, IR RHENT > ER<RDET, OWASPTIE, FIHEPANSEFIUFT v &R
SHCHMADFEETHICOWASP Prevention Cheat Sheets%#E UE T,

S
AR 1R EAONDEAREF I UST  SIHOBEER# T, REQEF1UTrHlElzEsSHED LT, BFa
= TR7TVT—2 3 L FEFAPIRFEZIRAN CRBLTEEY . FRE(LEIOWASP Prevention Cheat
=l Sheets #8BIBELNTUL D, ZUT, BHIDIL—LDT—I T, 25 - i - CSREAHRTR EDiZ
4] ENRTFI VT BIEESDEL BRTEET,
e
\
1 77 HEFE TCFaATRTTIT— 3 APIZBFE S BIR(C. I REIRNESTOTRAENET Bizsh. OWASP(E
S I OWASP Software Assurance Maturity Model (SAMM)%#32 L CUL\ET ., BN EmEm I I[FEDY X JIC
BEIBDYVI NITT7F21 VT DEIRZBRS KUK T BIC. COETILHIMERICIIBET,
\ e —
fmm—)

OWASP Education ProjectT(d. Web77 XU —>3>tF1 VT« (CRATIMREEIT L —Z2T(C%
el = VDB TV ENRAUTWET ., MEEHICET DEMIIBRIC(E. OWASP WebGoat, WebGoat.NET,
RIS OWASP NodelS Goat. OWASP Juice Shop Project. & U CTOWASP Broken Web Applications Projectz

= HUTLIESV, BIRBEROAFIC(E. OWASP AppSec Conference. OWASP Conference Training. &

U TR THEZNSOWASP Chapter meetings(CEIMULTLIZELN,

| —

= H 2L LDOWASPD E RN AFTEET, OWASP ProjectsIZ7 AL TLIZELY, 2 TOWASP project inventoryZFi< &, 3
AT DFlagship. Labs, Incubator AT HRMNBHYET . (FEAEDOWASPD B FwikiCRABEMNTEE T, TLTOWASPD ELD
XEH#/N\—FRIE—OEFEETENXTEET,




+T F1VUF1 A MBYEDIZSHD 18
RDAFTY I
BEOHT T r—oas X FAFANERET TS

X aATI[Ca—FERETIEFEETT, LOL BELISELTLWSEFTAHAHY . TRAMNELLRESIN., Ho S
BRCSERASN TWAIEERERTAEIEETY . 7V —230vX ) T4TAMD BHIE, EX 2 7HREENLGINT
WABZEDIEERBAETT , 7TV r—2avtFX 1 )TATAMIEH L HHTHY ., 72 v ILODevOps D LS EHREFTD
EELGEAETOERIZELTIX., ED7TO—FOY—ILTIRHIBITHIELEO>TWET, D=8, 7T r—avk—k
THIVADERICENT, EBLEEZONBDEICEDISICEAEZHT. ERAXMMBEDBENFERELDIRENEERTHE
FRCHERLE T,

S, URAVIEERIZELZZITTEY ., BEIEREE. BBEAT 7V ORATANMTHOATWET, FEHESDOYILIT

THREIZBEWTIE. VIMNIZTRESA T AL EHTORGHLET T )r—av X a) T4 TAMBERENTNET,

FRAEAE—FEBRESCEDLTNES X T DO EELEHEL. BEOREITOERFBIELTEZEN, ENT7TO—F&#

;J;%Tétlfg?%77°')’7‘—““/3“/71'5—I~77J"J7J'0)¥E$EI:F|'SCT:7_-7\I\ R)7—2 BE. BTAMN BT 7OACIZERSERIRE
F‘E\L/-C 5 L\o

TR MZHIET DAEIC. AT U THBEEDYINETNERL TVWDSEZERL TSV, £
FIRIFBRHETILCEDSRECEEI . TDEsH, BEET LA SN TLRVEE(C(E,
TR ZEENMY DRICIRET I DIUNENSDET, BREITESTILDIRET (CHIz> TIE. OWASP

ASVS & OWASP Testing Guide Z5ERT BT ERRET U, WIS —(TIkFT DT &L,
ESHRACBNWTCEBRINBCEEZRELTLIESLN,

BEETIL
DIBfE

SDLC (VT FIUT—S 32 F1UFAFR DT IO—FF. VT NI FEFES A THAIILCHITS.

TR NS

#B[H & IEHE
S DERY

BAEISFERD
mE

b1 7 AM. TOCIARGERT 3Y —ILICHIRH N B EBENBDET, RtBAFVT, F— K, L
FS1TH E1—%@H95C T, lLlEER, 1) (XSN, KNI STRENSGDET. tF1UF~
€4)L) dD BRENEL., TOTCRICT4 — RN\ I IHMEZRUELL D,

L

BBEMHZREILT DICHOREHET, B3R, MDD, EERAEEEIRL T EEL, OWASP
Security Knowledge Framework &OWASP Application Security Verification Standard Z&
1K - ST ABNCHITDHERVIFSEED T 1 U« BHZIRES DRICSRTEEI. Bt
LY —ILEFB U &(C K Bfalse-positive[CXL T B Z E(CHIX.. EX/Rfalse-negativelZxd
NI BIZHDANIY —XDERZEZEEBEL TLIZELN,

INRTETANITBRE[EHDFERA. FITEFEERCE(CERED T, BENICHERIITOIS A
DEHEIGRUTWEET, DFD. BEMN(CHRIISN TV —EDOTF 1T EREIUXID
EHEZEMEL. BRASNDI —EDOT7 T U5 —> 3> EAPIOEREZILEL TWLW T EZBERUTULE
I, IRNTOTTUST—2 3> EAPINAREMN (CtEF1 7 Th D T &GN (CIREISNDIREEE T
BTEEENICLTVET,

EARICBVWT I MEIToIELTHE. TNEMNRN (TR RTNEROENVED DERA. 77
Do—2 3> OB EBFELU TR EERICEICKID, EEEZRZTFLLD. BFFEERRE
S BAE(CEIR L. ERICERYTIBROKES S+ #%ﬁ&ai L&D, MEEFENEDIEEERS
nig3h. EOREODREEZTDIONEIREN(CFHMEL TS ESV\. REIC. PDFJ 7-7J)L Tl
<. AEF-—LNDNITIHFERALTVWBY )L THREZIEHLEL L D,



19

+0 Byt

&3¢ FIVr—2a b T HEEBRBLELLS

FIVr—avtX )T DREISMBHABITHEOTUVET  EMTIHEERFNDEADE T, 7T r—ar LAPIZRE
THEHDHRAETOERCRENEBBICE WV THEILTIVELAHYET, I TICHRELEZBEREHEOT T Ir—avé
APID R XEBITHDI—FHHY ., ZLOMBTIIBRRLEEDHIBEICHNTHZEICERILTLVET , OWASPIZT7T T r—
LAVEAPIZEITH X AN TAERRTAE=HDICT TV r—23oX 2 )TN T AT S LEBBICEWNTHILITHL44H#H
BLTWET,

TV —2a0tX T4 KRBT HI2E. XV TALEE. VI I THE . EDRRARUVITEITAITIRDAVLE
SO HBOSESELIHMAAN YD EMIEET ILELAHBYET  KHMICEWTHREICES IT57T)r—avtexal) 7y
DEREFEIETESLI. X2 T/DRZLHILZERY . FHAIRREGREBIZT RETT  VRIVZHRFELIZERTHIELITEK
U EDEF 1) T4ZRLIEDLIGFHORRIZEFLELLD UTOVRMIRTFEDIEFEAL L. OWASP SAMM
LOWASP Application Security Guide for CISOsIZi8 & Eh TLVET,

P
CBTOTIVT—2a v bBET AT REEEXELLET  LYKRSHHBICH O TIE, XELEERT D
F=OITEBREET—IX—RX (CMDB) #R%EJ 5 LE R TRETT,
'icy)'_ " 770')/7—:/39‘12:\'~J'J7_'40)7°D 75L\’E*§$L\ ﬁﬁﬁ in_a_o

- BoDBBERABROBBOMDE v I HERELT. EEGERENHLRTIIVEEBRLET.
REBOHATIYMIT. 7T r—ar X a ) T4 DOEERELEHERRS AT LBPLATEELE

)?'o

/ \

CEUARDBANST I — A kI A DREOBEMERELET, Chit. RESNETF—4
Jrhi—z | REBET BT S — 0T DDA LT~ B ARRENET

ARG R ST E TR - — B OB BRI R TGS BEQEEL - ED R VHET LE
R—ET#+1) BT LES

*770—F ITRTDTTVr—LaV EAPIERIEL . BEIBMTFEITVET R ECMDBITEMLET

CHEHEBBEOLANNEBEYIRET 202 RERIEHNIRFSAUEHRILET,

4 b
R TORREF—LDEFIRET IV r—230F a2 TADR—RIAVEERLIMEBO L # L2EE
ﬁbti&ﬁ ﬁjbij-o o .
DY LT c %@6@ﬁﬁ+t*§$§ﬁ%?’éﬁ%llﬁﬁﬂﬁ%@t#z')%%%'lfﬁﬂ%i%h ENoZEEAY HRORETFHAREA A
FIAUERBLET,
BRRGAROEEOREYINSLEBET IV r—atXxa)T4DL—=0 T H) Fa S LEEILET,

| —
/ \

Xal)T«q XA TARELEEDOEEEERL. IFORREERTOLRICHELET AR BRET Y,
EFEIOt TR ATHEGEEEGLEa—, EFaTHIA—TaoFEa—RLEa— RRbL—2a TR BEEEE
BHET

YN
RIS mmp o TOU o F— AAHIIT B85 CEFIR (SME) & Ak —E RS

—

{ \
- ERMEEEAERELET . B E NELHEES T T —RIZE IR ERVESAEEERLE T, HE
SEHABIEDIR S X LVTATSVTARETITAETADEF . RHSN 5B, ERIShREE. 7T)r—23
CDEE, BATEAV RV RIZEBRBBEEEZEHET,
- RELERTOEIEN, S RATITAvIHERELZBENELEREANLERRERBED/ N2 — EF BT 50
[CERBELERDEEINOBI=T—2ERHTLET . KBRO L2V, AELEDIBBMULA o T4T %R
HLES,

NI



+A

20

IVUT—S3>IR—Sv DIzHD

RDATY I

FIVr—2ar 3479 M ONLHEEETSH

FTIVr—avid, ADBEICERL., #3T2REEHLGVATLATT  7TIr—2avICBFRITIRD AV, 7T
Jr—2a DITSATHA DI ERDEEEF T BAITARUYYAMIEYEREINERETT ,, 75— avAt—F+—&1
MR ELRIBOEFEELTT IV —2a0 IR —Ov LT A EEREOLET . 7TV — 32— x ([ ITO

BRho, EHEREMND

4 \

)Y—RAEED
B

N
A

REKES
(RFP)&52#4

|

- N

BHE & AT

,.

F7a4, 7Rk
RULAMR

—

( \

ERARUFTY
OIRDAVE

N

SRTLDBER

-

DRATLDREIZEDETOTT)r—2a0 347940 REBLHLET,

FRTOTHEEICSITOREN. EEE, T2MRUTATOFESNIEDSRRODYIICET 2R E

BHEET. 7TV —2av T HAED R RAEHEIREL. KBTS,

CHEERUVFHED X1 T BEHESE . RITHNEEREZEET S,
X AUTAICETHEBEET. BRE ELUR. TRAFRVERDETORIEEH/N\—m LG FHEEFEL.

X5T B,

FZIE VIR TRRESATHAOINIZE FEIRANTSOTAREW X2 ) T4TOTSALICETSH

ARSA XV TAERERE  HNNORREBELERER ST D,

-FHEEHRA IREEZED . ETOBMEGDZERETMT 5,
CEREN. XU TA U—ERLARLT I =AU (SLA) ZEOEMNEEGHER BT 5,
- OWASP Secure Software Contract Annex® KRR OF v A NEERT %,

;¥E0: OWASP Secure Software Contract Annex|ZKE D ZHEICEDINTLND, TDT=6 . SHBITBH(ZY
F=oTIE, FELICTHET S,

-FAREBOCHNOKRECHRELF 1) T BMIREHEOHEAER ST D,
- REOMEMEFRINDIBRELANICEL X2 TAT7—FTIOF v, GlHR UM REZEET 5. E&

FRICHOTIE, LX) TAEMRNYR—ETHRETH D,

TV r—2avF —F—hEETDIRVERETHH. BMD)Y—RERET S,
FBRTYUMMIBENT, FEEEHITRHL TEMSA-#HEEL LX) TR —EERT .

WEBELGEREESD . 7V =3 AVATI—R  MERETOAVRRA UMD X2 T7HRTIO4%8

#Bikd 5,

- BRI EHEEELIT 7 — R TOF Y EDHEET AN EDRRATANERET B,
BN DESRRAMAGB RN D, ERRERERODTAN —REERT 5.
CTIVr—2avItkBRETOER REOLEN, BESNDIEHBLAILITHGLT, X277 R E

EEY D,

TV r—avEREL. BEURICERLTW =7V r—2avho 0BT 5,
BREET —4X—R(CMDB) ®tFa)TA7—FTIFVEET. ETOXEZHTEILT S,

BRAICIE, BIAIE/ S FEBENSE=T IV —2a30 DX a) T4BBICETEHAMRS(UE2EH 5,
HABEDEFL)TAEHEZED. EX1TAEA—HFEUTADNSUREEET S,
BIRIET T —2a0X0S, SRV ITT. SATSVDN—230 7y ICET A EEDETEEEEE R

EE:E

EEEET AN—RPERFIEE. JOPIMNIBETEIXELZEL L2 TOXELEH T 5.

BT —AEETT7—hA4IL. ZDMOT—24L2TREISEET S,
CRERADTHIU, KB ERDEIBRIEEEREL, 7TV —La EREICKRET S,
BREET—ARN—RIZEWTT IV — a3 DAT—ARAREREICT 5,



21

+R PECA e

BRELTENDVRIICDNT

Top 10D AO#&A+F % (%, OWASP Risk Rating MethodologylZEDWWTWVET , R 1E K Top 10DATIIZRL T,
HMEIEWeb 7 T —2a> DENEFNDFAIZDONT, — R RETTREEEFEEREAH T, URIZHETLEL
T2e TLTT7 T —2av IR L TEEBE R RVFD =0T LSHFEIZE DNV CTTop 102BELEL-, ChD
DNDEZRIFX. MEHLEILLEILT BITONT, FHLUTop 10M83J1) —RSNESEIZEFH INET,

OWASP Risk Rating Methodology|XHfE55ED ) RUFFHE T H1=-0OIZ. FHDEFREZEEZLTVET, L. EEDT
T —L 3 OAPHZEIT A E DT LY. Top 10[F—iRRZERTRETT HoT. HAlX. YURYEEIZH
WTT7T)r—avt——FEEEBELY . BRITLAZEEBYFERA. TITVr—a T —2DEEN . BB
DABE. VAT LOEBESZOERLGEIZEHLE. CESTHWR I ILENHYET,

FAaMEALTWAFEXIT. Ba0RETREMEICEATIZEONER(EEE. RHOLVLITE, EHOLOTI)E—D
DEEER (BTAADEE)ZEOTVET . FEZDIVRIVDOREX. FEXRIZHFEOHAZEZRAVT EONLE
@ETHEHBETY . FRDEBEE |IFHETIRHC. LT LISTREEXHYELTA EEE | T -2V T LK
DH DR (25R—D DHEFFS ) HhOMETEHDRBEZT. TNODIEBIEE |ICET ST —2EFLEH LIF. [
E1Z&BTop 10DFFERTEENE) AREAERLEL . COT—RE MDD Z DD FRAETREMEICETHER (BREDLY
TS EADLYP I EEHLET. B ADRERREMHDORAETHELELz, ZLTZTORERREM O FEEIZHS T,
BHEATEICHALHEL-TERFTEADEZE IO FHENS, Top 10&ZIEB D RVIELD LK EEFERLEL=.
(BWMFEBURY) . BEOLPTE, BEAOLYTE. FEI(L. Top 100DENENOATI)—IZBEHEL THRESNT
CVEZ#LTCEtELELT =,

AEBECO7IO—FHABEI—CIUMOARESEEZEBELTULVENWEISEEL TSN, T = . HEDT7T I r—
AV OEMNEEHERLEELTVWERA, HBEENEEDMEEEZRIC. CNODERNSEROFEETEEMICK
B EE 52 AR BYET . COFMIEHLE-DESRKAANDEBDEZELEZELTWER A HIE-0OFAH
DXk, ER. BHEEEZEZEBLT, EDSHVDEFXA)TAIRIET T I r—a  EAPHZRLTEIMERELTL
12&0LY, OWASP Top 10D BRI BED T TUr— a3V PAPIEEELY RIS TEBYFEE A,

LUTIZ, A6 201 7- @l ia 2 ) TS5 EFHELT, L DETEERLET,

I_g’iﬁ)l\%.----ﬂlﬂlﬁﬁiﬁ _ [ N1 lllllll#>t$1l)7__4;;g.lllll AR NRRERNRN ) %g

PITU—>3 P2l i BHOLPI =

1 el &3 a5%:3 a55:3 ESRRICLD




+RF

URD I 7 D5—(CBYT %

Top 10 YRIIT7OBR—DEED

TOXRIE. 2017 Top 107 TV —23> DX T RIER) RV (T RIT7IORA—DEEDHTT , Thid
DI 73 —I&. OWASP Top 10F— LD DT EHERERICEDERELELz. TNENDOT TV r— a4k
[ZBITBI)RIEEBETH=HIC BRI —2Cz b ETEDRRBADEE 1 ZERBLENENTERE A, VI ITT

[CEXRGTFAND-ELTH. MBEZT A BRIz bAWEND, IWIEEEEADIESRIAEAD

22

2 25;

Foa

AEHTOLGNMGES | ERGIRIIZERYFEE A,
Uza %ﬁ.uuo WEFE .......bt*légfi‘e...... CLEETTTT IS Score
TP BRAQLYOTE BEE  BHOLLIE ESRAE
Wosar  [THE £<R5NS:2 e
A2:2017-BiEOFE | 772" &<R5N3:2 e | 70
SRR 72 $<R5N3:2 2l
A5:2017-7 728 | 7T UL E<E5NS: 2 2| e0
Asr e |74 03 55| oo
it et e o3 il
A9:2017 MEEOBS | 772  migm: 2 B 3 ;2 pE:2 |55 47
RONTANAED |72 wam:2 3 EEE: 1 mzE:2 |53 40

EDHDERT REIRY

Top 10X, MBIGKEOHTWET M, ZE-

i RNEVRIIE MICESHHYFET  LRTDTop 10IZEFN TN RIS

HYETH., FEH RSN TOVEWEFT-ERBEFEZIHYET  MICEBEITREEELRTIVT—avDEFx2T4Y)
A% LUTFIZRLES (CWE-IDIE) :

+ CWE-352:

Cross-Site Request Forgery (CSRF)

+ CWE-400:

Uncontrolled Resource Consumption ('Resource Exhaustion', 'AppDoS"')

+ CWE-434:

Unrestricted Upload of File with Dangerous Type

» CWE-451

: User Interface (Ul) Misrepresentation of Critical Information (Clickjacking and others)

* CWE-601

: Unvalidated Forward and Redirects

* CWE-799:

Improper Control of Interaction Frequency (Anti-Automation)

+ CWE-829:

Inclusion of Functionality from Untrusted Control Sphere (3rd Party Content)

+ CWE-918:

Server-Side Request Forgery (SSRF)
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OWASP Project SummitlZ#5UL\ T, BIEETI2 =T A4/ A—[E, T—ADBEAEDED2ODEAN DHEFHE DT
HEEHT B EERELELE,

R

ABEDEOIZ. INETIZ"RET THAEETEINT=D. Top10A—)F1JZARD2017 RCIANDT4—K /39 7(1ZEL
TERINEIEHBEDHTI) —ZRELEL =, TNODHTI)—ZRABERNBIZESD . EIZEIZOWASP Top 10 -
2017128 HBREEEZ D L4 DD EZEIRT 5L 5BLEL -, AR, 20174F8B2B ~9B 18HE TEBEI/.
516D EIZEEHELI=,

S5vy eSELTIY 237
1 Exposure of Private Information ('Privacy Violation') [CWE-359] 748
2 Cryptographic Failures [CWE-310/311/312/326/327] 584
3 Deserialization of Untrusted Data [CWE-502] 514
4  Authorization Bypass Through User-Controlled Key (IDOR* & Path Traversal) [CWE-639] 493
5 Insufficient Logging and Monitoring [CWE-223 / CWE-778] 440

Exposure of Private Informationld, BAFEIZE KA HE5M4ETT A, BRTFEDA3: 201 7-#MAIE D ZBEHICEENTULET,
Cryptographic Failuresld A3:2017-#M5ERODEZEHICEENTLVET , Deserialization of Untrusted Data

(. A8:2017-FZE&THWLWT I TS5A4AtE—ay IZRERITELT -, 4% B DUser-Controlled Keyld, A5:2017-7 7+
AFHDTEICEDTVET, ARICEVWTIIKY EREDTHETRELVNSF-ERBHYELI-A, FBalDHEFEMEIC
BET 5T —IMN T+ TIEEN>1=F=DASELTLVET , 5% B Dinsufficient Logging and Monitoringl. A10:2017-F~
+HEOX JEEZA) T ELTREM TEL, 7TVT—2aV (JAIAKRBIZHYF/IOMNEREL., EYILZOFY
. T75—b IRAL—230  LRAKRUVREERTEDBLENHY . TOREEELELT,

TSR KIE

— R, IRESN DTSN -T—RIET AN =TTV 5r—2 30 TRELERBEOBMOET 28> THET, K<&KI5hTLY
BEIY—ILIEHEBED TR TOAV RV RAEREL, ANFOINSE—DHERERELET, CD2ODEFFEDLAR— L%
RZENHETEHTIDITEREICRETT, 201712BLTIE, EXoNE=T—2EIbD551 0 IEHROBEEDT—4- vk
FHEOTTIT—a  DEUHEDOE BEREHELFEL-, JYUZLDEMEL 2 DDE A TIHEREIRMLV-1ZEFE L=, 1DH
. EBEDTRTDAVAIVRERADHEXRDEERZAILTHY ., 228 (. I EIFELITEFNLUEBRHESNE=T T
F—2avDETT . BRETEHHYEBAN. ChIZEY, Y—ILDEREADEERONAZLLRT HIENTEES . O—FT—4K
UM EERERIXGitHU TIHER NV -E1HET . RUUEDTop 10D /8—2av (R, COAEESHICHRELTLK T ETY .

COEDT—REKEE (CFD) IZE L TIE, 40ty EDIFRER BV ZEE LIz, SNODIFEAE X SEEICEREF LT

F—REof=1=8 . 28D BEMEBEBMNSD114000LL LD T T)5r—2 3 % hN —3F 2EHEFIRTEIENTEEL, 1ENITTER

EDHTEEITLELS =, Veracode NS DER DT —RIZIFRVIRLEIGT 7 TUr—2 a0 H b EEBHELTULELEA, X#F#

DT FI)r—2av(FBBDEDTL, FRALE23OTFT 2L, V—ILOFERFEIIADEREONT MR RILEL=, 100%LL

LORAERL G- T—2XREKRIEHI100%EHDESFAEBLEL -, BEREHETLH-0OI1Z. ZEHBENEEN TSI EHHIBH

;r::ju T—2a DEIGEHELEL RERDSUFUT I, Top 10IEMFTONTLNDETDYRYDEEDT=HIZfFEL
L7=,
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Top 10 2017DERKIZFRL T, R SBHDEHZEZIRBL TS LT ORI L TREDEZRLET

+ ANCAP + Contrast Security bv » Secure Network
* Aspect Security » DDoS.com » Khallagh » Shape Security
» AsTech Consulting » Derek Weeks * Linden Lab * SHCP
» Atos » Easybss * M. Limacher IT * Softtek
* Branding Brand » Edgescan Dienstleistungen » Synopsis
« Bugcrowd . EVRY * Micro Focus Fortify . TCS
- BUGemot - EZI ’ Mi”?'ed Security + Vantage Point
+ CDAC * Hamed ) gsggpaéle(éﬁm;r for * Veracode
« Checkmarx « Hidden Technology « Web.com
« Colegio LaSalle + 14 Consulting * Network Test Labs Inc.
Monteria « iBLISS Segurana & * Osampa
» Company.com Inteligencia « Paladion Networks
» ContextlS * ITsec Security Services

* Purpletalk
T—HAVMNEa—4D—EF—EAFEINTHET,
BADIVR)EaA—E~DHMEF

GitHubIZ&H U\ TTop 10IZEHBKT B1=HDIZZLDERZEOLEUTOEADIV M) E2—2 R U Twitter, BF+*—IL.
FOMDFETEMLTLES =ARICRBEOEEZRLET,

» ak47gen * drwetter « ilatypov * neo00 « starbuck3000
« alonergan » dune73 « irbishop * nickthetait « stefanb

* ameft  ecbftw * itscooper * ninedter « sumitagarwalusa
 anantshri « einsweniger * ivanr * ossie-git « taprootsec

* bandrzej « ekobrin * jeremylong » PauloASilva « tghosth

* bchurchill « eoftedal * jhaddix * PeterMosmans » TheJambo

* binarious « frohoff * jmanico * pontocom + thespOnge

* bkimminich « fzipi * joaomatosf * psiinon + toddgrotenhuis
* Boberski * gebl * jrmithdobbs * pwntester * troymarshall

* borischen * Gilc83 * jsteven * raesene « tsohlacol

+ Calico90 * gilzow * jvehent * riramar » vdbaan

« chrish « globaldg * katyanton * ruroot « yohgaki

* clerkendweller » grnd * kerberosmansour « securestep9

» D0Ogs « h3xstream * koto * securitybits

» davewichers « hiralph * m8urnett * SPoint42

« drkknight * HoLyVieR * mwcoates  sreenathsasikumar

Dirk Wetter, Jim Manico, Osama Elnaggarhave ) 5 (3% K45 EF L TLV=1=EFF L=, F7=. Chris Frohoffand Gabriel Lawrence
[$A8:2017T-RETHWTVITFIAE—2av DHMEIZEWTEELR Y R—rEL TV 1EEELT=.

BABRBRIV N E1—2~ DBEE

Akitsugu ITO
Albert Hsieh
Chie TAKAZAWA
Hideko IGARASHI

Satoru TAKAHASHI ¢ Takanori NAKANOWATARI
Sen UENO ¢ Tomohiro SANAE

Shoichi NAKATA

Takanori ANDO

Hiroshi TOKUMARU
Naoto KATSUMI
Riotaro OKADA
Robert DRACEA

e o o o
e o o o
e o o o



