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INTEL GATHERING FOR PENETRATION TESTERS: 
OPENING DOORS WITH METADATA 



•  Security practitioner…not an expert 
•  Focus on cross disciplinary assessments 
•  Breach Assessments (Red Team) 
•  Penetration Testing ( Layer 1-8 ) 
•  Social Engineering ( i.e. Layer 8 ) 
•  Wireless Assessments 
•  Physical Security Assessments 
•  Blended Assessments 

•  Developer and general code monkey 
•  Break | smash | reassemble | do it all over again 
•  Founder | Principal of Packet Research 

# WHOAMI 



•  Part of an overall security assessment framework 
•  Builds on previously identified vulnerabilities 
•  Vulnerability Assessment phase 
•  Manual human inspection 

•  Creates impact, not just “It is vulnerable” 
•  Not enough to declare “local root” or “domain admin” 

•  Scoping is everything 
•  What will adversely affect the business? 
•  Financial loss, brand defamation, recipe for the secret sauce 
•  Defines the “success” and “failure” criteria 
•  Provides actionable “severity” and “prioritization”  
 

WHAT IS AN EFFECTIVE PEN TEST? 



WHY IS INTEL SO IMPORTANT TO A PEN TEST? 

•  Validates the target 
•  Identifies supporting data to construct an attack 
•  Uncovers vulnerabilities that may have gone undetected 
•  Materializes the public exposure of an organization 
•  Increases the probability that an attack will be successful 



THE CASE STUDY (FINANCIAL INSTITUTION) 
•  Passive reconnaissance only 
•  Never touch the target with active scan packets 
•  Use publicly available toolsets to gather info 
•  Identify external points of access 
•  Web authentication forms 
•  VPN | Citrix | OWA 

•  Examine data for the goods 
•  Use the data to build the attack   



















A LITTLE PREVENTION GOES A LONG WAY 
•  Continually educate through security awareness 
•  Create a corporate policy regarding published content 
•  Provide the necessary tools to scrub metadata 
•  Microsoft Document Inspector (Office 2007+) 
•  BeCyPDFMetaEdit (Free) | Adobe Acrobat Pro (Not-Free) 

•  Data Loss Prevention Solutions 
•  Network based – filters metadata at the perimeter   
•  Endpoint based – analyses data and enforces security policy 



THANK YOU! 

Have questions, want to discuss further, grab a beer?  
 
Chris Patten 
(813) 480-6505 
cpatten@packetresearch.com 
http://www.linkedin.com/in/christopherpatten 
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