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Conflicts: Building security/Human safety (1/2)

Car park entrance and
personnel gate

Personnel gate lock release
located beyond external reach
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Radio-controlled
main gate access
and paired devices

Recorded and monitored CCTV

Security awareness

Security warnings
Maintained fire
extinguishes



Conflicts: Building security/Human safety (2/2)

Emergency personnel
gate unlock switch
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Main gate opens on
fire detection

Fluorescent emergency
exit signs



Software quality characteristics

�Functionality
Suitability, Accuracy, Interoperability, Security, Compliance

�Reliability
Maturity, Fault Tolerance, Recoverability

�Usability
Understandability, Learnability, Operability
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�Efficiency
Time behaviour, resource utilisation

�Maintainability
Analysability, Changeability, Stability, Testability

�Portability
Adaptability, Installability, Co-existence, Replaceability, Conformance



Requirements and implementation

Requirements Implementation

Bugs Free extras
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Quality aspect A
What the development team thought they built
What the client wants (requirements)

What the application actually does (implemented)
Quality aspect B

JA Whittaker and HH Thompson 20038

Implemented accessible features



Mandates 

BeNeLux OWASP Day 2009 6



Compliance

�Compliance with all types of mandates:

�Corporate

Objectives, policies, contracts, agreements, initiatives

�External standards
Sectoral, national, international

Regulation
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�Regulation
Legislation, guidance, codes of practice

� In this presentation, not compliance with security 
mandates

�Compliance with mandates that can have security side-
effects



Why does this matter?

�Design

�Writing security specification

� Identifying security implications early in the development 
lifecycle

�Resolving conflicting demands

�Development
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�Development

�Verification and testing

�Black box

� Assessment planning

� Fault identification

�White box

� Understanding of critical areas



Think like an attacker?�
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Think like a developer����



Webapp security / Accessibility compliance

�To illustrate how this might…. we will look at 
accessibility requirements, which are a common aspect 
in webapp requirements

� In particular WCAG

�Frameworks do not support it so coders have to make it 
up
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up

�Even a fairly simple website, that decides to adopt the 
standard, starts getting into heavy programming



How accessible? 
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Usability and accessibility

�Usability and accessibility have different though not 
incompatible design philosophies and goals2,3,4,5

�Accessibility is not just about disability

�W3C Web Content Accessibility Guidelines (WCAG)6
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�W3C Web Content Accessibility Guidelines (WCAG)6

�Like security…“build accessibility in”7



Q: Why do they care?
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A: (usability and accessibility)

�Business case

�Increased audience reach

�Higher conversion rate and repeat business

�Lower support costs

�Higher productivity
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�Legal requirements1

�Side effects

�Improved search engine optimisation

�Greater ability to repurpose information



WCAG Sniffing: On the way (1/2)
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WCAG Sniffing: On the way (2/2)
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WCAG Sniffing: Coming soon
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WCAG Sniffing: Been there, done it (1/2)
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WCAG Sniffing: Been there, done it (2/2)
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WCAG Sniffing: In the meta data
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WCAG Sniffing: Conformance claims
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WCAG 2.0 principles, guidelines and success criteria

� 4 principles

� Perceivable, operable, understandable and robust

� 12 guidelines

� 4, 4, 3 and 1 guidelines for the principles respectively
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� 61 success criteria

� Mapped to 264 sufficient techniques

� 3 conformance claim levels

� Level A, AA or AAA (strictest)



Web page
================

======

================

================

================

=============

WCAG 2.0 impact on a typical web page

Labels

Purpose names

Time-based media alternatives

CAPTCHA text alternatives

Audio track for video-only content

Sign language interpretation for audio

Identifiable structure and relationships

Minimum contrast

Resizable text

Headings Visual presentation

Adjustable timing

No keyboard trap

Pause/stop/hide moving/blinking content

Postpone or suppress interruptions

Page titles

Focus order

Link purpose

Text alternatives

Focus visible

Unusual word definitions

Consistent identification

User error identification

Input instructions

User error prevention

HTML parsing

Names, roles and values
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==

Descriptive identifiers

Audio track for video-only content

Captions

Extended audio descriptions

Alternatives to live audio

Identifiable reading sequence

No reliance on sensory characteristics

Ability to pause or stop audio

Headings

Low or no background audio

Visual presentation

Functionality via keyboard

No timing

Re-authenticate and continue

Flashing restrictions

Content bypass

Multiple ways to locate

Location in structure
Link purpose

Language identifiers

Abbreviations

Reading level
Pronunciation information

On focus/input does not change context

Consistent navigation

Change context on request only

Context sensitive help

User error prevention



Eight issues relating to application security

No Issue A AA AAA

1 Additional text instances ���� ���� ����

2 Alternate forms of CAPTCHA ���� ���� ����

3 Additional files ���� ���� ����

WCAG 2.0 Conformance Level
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4 Use of third-party services ���� ���� ����

5 Additional client-side scripting ���� ���� ����

6 Flexible session timeouts ���� ���� ����

7 Re-authentication recovery ����

8 Code validity ���� ���� ����



Mappings (1/4)

WCAG 2.0 Principles, Success Criteria and Conformance Levels to Security 
Issues
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Mappings (1/4)

WCAG 2.0 Sufficient Techniques to Security Issues
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OWASP Top Ten 2010 rc1
9 

(3/4)

No Issue 1 2 3 4 5 6 7 8 9 10

1 Additional text instances ● ●

2 Alternate forms of CAPTCHA ●

3 Additional files ● ● ●

A
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4 Use of third-party services ● ● ●

5 Additional client-side scripting ● ●

6 Flexible session timeouts ● ● ●

7 Re-authentication recovery ● ● ● ●

8 Code validity ● ●



OWASP ASVS 2008
10 

(4/4)

No Issue 1 2 3 4 5 6 7 8 9 10 11 12 13 14

1 Additional text instances ●

2 Alternate forms of CAPTCHA ●

3 Additional files ● ●

V
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4 Use of third-party services ● ● ● ● ● ●

5 Additional client-side scripting ● ● ●

6 Flexible session timeouts ●

7 Re-authentication recovery ● ● ● ● ●

8 Code validity ● ●



Issue 2: Alternate forms of CAPTCHA
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Issue 2: Alternate forms of CAPTCHA

� 1.1.1 Non-text Content: All non-text content that is 
presented to the user has a text alternative that serves 
the equivalent purpose, except for the situations listed 
below. (Level A)

� …
� CAPTCHA: If the purpose of non-text content is to confirm that content is 

being accessed by a person rather than a computer, then text alternatives 
that identify and describe the purpose of the non-text content are 
provided, and alternative forms of CAPTCHA using output modes for 

BeNeLux OWASP Day 2009 30

provided, and alternative forms of CAPTCHA using output modes for 
different types of sensory perception are provided to accommodate 
different disabilities.

� …

� Sufficient Techniques for 1.1.1 - Non-text Content
� …
� Situation E: If non-text content is a CAPTCHA:

� G143: Providing a text alternative that describes the purpose of the 
CAPTCHA AND G144: Ensuring that the Web Page contains another 
CAPTCHA serving the same purpose using a different modality

� …



Issue 6: Flexible session timeouts
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Issue 6: Flexible session timeouts (1/3)

� SC 2.2.1 Timing Adjustable: For each time limit that is 
set by the content, at least one of the following is true: 
(Level A)

� Turn off: The user is allowed to turn off the time limit before encountering 
it; or

� Adjust: The user is allowed to adjust the time limit before encountering it 
over a wide range that is at least ten times the length of the default 
setting; or

BeNeLux OWASP Day 2009 32

setting; or
� Extend: The user is warned before time expires and given at least 20 

seconds to extend the time limit with a simple action (for example, "press 
the space bar"), and the user is allowed to extend the time limit at least 
ten times; or

� Real-time Exception: The time limit is a required part of a real-time event 
(for example, an auction), and no alternative to the time limit is possible; 
or

� Essential Exception: The time limit is essential and extending it would 
invalidate the activity; or

� 20 Hour Exception: The time limit is longer than 20 hours.



Issue 6: Flexible session timeouts (2/3)

� Sufficient Techniques for 2.2.1 - Timing Adjustable

� Situation A: If there are session time limits:
� G133: Providing a checkbox on the first page of a multipart form that 

allows users to ask for longer session time limit or no session time limit
� G198: Providing a way for the user to turn the time limit off

� Situation B: If a time limit is controlled by a script on the page:
� G198: Providing a way for the user to turn the time limit off
� G180: Providing the user with a means to set the time limit to 10 times 
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� G180: Providing the user with a means to set the time limit to 10 times 
the default time limit

� SCR16: Providing a script that warns the user a time limit is about to 
expire (Scripting) AND SCR1: Allowing the user to extend the default 
time limit (Scripting) 

� Situation C: If there are time limits on reading:
� G4: Allowing the content to be paused and restarted from where it was 

paused
� G198: Providing a way for the user to turn the time limit off
� SCR33: Using script to scroll content, and providing a mechanism to 

pause it (Scripting)
� SCR36: Providing a mechanism to allow users to display moving, 

scrolling, or auto-updating text in a static window or area (Scripting)



Issue 6: Flexible session timeouts (3/3)

� SC 2.2.3 No Timing: Timing is not an essential part of 
the event or activity presented by the content, except 
for non-interactive synchronized media and real-time 
events. (Level AAA)

� Sufficient Techniques for 2.2.3 - No Timing
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� Sufficient Techniques for 2.2.3 - No Timing
� G5: Allowing users to complete an activity without any time limit 



WCAG Sniffing: Functionality defined (1/5)
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WCAG Sniffing: Functionality defined (2/5)
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WCAG Sniffing: Functionality defined (3/5)
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WCAG Sniffing: Functionality defined (4/5)
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WCAG Sniffing: Functionality defined (5/5)
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Issue 7: Re-authentication recovery
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Issue 7: Re-authentication recovery

� SC 2.2.5 Re-authenticating: When an authenticated 
session expires, the user can continue the activity 
without loss of data after re-authenticating. (Level 
AAA)

� Sufficient Techniques for 2.2.5 - Re-authenticating
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� Sufficient Techniques for 2.2.5 - Re-authenticating
� Providing options to continue without loss of data using one of the 

following techniques:

� G105: Saving data so that it can be used after a user re-
authenticates

� G181: Encoding user data as hidden or encrypted data in a re-
authorization page



Re-authentication recovery transition graph*

Unauthenticated

Authenticated

Log In

Main Menu

Transaction Menu

BeNeLux OWASP Day 2009 42*The Bank in the Browser - Defending Web Infrastructures from Banking Malware, Giorgio Fedon, AppSec EU 2009

Authenticated

Authenticated for transaction

Transaction Form

Confirmation

Execute



WCAG Sniffing: Hopefully there… (1/3)
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WCAG Sniffing: Hopefully there… (2/3)
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WCAG Sniffing: Hopefully there… (3/3)
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