Vad hander med dina kortuppgifter?

2014-03-13 Jonas Elmquist

Trender, intrang och forensiska utredningar

Knowit



"Payment card data remains one of the easiest types of
data to convert to cash, and therefore the preferred -
choice of criminals.” KONTOKORTSBEDRAGERI
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"Hacking as a Service”




“the service also offers consultation for

SVaI‘t marknad hacking into any given Web site, with the

prices varying between $1000 to $50,000”

ZERO-DAY SARBARHETER
ADOBE READER $5,000-$30,000
MAC OSX $20,000-$50,000 STULNA KORTNUMMER

ANDROID $30.000-$60,000 | us EU
FLASH OR JAVA BROWSER PLUG-INS $40,000-$100,000 Visa Classic $15  $80 $40 3150
MICROSOFT WORD $50,000-%100,000 Master Card Standard $90 $140
WINDOWS $60,000-%120,000 Visa Gold/Premier $25  $100  $200 $45  $160  $250
FIREFOX OR SAFARI $60,000-%150,000 Visa Platinum $30 $110 $50 $170
CHROME OR INTERNET EXPLORER $80,000-%$200,000 Business/Corporate $40  $130 $60  $170
10S $100,000-$250,000 Purchasing/Signature §50  $120 $70

Infinite $130  $190

Master Card World $140

AMEX $40 $60

AMEX Gold $70 $90
E 22 mars AMEX Platinum $50




e Payment Card Industry (PCI)
* Regleras av PCI Data Security Standard

19 kravomrﬁden, ca 280 krav .- il 4t Byimedt BErise
Exempel Crect@arc '
- Ansvar och roller
PAN 0000 D001 2345 6788
- Rutiner f[\]/ii/CDPTEDIT CAH%E/]D @

- Hur miljon ska se ut

Expiration date Magnetic stripe
(data on tracks 1 & 2)

-Hur kortdata far hanteras
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MERCHANT PAYMENT NETWORK
POINT OF SALE (POS)

;|-

. . -
NETWORK SEPARATION CORPORATE
OFFICE

* WIFI

« Malware

 Fjarratkomst (leverantor)

 Daliga losenord

» Osakera webbapplikationer

» Lagring av kortdata i klartext

PC WIFI
Hotspot

ENTERPRISE/BACK OFEICE NETWORK WEB SERVER  DATABASE  POS

E 22 mars » Ej uppdaterade system
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Nar och hur gors utredningar?
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Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity
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Detection &

Analysis
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Detection &
Analysis

* "First Responders Toolkit”
* Verktyg for inhamtning
 Syfte: inhamta bevis med minimal paverkan

» Natverkskomponenter, servrar, klienter, POS
bevis

 Insamling av minne, cache, register
« Systeminformation, upptid

Tid

Kommandohistorik

Processer som kors

Inloggade anvandare

DLL:er

Natverksanslutningar
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Detection &
Analysis

 Kopiera hardiskar, bit-by-bit

* Chain of custody & /
* Dokumentation :
« Markning
» Saker hantering

22 mars
2014




Detection &
Analysis

e Samla pa sig indikatorer
« Kanda malware (mds)
 JP-nummer
» Kreditkortsnummer . )

 Viktiga datum

Analys av minne

» Analysera processer och tradar
» Analysera DLLs

» Analysera natverksanslutningar

22 mars
2014




Detection &
Analysis

» Extrahera filer (.exe och .dll) - mds lookup

 Kor antivirus-scan pa image \ .

Timeline Analysis

» Filsystem, processer

* Loggar

* Installerade program

» Alla handelser laggs i1 tidsordning

22 mars
2014




1:27:40 MACB XP Prefetch Last run EXCEL.EXE-1C75F8D6.pf: EXCEL.EXE was executed

1:27:40 .AC. NTFS SMFT $S1 [.AC.] time C:/Program Files/Microsoft Office/Office/EXCEL.EXE
1:27:40 .AC. UserAssist key Time of Launch UEME_RUNPATH:C:/PROGRA™~1/MICROS2/Office/EXCEL.EXE
7/20/2008 1:28:03 ..CB  Shortcut LNK Created C:/Documents and Settings/Jean/Desktop/m57biz.xls
7/20/2008 1:28:043:MACB NTFS SMFT SS1[MACB] time  C:/Documents and Settings/Jean/Application Data/Microsoft/Office/Recent/Desktop.LNK
7/20/2008 1:28:03 MACB FileExts key Extension ChangeiFile extension .xls opened by EXCEL.EXE
7/20/2008 SOFTWARE key Last Written SOFTWARE\Microsoft\Windows\CurrentVersion\Run
7/20/2008 Memory Process Process Started  winsvchost.exe | 15561032 | |0x02476768
7/20/2008 Memory Socket  Socket Opened 4|134.182.111.82:443|Protocol: 6 (TCP) |0x8162de98| | |
7/20/2008 XP Prefetch Last run WINSVCHOST.EXE-1C75F8D6.pf: EXCEL.EXE was executed
7/20/2008 1:28:03 ..CB Shortcut LNK Created C:/Documents and Settings/Jean/Desktop/m57biz.xls
7/20/2008 1:28:03 .A.. Shortcut LNK Access C:/Documents and Settings/Jean/Desktop/m57biz.xls
7/20/2008 1:28:04 MAC. NTFS SMFT SSI[MAC.] time  C:/Documents and Settings/Jean/Application Data/Microsoft/Office/Recent/m57biz.LNK
7/20/2008 1:28:04 ..C. NTFS SMFT SSI1[..C.] time C:/Documents and Settings/Jean/Local Settings/History/History.IES/MSHist01200807202008!

7/20/2008 1:28:04 ..C. NTFS SMFT SSI[..C.1time C:/Documents and Settings/Jean/Local Settings/Historv/Historv.IES/MSHist01200807202008!






 Analys brandvaggsloggar  Analys server i affar

 Analys av centrala servrar

 Sniffer som fangar kortdata
 Skriver pa fil
« Lyssnar pa portar

Stora mingder kortdata 'gomd’  ° Analys av fler servrar

Ansluter till flera interna servrar 1 d o ffs
Laddar ned och gommer kortdata * Analys av datorer 1 atfare

Ansluter till Command&Control ~ * MS08-67
« Backdoor installerad 1 aug

Intrang i
miljon

Servrar forsta
affaren smittad

Server smittad

augusti

oooooo

| Typer av malware

Portscanners
Backdorrar
Aterskapa raderade
filer

WIinRAR

Proxys

Remote access
FTP-verktyg
Command&Control

Borjar skicka ut
kortdata

Polis- Intranget Anslutning
anmalningar upptackt till Ryssland

Utredning
paborjas

september oktober november december
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Target doubles hack attack
victim estimate to 70 million,
personal info stolen too

Bl Grant Gross
@GrantGross Jan 10, 2014 8:17 AM

A data breach at U.S. retailer Target will affect up to 70 million people, 30 million more

than what the company first estimated in mid-December.

In addition to the credit and debit card data stolen from Target, thieves also took



Majoriteten

Attack mot
leverantor av POS :
smittade Intranget
upptackt

Intrang i
miljon

Borjar skicka
Black Friday ut kortdata

Installation av
NEWEIG

? 15/11 28/11 30/11 2/12 15/12
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v pee e . Memory Scraper
» Fanns att kopa for for $1800 fran mars 2013

« Memory scraper » Sorterar bort kanda processer

» Smittar Windowsbaserade POS * Valjer ut ritt processer

» Styrdes av Command&Control server i miljon * Soker efter kortnummer

» C&C skickade kontinuerligt ut kortdata till olika * Skriver till il
platser via FTP

» Specifika for varje system — svara att
hitta mha signaturbaserade AV

22 mars
2014



Command & Control (exempel)

22 mars
2014



ATTACKVEKTOR

TYP AV ANGREPP

UTSKICK AV
KORTDATA

STULET
KORTDATA

3:e partsleverantor
Keylogger

Malware
Memory Scraper

Command&Control
FTP

40 miljoner
(+70 milj personuppgifter)

ATTACKVEKTOR

TYP AV ANGREPP

UTSKICK AV
KORTDATA

STULET
KORTDATA

Wif1?
Leverantor?

Malware
Network Sniffer

Command&Control

Oklart.
100 000-tals




* Fler avancerade riktade attacker
 Enklare att utfora attacker
* Kravs hogre sakerhet

Secure Experience

Jonas Elmqvist
jonas.elmqvist@knowit.se

+4670-379 22 74

e ... och det kommer fler angrepp...

knowit
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