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Security Tradeoff Decisions

• Explicit security tradeoffs
Panel discussion at SXSW (Meebo, Facebook etc.) 
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Security Tradeoffs

Design

Development

Deployment
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Security Deployment Technologies

Intrusion Prevention

Scanning Tools

Web Application 
Firewalls

Anti-Virus
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Active and Passive 
Security ChecksRestricting Access

Vulnerability Assessment 
and Configuration
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Consolidation of Security Technologies

Does it always makes sense?
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Security Models

Positive Security Model
Negative Security Model
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Negative Security Model

Keep the Bad Guys out
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Positive Security Model

Only allow the good guys in
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Restricting URL access

Block known attacks in URLs
Attack Signatures
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Restricting URL Access 

Only allow configured URLs
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Static Learning
Training data
What about evolving apps?

Adaptive Learning
Always learn
User customized

Ease Management by Learning
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The Tradeoffs

Not enough security

vs.

Maintenance Headaches
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What actually gets deployed!

First, I want to get …

Signatures no longer sufficient
Fix only discovered vulnerabilities for now 
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Form Protections

Scalable State Maintenance
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Does this apply to my deployments?
- Need a template specific to my applications!
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Know Your Security Tradeoffs!


