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Hacking: Industry Analysis

Hacking has become industrialized.

Attack techniques and vectors keep
changing with an ever rapid pace.

Attack tools and platforms keep evolving.




Hack Fact #1:

Hackers Know the Value of
Data Better Than the Good
Guys
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Data is hacker currency

Overall Rank Percentage
2009 2008 2009 2008 | Range of Prices
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Table 5. Goods and services advertised on underground economy servers
Saurce: Symantec
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Credit card Information

Bank account credentlals

Emall accounts

Emall addresses

Shell scripts

Full identltles

Credit card dumps

Mallers

Cash-out services

Website administration credentlals

19%
19%
T

3%
19%
50

500

$0.85-530
$15-3850
$1-$20

$1.70/MH 07-31-2010, 054z PM

£2-45 ¥ Sell CC base

$0.70-$2

$4-$150 Jain Date: Jun 2010

$4-$10 Posts: 27 - e i - 402860090
$0-$600

F'En'.*'T'E'u'H Al
$2-$30

Chepa: Stuff, ©C, Cashing

rday, 09:47 AM

¥ OH B BNaKe Ha CcOCEOHMY NAOWAanKax, B yacTHoo
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Website Access up for Sale

ARMY Forces of republic of

http://gs.mil.al/ e

Souce Carolina National
Guard

The United States Army |
CECOM

http://www.scguard.army.mil/

http://cecom.army.mil/

The Department of defense

hittp://pec.ha.osd.mil/ pharmacoeconomic Center

http://www.woodlands.edu.uy/ Wooldlands School Uruguay.
http://s-u.edu.in/

Singhania University

National Chengchi

http://www.nccu.edu.tw/ University

Taipei City East Special

http://www.terc.tp.edu.tw/ Education Resource Center

Italian Official Government
Website.

Istituto Statale Don Lorenzo
Milani

http://itcpantaleo.gov.it/

http://donmilaninapoli.gov.it/

http://itcgcesaro.gov.it/ Official Italian gov website.

http://itimarconi.gov.it/ Official Italian gov website.

http://primocircolovico.gov.it/ Official Italian gov website.

American State of Utah
Official Website.

University of South Caroclina
Beaufort.

http://www.utah.gov/

http://www.uscb.edu/

American State of Michigan

kip:fimichigan.gov/ Official Website.

Full SiteAdmin Control +
High value informations

MySQL root access + High
value informations

Full SiteAdmin Control/SSH
Root access

Full SiteAdmin Control/Root
access, High value
informations!

Full SiteAdmin Control!
Full SiteAdmin Control.
Students/Exams user/pass
and full admin access!

Full SiteAdmin Control.

Full SiteAdmin Control.

Full SiteAdmin Control.

Full SiteAdmin Control.
Full SiteAdmin Control.
Full SiteAdmin Control.

Full SiteAdmin Control.

Full SiteAdmin Control.

MySQL root
access/Valuable
information.

unknown

unknown

unknown

unknown

5200
unknown

56093

74188

252942

292942

252942
292542
292942

173146

1123

205070

L site | Details | _Levelof Control

$499
$499

$499

$399

$33
$55

$99
$88
$99

$99

$99
$99
$99

$99

$88

$55

- Daily updated -

Click here to check for proof of the hacked sites.




Website Access up for Sale

L site | Details | _Levelof Control

ARMY Forces of republic of Full SiteAdmin Control + unknown $499

http://gs.mil.al/ albania High value informations

Souce Carolina National MySQL root access + High

httn: Mfuwmanar eranard armv mil/ nunknawn &40q

The United States Army | Full SiteAdmin Control/SSH

. ~
http://cecom.army.mil/ unknown $499
. - -
P Y CECOM Root access $
: REOSaITAIT e - o - AR
pharmacoeconomic Center nrormationsy
http://www.woodlands.edu.uy/ Wooldlands School Uruguay.  Full SiteAdmin Control! 5200 $33
http://s-u.edu.in/ Singhania University Full SiteAdmin Control.  unknown $55
At National Chengchi Students/Exams user/pass
http://www.nccu.edu.tw/ University. and full admin access! 56093 $99
e i Taipei City East Special 2 3
http://www.terc.tp.edu.tw/ Education Resource Center Full SiteAdmin Control. 74188 $88
: . Italian Official Government 5 )
http://itcpantaleo.gov.it/ Website Full SiteAdmin Control. 292942 $99
http://donmilaninapoli.gov.it/ Istituto Statale Don Lorenzo Full SiteAdmin Control. 292942 $93

Milani
http://itcgcesaro.gov.it/ Official Italian gov website. Full SiteAdmin Control. 292942 $99
http://itimarconi.gov.it/ Official Italian gov website. Full SiteAdmin Control. 292942 $99

http://primocircolovico.gov.it/ Official Italian gov website. Full SiteAdmin Control. 292942 $99
American State of Utah . .
http://www.utah.gov/ Official Website. Full SiteAdmin Control. 173146 $99

University of South Caroclina

http://www.uscb.edu/ BoSra: Full SiteAdmin Control. 1123 $88
. oy MySQL root

http://michigan.gov/ Amerncc)?frj Stlas\? ct,,f yzllchxgan access/Valuable 205070 §$55
JCia- HEISHS information.

- Daily updated -
Click here to check for proof of the hacked sites.




Hack Fact #2:

Hackers—By Definition—Are
Early Adopters
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Example: Mobile (In)Security

Growth of Discussion of Mobile Platforms by year

2500
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H Android
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1000 H Nokia
H iPhone
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year

Source: Imperva’s Application Defense Center Research
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Hack Fact #3:

The Good Guys Have More
Vulnerabilities Than Time,
Resourcing Can Manage
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Situation Today

# of websites - 357,292.065

(estimated: July 2011)

# of X
vulnerabilities : 230

1%

821,771,600

| biliti | ti ' lati
B
Source: http://news.netcraft.com/archives/2011/07/08/july-2011-web-server-survey.html |
https://www.whitehatsec.com/home/resource/stats.
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Vulnerabilities by Industry

Top Vulnerabilities by Industry (2010)
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Brute Force

Insufficent Authentication
Abuse of Functionality
Session Fixation
Predictable Resource Location
HTTP Response Splitting
Cross-Site Request Forgery
Insufficient Authorization
SQAL Injection

Content Spoofing
Information Leakage
Cross-Site Scripting

Source: WhiteHat 2011



Hack Fact #4:

Attack Automation is
Prevailing
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Automation is Prevailing

= |n one hacker forum, it was boasted that one hacker had found 5012
websites vulnerable to SQLi through automation.

Things to note:

*Due to automation, for only a few
dollars, hackers can be effective
in small groups — i.e. Lulzsec.

* Automation also means that
attacks are equal opportunity
offenders. They don'’t
discriminate between well-known
and unknown sites.

5012 SQL Injectable Websites

Collected by il - Gueddub®

RLED S w. R NS et [ rainers.php 7id= 4
ity Srwww SR com/irainers.php 2id="30

ity  Opsss R e c o/ trainers.php 7id= 30

it Sronew e con/article php ?1D="338

hitp Jhwvew. S . com/publicationsfarticle php?I1D="51
hitp Shwvew, NS corniarticle php?id="13708

BiEp Thwvew. AR, c o i/ newsiarticle.php ?ld="0222
hitp S, RSssremaRigy - 07/ article php 7id="59

hitp Srwnew. dakeweange con/pressiarticle. php 2id="00007 3

hitp JSrwvew. SRS cov/article. php 2id="5
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Ritp THww. Hemanwieeeny. ot newslarticle.php 2id="416
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Studying Hackers

Why this helps
+ Focus on what hackers want, helping good guys prioritize

+ Technical insight into hacker activity W AN WY e 4 ,,
L ) \ ¥/

+ Business trends of hacker activity w0 N N /zw ”
¢ NN N Tl as e ¢V/
+ i i ivi O RN mmwrr, Lt
Future directions of hacker activity e
Lo ot = amvoucanwm =
= Eliminate uncertainties "m'focus'tt i
' ﬂw w23 10 feel free Tor v w
+ Active attack sources v ol u'vom\ "o
. e ’[/ v Y L \
+ Explicit attack vectors o ,,/ ,‘m'“mm\“
il DAY N \\wl Ny
= Focus on actual threats - f’ / }
’ & //7// *w \\\
= Devise new defenses based on real data and reduce guess

work
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Approach #1.:

Monitoring Communications
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Method: Hacker Forums

= Tap into the neighborhood pub

= Analysis activity
+ Quantitative analysis of topics
+ Qualitative analysis of information being disclosed
+ Follow up on specific interesting issues

» : @ilVIPER\A



Hacker Forum Analysis #1: General Topics

Jan-June 2011

# Threads in Hacker Forums M Beginner Hacking

[0)
3% 3% 2% 2%0% M Hacking Tools and Programs

3%
Ll Website and Forum Hacking

M Botnets and Zombies

M Hacking Tutorials

M Cryptography

M Social Engineering

M Phreaking Cells Mobiles
I Proxies and Socks

M Wireless Hacking

IM Hacks

M Electronic and Gadgets
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Hacker Forum Analysis #2: Tech Discussions

Jan-June 2011

Top 7 Attacks Discussed

(# Threads with keyword) m dos/ddos

M SQL Injection
M spam

W shell code

M brute-force
M zero-day

m HTML
Injection
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Approach #2:

Knowing Hacker Business
Models
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Example: Rustock

Rustock Takedown Cut Spam By 33%

Bagel and other hotnets seem to be picking up the slack, according to Symantec.

By Mathew .J. Schwartz InformationWeek
March 29, 2011 1413 PM

All hail the Rustack botnet takedown. Between March 15 and 17, during
which time Hustock was taken down, global spam volumes fell by 33.6%,
according to a Symantec Messagelabs Intelligence report. Campared to
the week before the takedown, the number of daily spam emails decreased
from 52 billion to 33 billion.

At its height, the Rustock botnet pumped oot 13.82 billion emails per day,
comprising 29% of the world's daily spam diet. But will the Rustock respite

last?

2 : @ilVIPER\A



Approach #3:

Technical Attack Analysis
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Getting Into Command and Control Servers

ol Find INFO 5 Statistic W~ FTFR. %% settings

O 2 ooy o oo o &
Get $tatistic
Get hosts ...
R US charges 60 in connection with the Zeus Trojan

Zeus operatars have made mare than 200 million from the scam, authorities say

= By Robert MelNar, IDG News Service
i TEpbember 30, 2040 4152 AMET

'F;I__J Comment & Frint

© LS. autharities have charged more than 60 people in connection with the money-stealing
Zeus Trojan program, according to the U.S. Department of Justice.

Zeus hotnet hank thieves were careless with own security

== The arrests follow a Tuesday UK, sweep that led to 11 charges against Eastern European
citizens thl:ll.,ll:_:lht to be invalved in ml:lving stolen funds out of the cuuntw.

Zeus has been a major problem for computer users and financial institutions over the past few
years. Cnce installed on the wictim's PC, the makware can be used to log into a wvictim's bank
account and transfer funds to another account controlled by the criminals.
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No Honor Among Thieves

Quick Setup: Login Spoofer 2010

/ &. ﬁ(i’ Login Spoﬁfsr '-.*I':E b';.v'Aho'Haf':
Fake Pages

& Hotmail © Gmail
C Yahoo!

Options
[~ Open Folde

[~ Page Preview
€ Facebook  MSNES,
" Skyrock

Advanced

" PayPal " Travian File Extention ‘
. ¢ HTML ¢ PHP
IE"m‘s' ; T ¢ Makloob ¢ RapidShare
nis is & freeware program Coded | ~ 0 -~ Encrunt
Clicking "'Start" button you are ad Myspace 45hared - =R
terms of the program, Thatyouhd | © CamrFrog ¢ Megatpioad
responsibility of using it !
Savein |C:'\. I Browse Folder
Start | sbout! | Show / Hide Victime
]‘,3‘ 3T Ly X - Teolipd! e slasi gl
z 895l dmdiall
D)J J-’& I'.'I'

| aadt amy atdi pusi |

[imsdamdialdiinesl
You have (19) Victimes | [ Refresh ]

Username: vikkie|  lili® v ahoo.com
Password: zoo I

Type: Yahoo

[P 116.71.62.117

Username: vikkie [JJ@yahoo.com

IF- 1167162117

Username: vikkie || N
Password: zm

Type: Yahoo

1P 1167162117

Username: not
Password: atall
Type: Paypal

IP: 192.251.226.205

Username: not

Password: atall [*2
Type: Paypal
IP:203.17487 .18




And You Can Monitor Trendy Attacks

VISR Ly denumuns 10 DDt C0em
LR ) Secavighers - A< SO0 o by hack )

o n X Irgecton Pager | s Reghoon Wb Teseth e .;.'r_ 20541503104 MHIMLY Socsty

Doen Uirshated fom Sparwh » 80 Englsh » | Show ongna

Original texx:

RIST




And You Can Monitor Trendy Attacks

Get LAID With Girls From FBook Transform Your PC Into a
Seduction Machine |« Like
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Approach #4:

Traffic Analysis Via
Honeypots
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Automated Attacks

class pBot { var Scon

Google Search - Mo;

[BEE

Ele Edt Vew Hstory Bookmarks ook el

65. c @ (B I o ¥

. [ Most visited | ] Getting Started 5] Latest Headines
55 pBot { var $config - Google Sea...| -
Web Images News Translate Scholar Realtime Grail more ¥ ~)

Mews Translate Scholar Realtime Grail more “Weh History | Search settings | Sign in

GO { igle class pBot { var $config Search

Aot 824 resuts 017 seconds) Advanced scarch

* Everything <% Set time limit(0); Error_reporting(0}; Class pBot { Var

5 <2 oo time_fmi0). eror reporing ) chs |)B\7|(v'|r $cnnﬁ( = amay("

"'_ Images semer™>"Ic.chator og", port'= N "fyox'

B videos e scribdcom/. Errar-reporting - .n Cached

¥ More botnet - Web Hosting Talk
15 posts - 4 acthors - Last post: 21 Jul 2

Tel Aviv class pBot { var Sconfig avray("ser\/ev irc. redeyecrew. or :

) Change location “pass’=>"redeye”, Tprefi' =>RY", “maxta -
i webhostingtalk Semichauthrba php?t=677381 - Cached - Similar

The web pBot - altirc bots | Google Groups

Pages from Israel 17 by 2008 . set_Ume_mi0) stor_reporing ) echo “BlsckPoua'. class pBot var §
config = array("servar'=>"ownz udplink net", "port’=>"34345

>34
=IMore search tools groups. google. comfgroupfalt. irc. . /68791 0857 4GME7. - Cached - Sirmilar
. set time limit{0); error_reporting(0); class pBot { var $config ...
set_time_limit(Q); error_reparting(); class pBot { var §config = array("server”
=>"irc.openlsd.net", "port'=>6BE7 , "pass'=>"fi", "prefix'=>"Frox",
yolimpio.coripB ot b - Cached

COMMANDS: ** user <password= #login to the bot* logout ...
class pBot{ var §confiy = array("serer'=>" 3
pass"=>"jancuk”, "prefix"=>"secure’, 'maxrand'=>'3
bothwellfurmiture. camfsic txt297 - United States - Cathed

[ ] [ ]
Sucuri - Protect Your Interwebs
20 Now2010 .. class pBot { var config
pass"=>"1 337", "prefix'=>"ddrk-", "maxran
sucuri.net’7p.

set_time_limit[); error_reporting();
=>"85.25.238.40", "por’=>6657, "pass 7>““ i "pveﬂx“ 5
kodidashuris.com/stop.txt?? - Cached

<?php set time _limit(0}; error_reporting(0); class pBot{var ...

<7php set_time hmn@) error vgpnmng@) class pBot { var $config = array("
er"=>7300.5.151 2 6565, "pass'=>", ifsenha do server ...

V. haanpemeswene cnm/Fmam/phmm Cached

set time limit{0), error reporting(0), echo "ok!", class pBot

class pBot{ var Sconfig = anay('sorer'=>"irc. byrne net”, / ip/host "port'=>"BB87", # port
pass'=>"test", // passwd In "prefix"=>"bompasukan"
frankfurt-hooters. defliles/bot txt77? - Gached

#erew@corp. since 2003 * edited by devil _<admin@@xdevil.or
class pBot{ var $config avvay( sener'=>"83.133.125.126

pa:
brandan20.fileave EDm/stan/huDM 77 - Cached

Gooc oogle »

12345678910 ext

1101014

class pBot { var $config Search

Search within results  Search Help  Give us feedhack

Google Home  Advertising Programs  Privacy  About Google

I3

" Google dorks
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Finding#1: Automation is Prevailing

500 1
450 -
. e
400 - I Apps under automated
5 attack:
o 2 ]
£ 330 25,000 attacks per hour. - N
¢ 3 =
2 300, - (= 7 per second y On Average:
% 250 i 27 attacks per hour
£ = 1 probe every two
200 1 = .
— minutes
oz | \_ Y,
4 150 - r
100 , |
50 | ‘ ‘ \
0 ] |.|. | ‘l I A, A '.,' y A Jl Al -'. : '“-‘f" 14 -___.il_ A | .r.- : 2 F ,L 2 L La I. o |
7-Mar 14-Mar 21-Mar 28-Mar
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The Unfab Four

M directory traversal
sqli
XSS

B fi




Finding #2: Reputation Matters

29 percent of the attack events
originated from the 10 most

active attack sources




Research Compared to Lulzsec Activity

Lulzsec was a team of hackers
focused on breaking applications and
databases.

Our observations have a striking
similarity to the attacks employed by Bhceoss sito

. . . SCRIPTING
Lulzsec during their campaign.

Lulzsec used: SQL Injection, Cross- R FI
site Scripting and Remote File index.php
Inclusion. —
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Lulzsec Activity Samples

Addressing the public on Thursday, LulzSec said that a single SQL Injection flaw led*

them to more than one million clear text passwords, 3.5 million "music coupon” )
ﬁcq_gga_.and 75 009 musm;oqis". b gprtaram a0 B amitaionn. o e A '_/

Tool #1: Remote File Include

The relevant snippet from the chat log (emphasis ours):

lol - storm would you also like the RFI/LFI bot with google bypass i was talking about while i have this plugged in?

IoI -iusedto Ioad about 8 000 RFI with usp flooder crushed most server :D ’R
PN e S o i I Ao SR S S I s o VA S e
*» 1 infected server = 3000 bot infected PC power
+ 8000 infected servers = 24 million bot infected PC power

In 2009, a XSS vulnerability was found on the Sun website. A LulzSec member found an old;
server still online and running an old version of the newspaper website being still vulnerable tegh
the same attack! Once pwned, this server was used as a jump-host to go deeper into the{
infrastructure. Finally the content management system used to publish the breaking news was}
also pwned: A simple line of JavaScript code injected in all published news was enough toj

redirect all the visitors to th fake ag»_e}cnsted somewhere else.
L _“"'""\ '-‘ M,"" i ‘h—-ﬂ'ﬁ\\\‘ﬂ,mutr '-‘\ ujr‘\*r oy r
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Conclusions




Get Proactive

_ =] malicious activity.

Enhance attack signatures with content from
recent attacks.

|dentify sustainable attack platforms (anonymous
proxies, TOR relays, active bots).

|dentify references from compromised servers.

N Introduce reputation-based controls.




Fight Automation

) Adjusted blocking
e Black-list IPs

= - Keep lists reflective of real-time malicious sources

CAPTCHA
-Image

-Other methods exist (solving a riddle, watching a video, audio, etc.)

Adaptive authentication

- Alert the user

- Repeat password or answer previously recorded question

' g o (IVl)] 5 : : :
k+ﬂ=‘+;T’GF(7)]d‘x Client-side computational challenges

l

=4—] i (Vi) Ul - Slow on the client, quick on the server
) v, ot

Disinformation
| - Bogus links
J - Hidden Links




Conclusion

The top five security providers—led by
Symantec and McAfee—accounted for
44 percent of the $16.5 billion worldwide
security software market in 2010,

according to Gartner. That’s down from
60 percent in 2006.



http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html
http://www.bloomberg.com/news/2011-08-04/hacker-armageddon-forces-symantec-mcafee-to-search-for-fixes.html

Conclusion

\}
AR

"’)

38



Conclusion

“The security industry may
need to reconsider some of its
fundamental assumptions,

including 'Are we really
protectmg USers and
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