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ARE YOU “SECURE™?

¥ Minimal data collection
V wo

¥ Strong encryption in storage and transit
¥ All external connections use SSL
¥ Allinternal connections use SSL
¥ SSL hardened according to OWASP
¥ All highly sensitive data encrypted
¥ Encryption uses standard control
¥ Encryption uses AES, no CBC or ECB

¥ Universal authentication
\ o

¥ Pervasive access control
\

¥ Injection defenses

¥ Strict positive validation of all input

¥ Use of parameterized interfaces

¥ All parsers hardened
¥ XML parsers set to not use DOCTYPE
¥ Browser set no content sniffing header
¥ Etc...

¥ Use Hibernate and secure coding

¥ Use JQuery and secure coding

V¥ Etc...
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Apple Pay security and privacy overview

Apple Pay protects your personal information, transaction data and credit
and debit card information with industry-leading security. Learn more
about Apple Pay security and privacy below.

N O t With Apple Pay, you can use iPhone 6 and iPhone 6 Plus to pay in an easy, secure, and private

way. It's simple for you, and it's built with integrated security in both hardware and software.

n
Apple Pay is also designed to protect your personal information. Apple Pay doesn't collect any
e V I e l l Ce transaction information that can be tied back to you. Payment transactions are between you,
]

the merchant, and your bank.

Keeping your payment information secure

. To help ensure the security of Apple Pay, you must have a passcode set on your device and,
optionally, Touch ID when you use Apple Pay. On your iPhone, you can use a simple four-digit
u S I passcode, or you can set a more complex passcode for even greater security.
When you add credit or debit cards

Ve ry CO O I | When you add a credit or debit card to Apple Pay, the information that you enter on your

device by typing or using the iSight camera is encrypted and sent to Apple servers. If you use
the camera to enter the card information, the information is never saved to the device or
stored to the photo library. Apple decrypts the data, determines your card's payment network,
and re-encrypts the data with a key that only your payment network can unlock. Then it sends
the encrypted data, along with other information about your iTunes account activity and
device (such as the name of your device, its current location, or if you have a long history of
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“Application security is eating security” — Alex Stamos (Yahoo CISO)




How Are We Doing?

1. Assurance? 2. Coverage? 3. Process Fit?

22.4 10% Mad

Assurance Coverage Process Fit

- . -~

*2014 Aspect Security Global Application Security Risk Report



Space Shuttle
Spring Framework
Windows 3.1

US Tax Code
Window NT 3.5
Firefox

Windows NT 4.0
Microsoft Office 2013
Mac OSX

Car Software
Mouse DNA

Financial Organization

400,000
1,165,000
2,500,000
4,400,000
4,500,000
9,500,000
12,000,000
44,500,000
85,000,000
100,000,000

120,000,000

The Insane Complexity
of Modern Code

1,000,000,000




TRADITIONAL APPSEC PROGRAM
Assurance

.

Application

Portfolio >

Expert
Tools

Process Fit

.

Development organizations interpret DELAYS
as DAMAGE and route around them.
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A Vulnerability Is a Pattern of Events
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Rootkits Aren’'t Always Evil!

* "Enterprise Java Rootkits” - BlackHat 2009

* The holy grail of backdoors
 The Java Instrumentation API

https://www.blackhat.com/presentations/bh-usa-09/WILLIAMS/
BHUSAO9-Williams-EnterpriseJavaRootkits-PAPER.pdf



Instrumentation

1. Java —-javaagent=agent.jar Original
Bytecode

2. premain () 3. addTransformer () 4. loadClass ()

I Classl.oader

5. transform()

Instrumented
Bytecode

Add sensors.... bytecode is instrumented for security!

Java Virtual Machine



DEEP SECURITY INSTRUMENTATION HAS UNFAIR
ADVANTAGES...

Deep Security Instrumentation

Code Libraries Runtime Data Software
Flow Architecture

Al Frameworks Runtime Server

Traffic Control Flow Configuration

Backend Configuration Platform
HTTP HTTP Connections Data Runtime

Code Traffic Traffic
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Code Released
Accepted Product
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Continuous AppSec

A

Change

Rare Release Events
“Waterfall Methodology”

Frequent Release Events
“Agile Methodology”

Time
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Thank you for testing.
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~ “Surface security info for everyone, not just the security team”




APPLICATION SECURITY — TWO SEPARATE WORLDS

Development Operations

Tools to detect Tools to stop
vulnerabilities attacks




TODAY — EVOLUTIONARY ADVANCES

Development Operations
IAST RASP
Interactive Application Security Testing Runtime Application Self-Protection
e I
: [ il [
I DAST : : : Threat
: SAST :
.
Agent oo J WAF
IDS/IPS

“Must have technologies” — Joseph Feiman (Gartner)




TOMORROW — UNIFIED APPSEC

Development AND Operations

UNIFIED APPSEC

RASP

IAST

A single appsec technology across the entire lifecycle




Application

Deep Security
\ Instrumentation
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EXAMPLE: CODE VULNERABILITIES (SQL INJECTION)

Concept

Architecture

Generate
accurate security
architecture
diagrams

Unit Testing
Development

Provide instant
vulnerability
feedback

-

QA Testing
Integration

Add security
testing to existing
test efforts

d,

Operation
Monitoring

|ldentify and
block attacks
and exploits




EXAMPLE: THIRD PARTY LIBRARIES (SPRING EL INJECTION)

Employee Third Party Public Cloud “‘Rogue”
Apps Apps Apps Apps Apps

Automatically Notify projects Ensure that Shield
collect library of library developers applications from
inventory vulnerabilities use libraries attacks on known

safely vulnerabilities




’ Gene Kim

“If you have code that's important

enough to deploy, it's important
enough to instrument”

The world’s fastest application security.

-
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