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• SAML 2.0

Analyzing SSO: Protocols
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Analyzing SSO: Automated Analysis

• Automated Analysis is insufficient

– Existing tools analyze only one SSO protocol or small
subset of exisiting attacks

– Small deviations in the messages lead to false results

– Only known attacks are detected

– Extending the tools is insufficient or not possible

– Changes in the specification are not implemented
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Analyzing SSO: Automated Analysis

• Automated Analysis is insufficient

– Existing tools analyze only one SSO protocol or small
subset of exisiting attacks

– Small deviations in the messages lead to false results

– Only known attacks are detected

– Extending the tools is insufficient or not possible

– Changes in the specification are not implemented

• Security report: “No issues found”

– There are no security issues?

– The tool did not find any security issues?
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Burp Suite

• Setup: Proxy HTTP Messages

Burp
Suite

HTTP Request HTTP Request

HTTP ResponseHTTP Response

Security auditor Server
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DEMO
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EsPReSSO: 

https://github.com/RUB-NDS/BurpSSOExtension

Any Questions?
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