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CONTROLS MpoakTuBHas 3awmra: Ton-10 Tpebosannin OWASP 2018

Omkpbimsili  npoekm no obecneyeHuto 6ezonacHocmu eeb-npusnoxweHul (OWASP)
npeactasnaet cobolt Hekommepueckuit (501c3), obpasoBaTenbHbI, 61aroTBOPUTENbHbIN
doHA, nomoratowmin opraHmn3aLmMaAM HayaTb MPOEKTMPOBATb, pa3pabaTbiBaTb, NpUobpeTaTh,
MCNONb30BaTb M NoAdep:KMBaTb besonacHoe M0. Bce MHCTPYMEHTbI, A0KYMEHTbI, GOpyMbl 1
otaeneHma OWASP snstoTca 6ecniaTHbIMWM M OTKPLITbIMM A5 T€X, KTO 3aMHTepecoBaH B
yAydlleHUN He30nacHOCTM MPUNOKEHUH. MHPOPMaLMIO O HAac MOXKHO HalTM Mo aapecy

WWW.OWasp.org.

OWASP npeactasnser coboil HOBbIM TUN  OpraHuM3auMn. Halwa Hes3aBUCMMOCTb OT
KOMMEpPYECKOro BAMAHUA NO3BOAAET HAaM NPeaoCcTaBAATb BecnpucTpacTHble, NPaKTUYECKUE U
abdeKTMBHbIE AaHHblE NO HE30MACHOCTM NMPUNOKEHUIA.

OWASP He cBf3aH HW C 0AHOM TEXHOOTMYECKOM KoMNaHnen. Kak n 6onblLWMHCTBO NPOEKTOB,
3aHUMaALOLMXCA NpOorpaMmHbiM obecrneyeHnem C OTKPbITbIM Koaom, OWASP BbinyckaeT
MHOECTBO Pa3/INYHbIX MaTepManoB, 4ENCTBYA NPO3PAYHO M OTKPLITO ANA APYIMX YHaCTHUKOB
npoekta. ®oHg OWASP sB1seTCcA HEKOMMEPYECKOM OpraHn3aLmnen, 4tTo obecneymBaeT NPoOeKTy

A0/ITOCPOYHbIN yCexX.
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HepoctatouHo 3awmuweHHoe MO noapbiBaeT 6€30MacHOCTb KPUTUYECKMX MHOPACTPYKTYP,
OTHOCALLMXCA, HANPMUMeEp, K 34PaBOOXPaHEHNt0, 060pOoHe, sHepreTnke mam druHaHcam. Hawa
undposan, rnobanbHaa MHOPACTPYKTypa CTAaHOBUTCA C/IOXHEE, B3aMMOCBA3EN Mexay ee
KOMMOHEHTaMM CTaHOBWUTCA BCce Hosblle, MO3ITOMY Ba*KHOCTb obecneyeHna He30MacHOCTM
MPUNOMXKEHNIN BO3PACTaeT IKCMOHeHUMaNbHO. bonblue Henb3s OCTaBAATb 6e3 A0/IKHOro
BHMMaHMA OTHOCUTEIbHO NPOCTble Yrpo3bl 6e30NacHOCTY.

Llean n 3aga4m

Llenbto npoekta «flpoakmusHaa 3awuma: Ton-10 mpebosaHuli OWASP» AasnaeTca
npuBaeyeHne BHMMaHMA K 6e30MaCHOCTM MNPUNONKEHUI, MyTEM PACCMOTPEHWA Hambonee
BaXKHbIX aCNeKTOB 6€30MacHOCTH, Ha KoTopble paspaboTymnkam MO cTont obpalllaTb BHUMAHME.
MbI MpM3biBaeM OpraHM3aLmMm BOCNob30BaThCa pekomeHaaumamm OWASP no npoakTMBHOM
3alMTe M HayydnTb pa3paboTymKoB obpalaTb BHMMaHWe Ha HE30MacHOCTb MPUIOKEHUN,
NPMHUMaA BO BHMMaHMe OWMOKN, MMEBLUME MECTO B APYrMX opraHM3aumax. Hapgeemca, 4to
pekomeHaaumm OWASP oKaxyTca none3HbIMK Npu co34aHnn Bamm He30mnacHbIX NPUAOKEHWI.

[1pW3bIB K AENCTBUIO

Bce BONpOChl, KOMMEHTAPUN N UAEN Bbl MOXKETE OTNPABAATL B 0OLWMI CMIUCOK PACChINKN UK
Ha aZpec 31EeKTPOHHOM NOYThI jim@owasp.org.

ABTOPCKME Npasa 1 JIMLEeH3npoBaHue

[aHHbIN AOKYMEHT BbinylleH noa nnueHsmnen Creative Commons Attribution ShareAlike 3.0. B
Cy4ae nepeucrnosib3oBaHMA WAM  PACNpPOCTPaHEeHMs [AaHHOro AOKYMeHTa Heobxoanmo
YKa3bIBaTb YC/IOBUA NNLEH3MOHHOMO COrNalleHusa, AeNCTBYOWME B €10 OTHOLLIEHUMN.

PyKOBOAMTENM MPOEKTA

Kantn IHTOH (Katy Anton) xxum Bépa, (Jim Bird) Oskmm Manuko (Jim Manico)

YYaCTHUMKM NMPOEKTA

Kpuc Pomuno (Chris Romeo) [eH AnaepcoH (Dan Anderson) Oasupa Cainbak (David Cybuck)
Lens ®epriocoH (Dave Ferguson)  [xouw FpoccmaH (Josh Grossman)  Ocama 3nbHarrap (Osama Elnaggar)

KonnH YoTcoH (Colin Watson) Puk Mutyenn (Rick Mitchell) N mHorne apyrue...
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CTPYKTYPA AOKYMEHTA

[aHHbI JOKYMEHT MpeAcTaBfeH B BMAE CNMCKa TpeboBaHW K OesonacHocTu. Kaxaoe
TpeboBaHMe onuncbiBaeTCA caeayowmm obpasom:

0 MpoakTneHaA 3awyTa: TpebosaHna OWASP (sepcus 3.0)

Cx: HassaHue TpeboBaHuA

OnucaHue
MNoapobHoe onncaHue TpeboBaHMs,
BK/T1IO4aA HEKOTOpPbIE
pekomeHaauum.

Peannsauus

PekomeHAaUMM NoO peanusaumm w
NPUMepbI, UANOCTPUPYIOLWME CMOCODbI
peannsaLmm Kaxaoro TpeboBaHums.

MpeaoTBpaLLaemble yA3BUMOCTH

:

Ccbinku CnucoKk npeaoTBpallaembiX YA3BMMOCTEN WAM  yrpo3
(Hanpumep, Ton-10 yrpoz OWASP nnm CWE).

I'Iepequb CMpPaBOYHbLIX WMCTOYHMKOB A4 p,aaneﬁLuero

UHCTpymeHTb! nsyyeHuna (Hanpumep, namatkn OWASP nam pykosoacTsa
no ynyyweHumto 6e3onacHocTm).
o A
: \ MepeyeHb MHCTPYMEHTOB WMAW MPOEKTOB, NMO3BONAIOLLMX
peannsosaTb  WAW  WHTerpuposatb  TpeboBaHWA

6e3onacHocTu B MO.
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"MpoaktmeHas 3awmTa: Ton-10 TpeboBaHnin OWASP 2018" npeacrtaBnsetr coboin nepeyeHb
MeToAMK no obecnevyeHMto HE30MACHOCTM M PEKOMEHAYETCA K MCMO/Ab30BaHWMIO BO BCEX
npoekTax pa3pabotkn MO. ITOT AOKYMEHT HaNMcaH A8 Pa3pPaboTYMKOB, elle He 3HAKOMbIX C
6e30mnacHbIM NPOrPammMMUPOBAHNEM.

OaoHOM M3 OCHOBHbIX LEfel [AaHHOro [OKYMEHTa ABAAETCA CO34aHWe MPaKTUYecKoro
PYKOBOACTBA, Mo3BoAAOWEero paspabotyMkam co3gaBaTb Oe3onacHoe MNporpammHoe
obecnevyeHue. MNPUBOAUMbIE B OKYMEHTE TEXHUKM HEODXOAMMO NMPUMEHSTL NPOAKTUBHO, Ha
PaHHMX CTaamMaxX pa3paboTKuM, A8 AOCTUKEHUA MaKCMManbHOM 3bbEKTUBHOCTY.

Tpe6OBaHVIH B CMUMCKe pacnosaratoTca no creneHn nx BaXXHOCTU, B NYHKTE 1 YKa3aHO Camoe

BaXXHO€e N3 HUX:

C1: OnpeaeneHne TpeboBaHnM HesonacHOCTH

C2: Micnonb3oBaHMe be3onacHbIx GpelimBopKoB 1 BUHANOTEK

C3: ObecneyeHmne HesonacHoro AocTyna K 6asam AaHHbIX

C4: KoampoBaHue 1 sKpaHMpoBaHMe AaHHbIX

C5: Obs3aTenbHasa NpoBepKa BCeX BXOAHbIX AaHHbIX

C6: BHeapeHune undpoBoi MaeHTUGUKaLMM

C7: Obs3aTeNnbHbI KOHTPOb AOCTYNA

C8: lNoBcemecTHadA 3allMTa AaHHbIX

C9: BHeApeHMe }KypHaNMPOBaAHMA U MOHUTOPUHTIA CobbITUM Ge3onacHoOCTM

C10: Obs3atenbHas 0b6paboTka Bcex OWMBOK N UCKAKOUYEHN

3HaYanbHO AaHHbIM CMMCOK Bbl COCTAaBAEH TEKYLWMMM PYKOBOAMTENAMM NPOEKTA C y4acTMEM
HECKONbKNX 106POBO/bLEB. 3aTEM AOKYMEHT Obln ONYyO/IMKOBAH B OTKPbLITOM A0CTyrNe, YTOObI
[aKe aHOHMMHbIEe N0/1b30BATE/IM MOT/IM BHOCUTb CBOM NpeanokeHns. COTHM M3MeHEHWNIN Bbian
NPUHATLI HAa OCHOBE NPeA/IOKEHMA, MOCTYNMBLUMX OT COODLLECTBA.
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[JoKymMeHT npegHasHavyaeTcs npexae Bcero paspabotunmkam. OaHaKo, pykoBoAMTENU
pa3paboTKKM, MeHeaXKepbl MNPOAYKTOB, CheuMannctel no obecneyeHWto  KavyecTsa,
PYKOBOAMTENN NPOEKTOB, a TaKXKe OCTa/lbHble YYAaCTHUKM MpoLecca co34aHMA NPOrPpaMmHOro
obecneyeHns MOryT NOYEPnHYTb NOAE3HYIO MHOOPMALMIO U3 IaHHOMO AOKYMEHTA.

[loOKyMmeHT npeaHa3HayeH A8 O3HAaKOMAEHMA C OCHOBamMM pa3paboTkm 6HeszonacHoro
NPOrpaMmHOro obecneyeHna, a TaKXKe COAEPXKMT XOpowWwyr noAbopKy MmaTepuanos,
MO3BONAIOLWYK CO3aBaTb BBOAHble Kypcbl no 6esonacHoctn MO ana pa3paboTymKOoB.
MpuBeaeHHble B AOKYMEHTe pekomeHAaunm HeobxoaMMO BbINOAHATL NOC/NeA0BaTeNbHO U B
NO/IHOM Mepe ANsA Bcex He3 UCKAYEHUS NPUAOKEHWI. Tem He MeHee, JaHHbIA AOKYMEHT
CTOUT PACCMaTPUBATb CKOpee KaK OTMPABHYHO TOYKY, @ HE KaK ncyepnbiBatoLwmin Habop meToa08
W NpakTKK. [onHoueHHbIM npouecc H6e3onacHor pa3paboTKM AO/MKEH BKAOYATb B cebA
Pa3HOCTOPOHHME TpeboBaHWMA W3 CTaHAAPTOB, MNOAOOHbIX «CTaHAApPTy MNOATBEPMKAEHMUA
6e3onacHocTM npunoxeHnin OWASP (ASVS)», a TaKke npeaycmaTpuBaTb MeponpuaTUA Mo
pa3spaboTke MO, onucaHHble B MOAENsx 3penoctu, Takmx Kak OWASP SAMM (Mogaenb

obecneyeHna besonacHocty MO) n BSIMM (CBoaHas moaens obecrnevyeHna 6e30MacHOCTU

no).

MpoekT «MpoakTneHas 3awmTta: Ton-10 TpebosaHnin OWASP» aHanormyeH npoekty «Ton-10
OWASP», HO aKUEeHT AeflaeTcA Ha MeTodax M pPekomMeHaaumax no 3awmnTe OT yrpos, a He Ha
CamMmXx yrposax. Kaxkapih meToa, U pekomeHAauma B JaHHOM JJOKYMEHTEe CBA3aHbl C OAHON MK
HECKOIbKMMMW yrpo3amm 13 cnvcka Ton-10 OWASP. Mudopmauma o cBA3SX NPUBOANTCA B KOHLLE
OnMcaHMA Kaxaoro TpeboBaHMA.
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o MpoaKTuBHaA 3awwuTa: TpebosaHna OWASP (sepcus 3.0)

C1: Onpenenenue TpebosaHumin 6esonacHocTH

TpeboBaHns 6e30MacHOCTM OMUCHIBAOT GYHKLIMKU, KOTOPble HEOBXOAMMO peann3oBaTb A/A
obecneyeHns onpegeneHHbix napameTpoB 6esonacHoctn MO. TpebosaHua 6e3onacHOCTM
COCTaB/IAOTCA Ha OCHOBE MPOMbILW/IEHHbIX CTaHAAPTOB, AEMCTBYIOWMX 3aKOHOB M AaHHbIX 06
0BHapPYKEHHbIX YA3BMMOCTAX. TpeboBaHMA 6e30macHOCTM onpeaenstoT GpYHKUUKU, KOTopble
HeobxoAMmMo paspaboTaTb MAM gopaboTaTb 414 pPelleHua onpedeneHHblx npobiem ¢
6e30MacHOCTbIO UK YCTPAHEHWUA NOTEHLMA/bHbIX Yrpo3.

Tpe6OBaHl/Iﬂ H6esonacHoCTH cogepxaT NpoOBEPEHHbIE METOAbI obecneyeHmna 6e30MacHOCTU
I'IpVII'IO)-KEHVIVI. Bmecto co3gaHms COBCTBEHHbIX peLIJeHl/Il\/JI ANA  KaxXaoro npunoXeHnA,
pa3pa60TqMKm MOTYT BOCMO/1Ib30BaTbCA CTaHAAPTHbIMMW Tp66OBaHMﬂN\V] C ONMCaHHbIMKN B HUX
HaCTpOl‘/JIKaMM H6e3onacHoOCTM 1 peKoOMeHdaUuMAMN. 3TN MeToAbl OCHOBaHbl Ha peweHnAax
r|po6nerv\ C 6e3OI'IaCHOCTbPO, MMEBLUNX MECTO B MPOLU/IOM. Tp66OBaHl/IFI Hale/NeHbl Ha
npegoTBpalleHne NOBTOPHOINo BO3SHNMKHOBEHNA aHA/IOTUYHbIX I'IpO6J'IeN\ c 6e30nacHoOCTbHO.

CtaHaapT noarsepskaeHMa 6esonacHoctu npunoskennin OWASP (ASVS) npeactasnseT cobon

KaTa/ior AOCTYMHbIX TpeboBaHWM 6e30nacHOCTM M NnapameTpoB nposepkn. OWASP ASVS moxeT
CNYXNTb UCTOYHMKOM PacLUMPeEHHbIX TpeboBaHMN 6e30nacHOCTM A1 KOMaH/ pa3paboTymKoB.

TpeboBaHnss 6e30MacHOCTM 0ObeAMHEeHbl B KaTeropMm Ha OCHOBe 06Wwmx GyHKLUMIA
6e3onacHOCTM BbicWero nopsaaka. Hanpumep, ASVS comepuT caeaylolwme KaTeropuu:
ayTeHTMdMKaLMA, KOHTPONb A0CTyNa, 06paboTKa M KypHanpoBaHWe OWMOOK, a TakKe Beb-
cnyxbbl. Kaxaas KaTeropus coAep:KUT nepedveHb TpeboBaHWIM, NpeacTaBaAtolnX coboM
pekoMeHAaumMmn A1a AaHHOM KaTeropmm B BUAE CMCKa NPOBepPAEeMbIX NapaMeTpoB.

TpeboBaHMa ASVS onMCbIBAlOT OCHOBHbIe MNapameTpbl MPOBEPOK, KOTOpble MOryT ObiTb
paclWMpeHbl Ha OCHOBE CLIEHapMeB 3KCM/yaTallMM 3aKasdymKa MKW C/ly4aeB HenpaBOMEPHOro
MCMNONb30BaHMA NPUNOKEHMA. MPEUMYLLECTBO AaHHOMO NoAxX04a 3aK/14YaeTca B TOM, YTO OH
NO3BO/IAET CBA3ATb PeasibHble CLEHAapUM MCMO/b30BaHUA MPUIOKEHMA 3aKa3uMKOM WM
3/I0YMbILLZIEHHMKOM C TEM, YTO CMCTeMa npea/iaraeT Noab30BaTesNto.

v3.0 © 2002-2018 doHg OWASP [aHHbIN AOKYMEHT BbinyLleH noa auueHsneit Creative Commons Attribution ShareAlike 3.0. 7


https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project

OWASP o

PROAActive

CONTROLS MpoakTuBHas 3awmra: Ton-10 Tpebosannin OWASP 2018

Huxe npeactasneH npumep paclumperHns TpebosaHma ASVS 3.0.1. MyHKT 2.19 pasgena
«TpeboBaHua nposepkn ayTeHTUdMKaumm» ASVS 3.0.1 nocaaLLeH NaposaM Mo YMOYAHUIO:

2.19 YpocToBepbTeCb B TOM, YTO MApO/M, 3a4aBaemMble MO YMOAYaHUIO (Hanpumep,
«admin/password»), He MCnoNb3yTCA ANA GPEeNMBOPKA NPUNOKEHUA UM B KAKOM-

MB0O N3 KOMMNOHEHTOB NMPUNOXKEHUA.

NaHHoe TpeboBaHMe oNMcbIBaeT NPOBEPKY Ha OTCYTCTBME Napoael Mo yMOAYaHMIO M 3anpeT Ha
MCNOb30BaHMeE Napoae No YMONYaHNIO B MPUIOKEHUN.

CueHapuit  3KCcnyaTauMuM  MPUIOXKEHWA  Mnpeanonaraer  HaavyMe  Mo/sb30BaTesns,
aIMUHNCTPATOPA UM 3/I0YMbILLIEHHMKA, @ TAKXKe ONUCbIBAaET QYHKLMOHA/IbHbIE BO3SMOXKHOCTH
CMUCTEMbl HA OCHOBE OXWAaHWWA nonb3osaTena. CUEHapUIM  3KChayaTauMu  3aKasyuKka
npeacTasaaeTca B caeaytollein dopme: «B KayecTse Nosb30BaTENA A MOTY BbINOAHUTL X, Y U Z».

B kayectse nonb3oBaTtesia, AnAa noaydeHnAa OoCTyna K NMPUAOXKEeHUK, A MOry BBeCTU MMA NOJIb30BaTeNA

M napo/ib.

B KayecTBe nosnb3oBaTens A MOry BBECTW AOJMHHbLIM Maponb, He npesblwatowmii 1023 crumBOOB.

CLI,eHapl/Il/I, onucblBatowme 310yMbILLUNEHHUKOB N UX ,CI,eVICTBVIH, Ha3blBalOTCA Cay4aaAMU
HEMNPaBOMEPHOTo NCMNOJZIb30BaHUA.

B KayecTBe 3/0yMbllWNEHHWKA, O1A NOAYYEeHMA O0CTyna, A MOry BBECTM MMA MOJIb30BaTenAa W Mnaposib,

3afdaBaemble MO YMOJIHaHUIO .

[aHHbIA  cUeHapuih MNoXoX Ha TpaguumoHHoe TpeboBaHMe ASVS, HO coaepKuT
[ONONHUTENbHYIO WMHGOPMaLMIO O MNOMb30BaTeNEe WAM 3/10YMblILINEHHMKE, obneryatoulyto
NPOBEPKY peanm3aummn TpeboBaHKA.

Mpouecc ycnewHoro npumeHeHma TpeboBaHnim 6e30NacHOCTM BKAOYAET B cebs YeTbipe 3Tana:
MOUCK M BbIOOP, [OOKYMEHTMPOBAHWE, peanu3auma, NOATBEP)KAEHME NPABUIbHOCTU
peannsaumm HoBbIX GYHKUMI Be30NacHOCTU N GYHKLMOHANbHOCTX NPUNOKEHNS.

Mpouecc HaumMHaeTcA C Noucka W otbopa TpeboBaHW HesonacHocTM. Ha 3Tom 3Tane
pa3paboTumK n3ydaeT MHGOPMaL MO, NPeACTaBAEHHYHO B CTaHAAPTHbIX UCTOYHMKAX, Hanpumep,
ASVS, 1 BbibupaeT TpeboBaHMA, KOTOpble BYAYyT BKAOYEHbI B OAHY M3 BEPCUMIA MPUIOKEHUS.
Lenb [AaHHOrO 3Tana 3akato4aetcA B Bblbope peannsyemoro Koamdectsa TpeboBaHMi
He3onacHOCTK, KOTopble MOryT HBbITb A0OaBAEHbI B pamMKax OTAENbHOrO peamnsa Uam CNpuHTa.
[na Kaxaooro nocneaytowlero CrnpuHTa MNpoLecc NOoBTOpAeTcAa, M Bce Oonblie GyHKUMiA
6e30nacHOCTM BHEAPAETCA B MPUIOKEHME.

v3.0 © 2002-2018 doHg OWASP [aHHbIN AOKYMEHT BbinyLleH noa auueHsneit Creative Commons Attribution ShareAlike 3.0. 8
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Ha sTane wccnenoBaHMs M AOKYMEHTMPOBAHMA Pa3paboTiMK MPOBEPAET MPUIONKEHWE Ha
COOTBETCTBME HOBOMY Habopy TpeboBaHMI 6e30MacHOCTU, a B C/Ay4yae HECOOTBETCTBMA
onpedenser  obbem  HeobxoauMMbIXx  AopaboTok.  WMccnepoaHwe  3aBepllaeTcs
[LOKYMEHTMPOBaHNEM Pe3y/IbTaTOB NMPOBEPKMY.

MNocne onpegeneHnss obbema A0pPabOTOK, pPa3paboTiMKy HeobxoAMMO MOoANDULMPOBATH
NpUNOXeHne ans Ao06aBNeHUs HOBbIX UM yAaneHns HebesonacHbiX GyHKUMKM. Ha aTom aTane
pa3paboTuMK CHayana co3aaeT NPOEKT BbiNoMHEeHUA TpeboBaHMA, a 3aTeM BHOCUT U3MEHEHMA
B KOA AR ero peanunsaumn. [na NoATBEPHKAEHUA HANNYMA HOBOW OYHKLMM UAN OTCYTCTBUA
NPUCYTCTBOBABLUEro paHee Hebe3onacHoro napameTpa HeobxoaMMOo NPOBECTN TECTUPOBAHME.

TpeboBaHMa He30nacHOCTM onpeaenstoT 6e30NacHOCTb NPUNOKEHNUA. PYHKUMKM obecneyeHnn
6e3onacHOCTK, peannsyemble B MPUIOKEHMM C CaMOro Hayasa €ero KM3HEHHOro LMKAa,

NMOMOTYT NPeaoTBPaTUTb 60bLWOoE KOANYECTBO Pa3INYHbIX yﬂ3BMMOCT€VI.

e CraHpapT noATsep:kaeHWA besonacHocTV npuaoskeHnn OWASP (ASVS)

e CraHAapT NoATBepP:KAeHWA Be3onacHoCT MobuabHbIx npunoxkeHun OWASP (MASVS)
e Ton-10 OWASP

v3.0 © 2002-2018 doHg OWASP [aHHbIN AOKYMEHT BbinyLleH noa auueHsneit Creative Commons Attribution ShareAlike 3.0. 9
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C2: Ucnonb3oBaHue 6e3onacHbIx ppeliMBOpPKOB 1 BubanoTek

OnucaHue

Be3onacHble 6UOAMOTEKM M GPEMMBOPKM CO BCTPOEHHbIMKU  YHKUMAMKW HE30MacHOCTM
nomMoratoT paspaboTinmkam Kn3berkaTb MNOABAEHMSA YA3BMMOCTEM Ha 3Tane pa3paboTkM U
peanuzaummn. PaspaboTumKkm, cospatolme NPUNOKEHNE C HyAA, MOTYT He MMETb AO0CTATOYHbIX
3HaHWI, BPEMEHM WAM CPeACTB A8 peannsaumMmM WAM  noadepaHua 6esonacHocTH
npunoXeHua. Mcnonb3oBaHWe 6e3onacHblx  GPerMmBOPKOB  Mo3BOAAET  A0OMBATLCA
H6e3onacHoOCTU NpuaoxKeHnn bonee apPeKkTUBHO.

PekomeHgauuu no peanmnsauum

Mpu BKAOYEHUN CTOPOHHUX BUBAMOTEK MK dpeimBopKoB B cBoe MO He0HXOAMMO YUNTLIBATD
cnenytolme peKomeHaaumm:

1. wcnonb3yite BUBANOTEKN U GPENMBOPKM N3 AOBEPEHHbBIX MCTOYHMKOB, KOTOPbIE
aKTMBHO Pa3pabaTbiBAOTCA U WMPOKO NPUMEHAKOTCA B MPUNOKEHUAX;

2. COCTaBbTe M NOAAEPKMBANTE B aKTyaIbHOM COCTOSIHMM KaTanor BCEX CTOPOHHWUX BMBANOTEK;
CBOEBPEMEHHO 06HOBAANTE BUOAMOTEKM M KOMMNOHEHTLI. MICNOAb3YNTE MHCTPYMEHTSI,
Takme Kak [lpoBepkn 3aBucumocten OWASP 1 RetirelS, ana onpeaenexHuns

3aBMCMMOCTEN B MNPOEKTax, a TaKke npoBepaAiTe HaAuuMe U3BECTHbIX U
0nyB/IMKOBaHHbIX YI3BMMOCTEN B CTOPOHHEM KOAE;

4. [NA CHUXKEHMA BEPOATHOCTM aTaK UCMOb3YINTe MHKANCYNALMIO BUBANOTEK N TONBKO
Heobxoaumyto ana Bawero MO GyHKUMOHANBHOCTb.

MpepoTBpaLLaemble yA3BUMOCTHU

Ncnonb3oBaHue 6e3onacHbiX PPerMMBOPKOB M OUBAMOTEK MomMoXeT m3bexkaTb 6osblioro
KO/IMYeCcTBa ys3BMMOCTEN B BeH-NpUoKeHnax. OueHb BarKHO NOAAEPHKMBATb 3T GPENMBOPKM
W BUBNIMOTEKM B aKTya/lbHOM COCTOSHMM, CM. pasfgen 06 MCMo/b30BaHUMM KOMMOHEHTOB C

M3BECTHbIMM ysa3BumocTamum B Ton-10 2017.

MUHCTpYyMEHTDI

e [IpoBepku 3aBucmumoctert OWASP — onpeaensatoT 3aBUCMMOCTH B MPOEKTAX U
NpoBepAtT HaMUYne 0BLLEN3BECTHbLIX YA3BUMOCTEN.

e Retire.JS — ckaHep 6ubnmoTek JavaScript.
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C3: ObecneyeHue He3onacHoro gocTyna K 6azam AaHHbIX

[aHHbIM pa3gen nocesleH obecnedyeHMoo 6e30MacHOro A0CTyna KO BCEM XPaHWAWULLAM
[aHHbIX, BKAOYAA penAuMoHHble 6asbl AaHHbIX M 6a3bl AaHHbIXx NoSQL. PaccmaTtpusatoTtca
caeayloLine Bonpochl:

1. besonacHoCTb 3anNpocosB

2. besonacHoCTb KOHOUIypaLMK
3. be3onacHoOCTb ayTeHTUdUKaLmm
4. be3onacHoOCTb coenHEHNM

SQL-koA, MmoKeT OblTb BHEAPEH, €CM HeAOBEpPEeHHble BXOAHble [AaHHble AMHAMUYECKM
nobasnstorca B SQL-3anpockl, 06bI4HO NyTEM NPUCOEAMHEHUS K OCHOBHOW CTPOKe. BHeapeHme
SQlL-koga npeactaBnfeT oAHy M3 Havbonee cepbesHbIX yrpo3 6e30MacHOCTU MPUOKEHMA.
BHeapeHne SQL-koda NErko OCyWecTBUTb;, 3KChayaTauus OaHHOM YA3BUMOCTU MONKET
MPUBECTM K KPaKe, YAaNeHUIO UK U3MEHEeHMIO Ba3 AaHHbIX. [TPUNOKEHME TaKKe MOXKET ObiTb
MCMNONb30BAHO A/1A BbINOJHEHWS BPEAOHOCHbIX KOMaHA B CUCTEME, cofepKallen Bally Hasy
[aHHbIX, TaKMM 06Pa30M MO3BO/IAA 3/10YMbILLIEHHWUKY 3aKPEMNUTLCS B CETU.

Ona  npepoTepalieHna  SQL-BHeApeHWn  HeobxoauMmo — m3beraTb  MHTepnpeTauuu
HenpoBEePEeHHbIX BXOAHbIX AaHHbIX B cocTaBe SQL-komaHA. Hamnydwum peleHvem byaet
MCNO/Ib30BaHME METOAA «MapamMeTpu3aLnmM 3aNpoCoB». ITOT MeTo HeEOHXOAMMO NPUMEHATL
K KOHCTpyKUMAam SQL n OQL, a Tak*Ke XpaHMMbIM NMpoLeaypam.

Mpumepsbl NapameTpmusaunm 3anpocos ana ASP, ColdFusion, C#, Delphi, .NET, Go, Java, Perl,
PHP, PL/SQL, PostgreSQL, Python, R, Ruby n Scheme moskHO HaitTh Ha canTte http://bobby-
tables.com 1 B namaTke OWASP no napameTpusaLumm 3anpocos.

HekoTopble o6n1acTu 3anpocos K 6asam aaHHbIX (1) HeNb3A NapameTpr3npoBaTb. T 061aCTK
OT/INYAIOTCA B 3aBUCMMOCTW OT BeHAopa b[. BHMMaTeNbHO BbINONHANTE NPOBEPKY TOYHbLIX
COBMAZEHUN MAW PYYHYIO OYMCTKY Npu paboTe ¢ NnapameTpamu 3anpocos K b1, KoTopble He
MOryT  OblTb  MPMBA3aHbl K MAapaMeTpM3OBaHHOMY  3anmpocy.  Mcnonb3oBaHue
NapameTpM30BaHHbIX 3anpocos 06bI4HO NONIOXKNTENBHO CKa3blBaeTcA Ha
NPOM3BOAUTENIBHOCTM, OAHAKO HEKOTOpble 3ampoCbl B ONpeAeNieHHbIX peanudaumax 6a3
[aHHbIX MOFyT OKa3aTb HeraTMBHOE BO3AEWNCTBME Ha MPOM3BOAMTENbHOCTb. ObHA3aTeNbHO
TeCTUpyWTe BAMAHME 3aNPOCOB Ha NPOM3BOANTENBHOCTb, OCODEHHO KOMMIEKCHbIX 3aNpPOCOB C
noAfep*KKon pa3BepHyTbiX BbiparkeHn LIKE namn TekcToBOro nomcka.
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K coxaneHuto, cuctembl ynpasneHma 6asamm gaHHbix (CYB/[) He Bceraa nmetoT 6e3onacHyro
KOHOUIypaumio No ymosdaHmto. Heobxoammo ybeamtbcs B TOM, YTO MMEIOLWMECS CPe/CcTBa
obecneyeHuns 6esonacHocTn CYB 1 nnatdopmbl, Ha KOTOPON OHa YCTAaHOBJ/IEHA, MCMO/Ib3YHOTCH
M HACTPOEHbI KOpPPEKTHO. 1A 6oNbLMHCTBA pacnpocTpaHeHHbix CYB[ AoCTyMNHbI CTaHAapPThI,
PYKOBOACTBA M TECTbl MPOU3BOAMNTENBHOCTM.

Mobon poctyn K 6asam AaHHbIX HEoBXOAMMO KOHTPOAMPOBATb [AO/IKHbIM 0bBpasom.
AyTeHTuduKaumsa pgoctyna K CYB AonkHa BbINOMHATbCA 6e30MacHO M TOAbKO MO
3alMULEHHOMY KaHany. Takxke Heobxoaumo obecneyntb 6e30MacHOCTb M AOCTYMHOCTb
YYETHbIX AAaHHbIX.

BonbwmnHcTeo CYB/ noaaepmnBatoT HECKObKO CNOCObOoB CBA3KM (Hanpumep, Yepes caybbl
nnn APl), koTopble moryT bbiTb He3onacHbIMK (ayTEHTUPULIMPOBAHHBIMK, 3aWNGPOBAHHBIMM)
n Hebe3onacHbIMK (HeayTeEHTUOULMPOBAHHBIMW MAWN He3alWndbpoBaHHbIMK). PekomeHayeTcs
MCMNO/1Ib30BaTb TONIbKO He30mnacHble MeToAbl CBA3M, Kak 3TO ONMCaHO B pa3aene [ToscemecmHas
3aUWUMa OaHHbIX.

e Ton-10 OWASP 2017 - Al: BHeapeHue

e Ton-10 OWASP 2014 (mobunbHble ycTpoiictea) - M1: HeHageKHble HaCTPOMKN Ha CTOPOHE
cepsepa

e [lamaTtka OWASP: MNapameTpm3aums 3anpocos
e Bobby Tables: PykoBoacTBO No NpeaoTspalleHnto BHeapeHnin SQL-koaa
e CraHaaptbl CIS no ynyyweHuto besonacHocTM 6a3 AaHHbIX
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C4: KognpoBaHue v 3KpaHNPOBaHWE AaHHbIX

KoanpoBaHMe U 3KpPaHWPOBAHWE ABAAIOTCA MEeTOAaMWM 3allMTbl OT BHEAPEHWA Koza.
KoanpoBaHMe (0ObIMHO Ha3biBaeMOe «KOAMPOBAHWEM BbIXOAHbLIX AaHHbIX») MpeacTaBndeT
cobon npeobpasoBaHMe creumanbHbiX CMMBOJIOB B 3KBMBAJIEHTHbIE, HE OMacHble A/A
WHTEpnpeTaTopa KOMOMHALUMKU, Hanpumep, NpeobpasoBaHMe CMMBOMA < B COYETaHMe &It;

npu ero pobasneHnm Ha HTML-cTpaHuWLy. IKpaHMpPOBaAHWE 3aKtoyaeTcA B Ao0HaBneHUU
CMeLCcMMBO/IOB Nepes CMMBOAAMM UKW CTPOKAMM ANA NpeaoTBPaleHNA MX HEKOPPEKTHOM
MHTEepnpeTauun, Hanpumep, AobasneHve cumeona \ nepes " (ABOMHBIMM KaBbluKamm)

MO3BOJIAET MHTEPNPETUPOBATL NX B Ka4eCTBE 4YaCTWU TEKCTa, a HE B Ka4ecTBe 0b603HaYeHus
OKOHYaHNA CTPOKWN.

KoanpoBaHue nydle BCEro MNPUMEHATb HEMNOCPeACTBEHHO nepen nepefaden AaHHbIX
WHTepnpeTaTopy. ECANM NPUMEHUTb AaHHbIN MeTOA Ha CAMWKOM paHHeM 3Tane 06paboTku
3anpoca, TO KOAMPOBAHME AN SKPAHNPOBAHWE MOXKET CKa3aTbCA HA UCMO/b30BaHMMN KOHTEHTA
B APYrMX 4acTsax nporpammbl. Hanpumep, ecnm nepen coxpaHeHem B H6ase gaHHbix HTML-
KOHTEHT 3KpaHMpyeTca, a MHTepdenc aBTOMATUYECKM IKPAHMPYET 3TW AaHHble elle pas, To
coaepxumoe He byaeT oTobparkaTbCA KOPPEKTHO M3-3a ABOMHOIO SKPAHNPOBAHUA.

KOHTEeKCTHOe KOAMPOBAHWE BbIXOAHbIX [AaHHbIX ABAAETCA KAo4eBbIM Ana 6e3onacHoro
NPOrpaMmMMpPOBaHMA 1 NPeAOTBPALLEHNA MEKCAUTOBOrO BbINONHEHMA CLeHapumeBs. MNogobHan
Mepa 3alnTbl MPUMEHAETCA NpU co3a4aHMM MHTeEPdENCOB NOb30BaTENA, HEMOCPEACTBEHHO
nepes AMHaMUYeCKMM ao0DaBNeHMEM HeMpoBEpPeHHbIX [AaHHbix K  HTML-koay. Twn
KoAMpoBaHWA ByAeT 3aBMCETb OT MeCTa (MM KOHTEKCTa) OTODPAKEHUA UK XPAaHEHWA AaHHbIX
B [AOKyMeHTe. Tunbl KOAMPOBAHMA, PEKOMEHZYyeMble K WCNONb30BaHWMIO MNPU CO34aHUM
HbeszonacHoro wWHTepdernca: KoaAMpoBaHWe cylHocTeln uam atpmbytoB HTML, a Takxe
KogmposaHue JavaScript n URL.

MprmMmepbl UCMOJIb30BaHMA KOAMPOBLLMKA Java, obecneynBatoero KOHTEKCTHOE KoAMPOBaHMe
BbIXOAHbIX AAaHHbIX, MOXHO NMOCMOTPETb Ha CalTe NPOEKTa KOAMPOBLLMKa Java oT OWASP.
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HaumHas ¢ .NET 4.5, 6ubnmnoteka aHTUMEXKCANTOBOIO BbIMOJIHEHMA CLEHapueB sABASETCA
YacTblo GPENMBOPKA, HO He WCNOMb3YETCA MO YMOAYaHMIO. Bbl MOMeTe Ha3HauuTb
AntiXssEncoder 3 aTot 6MBAMOTEKM B KayecTBe CTaHAAPTHOrO KOAMPOBLUMKA Ballero
NPUNOXKEHNS, W3MEHMB HACTPoMKM web.conf. Tpu KoAMPOBAHMM  BbIXOAHbIX [AaHHbIX
HEeOOXOAMMO Y4YMTbIBAaTb KOHTEKCT, T. €. WMCMNO0/Ib30BaTb COOTBETCTBYIOLWYH OYHKUMIO M3
bnbanoTekm AntiXSSEncoder B 3aBUCMMOCTM OT PacnoNOXKEeHNA AaHHbIX B JOKYMEHTE.

Zend Framework 2

B Zend Framework 2 (ZF2) ans KoaMpoBaHMA BbIXOAHbIX AAaHHbIX MOMET OblTb MCMNOAb30BaAH
Zend\Escaper. lpumepbl KOHTEKCTHOTO KOAMPOBAHMSA MOMKHO MOCMOTPETb Ha CTPaHULE,

I'IOCBFILLI,eHHOVI KOHTEKCTHOMY 3KPaHMPOBAHMIO C MOMOLLbLO zend-escaper.

KoampoBaHWe UK IKpaHMPOBaHME MOXKET BbITb MCMOb30BAHO ANA NPEAOTBPALLEHUS APYIMUX
dopM BHeAPEHMI B KOHTEHT. Hanpumep, MOXXHO HEMTPaIM30BbIBAaTb HEKOTOPbIE CeLManbHble
MEeTaCMMBO/Ibl MPU BBOAE AaHHbIX 418 CUCTEMHbIX KOMAHA. ITO Ha3bIBAlOT «3KPAHMPOBAHMEM
KomaHg, OC», «aKkpaHuposaHmem shell» 1 T. n. MNoaobHasa 3aLimMTa MOKET ObiTb MCMOMb30BaHA

ONA NpefoTBpalleHns «BHeapeHns KomaHay.

CyuiecTtBytoT 1 Apyrne GOpMbl 3KPaHMPOBAHMA, KOTOpPble MOryT ObiTb MCMOAb30BaHbI A4
npeaoTBpalleHna BHEAPEHMI, HAMPUMEp, 3KpaHMpoBaHne aTpmbyToB XML, 3awmiLatollee ot
pa3nnyHbIX dopm BHeapeHuin XML n XML-nyTen, a TakKe 3KpaHMPOBaHWE YHUKANbHbIX MMeEH
LDAP, nossosatoulee npeaoTBpaTUTb pasindHble LDAP-BHeapeHMA.

KoanpoBka HOHMKOA — 3TO cnocob XpaHeHWA CMMBOJIOB C MCMO/b30BaHMEM HECKO/IbKUX
6arToB. pK BBOAE AAHHbIX 3/10YMbILNEHHWUK MOXET MCNOAb30BaTb tOHMKOA, YTOBbI CKPbITb
BPEeAOHOCHbIM KOA4 M MNOAYYMTb BO3MOMKHOCTb MPOBEAEHMA pPa3AMyHbIX aTak. RFC 2279
OMMCbIBAET HECKO/IbKO CNOocob0B KOANPOBKM TEKCTA.

Hopmanunsaums — 31o cnocob npeobpa3oBaHMs AaHHbIX B MPOCTYO MAW CTaHAAPTHYO Gopmy.
B BeO-NPMNOKEHNAX HOPMAAN3aLUMIO 0ObIYHO MCNOMb3YIOT A8 obecneyeHnsa eamHoobpasms
CMMBO/IOB BCErO KOHTEHTa NPW €ro XpaHeHUn Uam oTobpaskeHuu.

3alWMULEHHOCTb OT aTaK, CBA3@HHbIX C HOpPManu3aumen, O3HayaeT OTCyTCTBME Yrpo3
6e30MacHOCTM NPUNOKEHNA NPU BBOAE 3/10YMbILINIEHHUKOM HEKOPPEKTHO CHOPMMPOBAHHbBIX
cumBosioB KOHMKOAA AW NtobbIX Apyrx cneumnanbHO CGOPMUPOBAHHbBIX CUMBO/IOB.
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Ton-10 OWASP 2017 - Al: BHeapeHue
Ton-10 OWASP 2017 - A7: MexcalToBoe BbINo/HeHMe cLeHapmnes (XSS)

Ton-10 OWASP 2014 (mobunbHble ycTporctea) - M7: BHeapeHMe Ha CTOPOHE KAWEHTa

MexcanToBoe BbiNO/HEHME cueHapunes — O6LLI,M€ cseaeHnA

MamaTka OWASP: MNpeaoTspalleHe MeKcanToBOro BbiNoAHEHNA cueHapues (XSS) —
npenoTBpalleHmne XSS B BEO-NPUAOKEHMAX

MamaTtka OWASP: MpeaoTBpalleHne MeXCanTOBOro BbIMOJAHEHUSA CLLEEHAPNEB Ha
OCHOBE 0OBbEKTHOM MOAENM AIOKYMEHTA

MamaTtka OWASP: MNpeaoTBpalleHne BHeapEHNN

[MpoeKT KoamnposLmKa Java ot OWASP
AntiXSSEncoder

Zend\Escaper — npuMmepbl KOHTEKCTHOIO KOAMPOBAHMSA
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0 MpoakT1BHanA 3awuTa: TpeboBaHna OWASP (Bepcus 3.0)

C5: Ob6A3aTeNbHan NpoBepKa BCEX BXOAHBIX AaHHbIX

OnucaHue

MpoBepKa  BXOAHbIX  AaHHbIX  ABASETCA  YacTbldo  METOAMKM  MPOrpammMmpoBaHKS,
obecneuymBalollelt  nonagaHnMe B KOMMOHEHTbl  MPOrPaMmbl  TO/ILKO  MPaBU/IbHO
OTPOPMATMPOBAHHbIX JAHHbIX.

CHHTaKcHMuecKkaa n cemaHTU4YecKasn HOpMa

I'Ipvmo>+<eHme AONXKHO NpoBepATb  AdaHHble Ha COOTBETCTBUE CuUHmMakcuyeckol n
cemaHmuyeckol HOopMme (I/IMeHHO B 3TOM I'IOpﬂ,EI,KE) nepen mx MCnosib30BaHMEM (BI-(}'IPOLIaﬂ
0To6pa>«eHme I'IOfIb3OBaTeﬂI-O).

CuHMaKcu4ecKas HOpMa o03Ha4yaeT COOTBETCTBME AaHHbIX OXMUAaeMol Gopme NpeacTaBaeHns.
Hanpumep, B NPUIOXKEHMM  MO/Mb30BaTe/b  MOMET  YKasbiBaTb  YeTbIpeX3HaYHbIN
«MOEeHTUOMKATOP» O/19 BbINONHEHUA HEKOTOPbIX Onepaumin. 310YMbILLIEHHUK MOMET BBECTU
[laHHble, No3Bo/ALIME eMy BHeAPUTb SQL-KOA, NO3TOMY MPUIOKEHME AO0MKHO NPOBEPATh,
YTO BBOAMMbIE A@aHHble NPEACTaBAAT COHON MMEHHO UMPPbI U UMEHHO B KOIMYECTBE YeTbIpex
CMMBO/I0B (MOMMMO MCMO/Ib30BaHWA COOTBETCTBYIOLLEN NapaMeTpmn3aLnmn 3anpocos).

CeMaHMu4YeCcKaa HOPMa O3HAYaEeT UCMO/Ib30BaHME TONIbKO BXOAHbIX AaHHbIX, HE BbIXOAALLMX 33
PamMKK onpeaeneHHom GyHKLUMOHANbHOCTU M KOHTEKCTa. Hanpumep, Npu yKasaHWM BpeMeHHbIX
PaMOK AaTa Hayana AO/KHA Npe/LecTBOBaTb AaTe 3aBepLleHns.

benbie n yepHble CNUCKU

CyU.LeCTByeT [ABa OCHOBHbIX MOAX04da K MPOBEePKE CUMHTAKCMCa BXOAHbIX AaHHbIX, U3BECTHbIE KaK
YepHble U benble CNUCKK.

L ‘-/epr/e cnucku mnn npoeepkKku no 4YepHoOMy ChuckKy npeaHa3sHaydeHbl 414 MOUCKa B
AaHHbIX «MNOTeHUMA/IbHO BPEAOHOCHOIO» KOHTEHTa. HarlpMN\ep, Be6-l'lpl/I}'IO>KeHl/le
MOXET 6/'IOKI/IpOBaTb BXOAHble AaHHble, coaepXKallne CAoBO <SCRIPT>, C UeNbko

NpeaoTBPALLEHNA MEKCAMTOBOrO BbINOAHEHMA clueHapueB. OAQHAKO NoAobHYyO Mepy
3aLUNTbI MOXHO 0B0MTK, MCNONb3YA ANA Tera script CTpoYHble BYKBbI MM KOMBUHAUMIO
M3 CTPOYHbIX M MPOMMUCHBIX BYKB.

e besibie CNUCKU AN NpogepKu no bes1oMy cnucky npeaHasHavyeHbl ANA NOATBEPKAeHMA
COOTBETCTBMA [aHHbIX TpeboBaHMAM Habopa «MNpoBepeHHbIX» npasua. Hanpumep,
nposepka wrata CLWA no 6enomy cnucky byaeT npeactaBnAte cobor NoucK 2-
HYKBEHHOrO Koda B CNMcKe cyllecTBytowmx wratos CLUA.
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Mpn cozgannm 6esonacHoro MO Kak MUHUMYM PEKOMEHIYeTCA UCMNOAb30BaTb Hesble CNUCKM.
YepHble CMMCKM MOTYT COAEP!KaTb OWMOKM, MX MOMKHO ODBOMTW pas3nnyHbIMKM cnocobamu, a
TaKXKe OHW camu no cebe MoryT NpeAcTaBAATb ONAaCHOCTb. HecMoTpsa Ha BO3MOXKHOCTb 06x04a
OrPaHUYEHNIN YEPHbIX CMUCKOB, OHW MOTYT MOMOYb ODHAPYKUTb OYEBMAHbLIE aTaKW. TaKMM
obpasom, besible cnucKU MOMOTatOT OrpaHMYUTb BO3MOXKHOCTb MPOBEAEHMA aTaku nyTem
NPOBEPKMN COOTBETCTBMA AAHHbIX CUHTAKCMUYECKOM M CEMAHTMYECKON HOPMaM, a YepHbIe CNUCKU
NOMOratoT 0OHAPYKUTb M NPeA0TBPATUTb OYEBUAHbIE aTaKMW.

[na obecneyeHns 6e30MacHOCTM, NPOBEPKY BXOAHbIX AaHHbIX HEOOX0AMMO BCerga NPoBOANUTb
Ha CTOpOHe cepBepa. [MPOBEPKM Ha CTOPOHE KAMEHTA MOTYT ObiTb MONE3HbI C TOYKM 3PEeHMA
bYHKUMOHANbHOCTM M HE30MacHOCTM, HO 3a4acTylo WX Jerko obonTu. Takum obpasom,
NpoBepKa Ha CTOPOHe cepBepa fABnAeTcA Honee npeanoyuTUTENbHOM AnA obecneveHus
6e3onacHocTn. Hanpumep, nposepka JavaScript MoxeT npeaynpeanTb NONb30BATENA O TOM,
YTO NOJIe AOMIKHO COAEPHKATb TONBbKO UMPPbI, @ BOT MPUIOKEHWE HA CTOPOHE CepBEPa AOKHO
NOATBEPANTb, YTO BBOAMMbIE AaHHble NPeACTaBNAT cOOOM Yncna B A4OMNYCTUMOM AMana3oHe
3HAYEHWUN.

PerynsapHble Bblipa)KeHWA MO3BO/AIOT NPOBEPATb AaHHblE Ha COOTBETCTBME OMNpedeneHHOMY
WwabnoHy. HauHem ¢ npocToro npumepa.

Cnepytoliee peryiapHoe BbipaxkeHne UCnoib3yeTca A1a onpeaeneHma 6e10ro cnnmcka MmeH
no/ib3oBaTesien.

~[a-z0-9_]1{3,16}%

[laHHOE perynapHoe BbiparKeHue [0MNyCKaeT UCMOob30BaHMe TONbKO CTPOUHbIX DYKB, LUMbp K
CMMBOMA NoAYepKMBaHMA. [NMHA WMMeEHM NOo/Nb30BaTeNs TaKKe orpaHuymnsaetca 3-16
CUMBONIAMM.

Mpy Cco34aHUN perynapHbIX BbiparKeHWn Heobxoammo cobatoaaTb OCTOPONKHOCTb. [1710X0
NPOZyMaHHbIe BbIpaXKEHWA MOTYT MPUBECTM K OTKa3y B 0OCAYKMBaHUK (T. H. ReDoS — oTKas B

06CNYKMBAHUM M3-33 PEryNapHbIX BblparkeHuit). A8 NpoBEepKM PeryaspHbiX BblpaskeHWin Ha

ReDoS cyuiectByeT MHOIO pa3HbiX MHCTPYMEHTOB.

PerynapHble Bblpa)keHWUs — 3TO BCEro Aullb OAMH M3 CMOCOOOB BbIMOSHEHUA MPOBEPOK.
HekoTopbim pa3paboTumkam 6biBaeT CAOXKHO pa3obpaTtbcs MAM paboTaTb C perynsapHbIMM
BblpaXEHMAMM, NOITOMY CO3JaHMEe MPOrpamMMHbIX METOA0B MPOBEPKM MM KaxkeTca bonee
MNPOCTbIM.
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[MpoBepKa BXOAHbIX AdHHbIX He BCerga Aenaer umx «6e3OI'IaCHbIN\l/I», NOCKOJIbKY HEKOTOpPbLIE

CNOXHble TUMbl AdHHbLIX MOTYT ABAATLCA «AOMNYCTUMbIMU» W B TO e BPEMA OlNdCHbIMMU.

Hanpumep, AONYCTUMbIM a[pec 3/1eKTPOHHOM NMOoYTbl MOMKET CoAepKaTb BPeAOHOCHbIM SQL-

Ko, a gonyctumbin URL-agpec MOXKET NPUBECTU K MEXCAaNTOBOMY BbIMOJIHEHUIO CLIEHAPUEB.

Nomnmo NPOBEPOK BXOAHbIX AaHHbIX HeO6XO,£I,l/IMO MCNO/1b30BaTb AOMNOJ/IHUTE/IbHbIE MEPbI
3alWKNTbI, HANpMmMmep, aKpaHNpoBaHME NN NapaMeTpn3alnto 3arnpocos.

HekoTopble BXOAHbIE AaHHbIE HACTOIbKO COXHbIE, YTO MPOBEPKA MOXET 0becneynTs NuLib
MUHUMANbHYIO  3alUMTy  NPUAOXKeHMA.  Hanpumep,  onacHO  Aecepuann3oBbiBaTb
HemnpoBepeHHble AaHHble UM AaHHbIe, KOTOPbIE MOTYT BbITb M3MEHEHbI 3/10YMbILLINEHHUKaMMU.
EAMHCTBEHHbIM 6€30MacHbIM pelleHnem byaeT OTKNOHATb Cepuann30BaHHble 0OBbEKTbI OT
HEMPOBEPEHHbIX MCTOYHMKOB UAN OFPaHNYMBATL Aecepmanm3aLmio NPOCTbIMM TUNAMM AaHHbIX.
Heobxoaumo u3beraTb 06pabOTKM CEPMANM30BaHHbIX [aHHbIX M MCMOAb30BaTb, MO
BO3MOXHOCTM, Bosiee NPoCTbie C TOYKM 3peHus obecnedyeHna 3aluTbl GOPMaThl, TakMe Kak
JSON.

Ecnn Bbllle yKa3aHHOE HEBO3MOMKHO, PEKOMEHAYeTCA MCMNO/Ab30BaTb CEPUIO MPOBEPOK NpPU
06paboTKe cepnanmn3oBaHHbIX AaHHbIX.

o Peanunsyite NPoBEPKM LENOCTHOCTU UKW LWMPPOBAHME CEPUANN30BAHHBIX OOBEKTOB
ONA NpeAoTBpaLLeHNs Co3AaHMNA BPEAOHOCHbIX 0OBbEKTOB MM MOAMEHbI AAHHbIX.

e BBeauTe CcTporve orpaHuWyeHMs TWUMOB MNPW Aecepuanu3aumm nepes, CoO34aHUEM
obbeKTa; 00bIMHO, OXMAAEMbIM ABASETCA NOAAAOWMACA onpeaeneHnto Habop
Knaccos. MeToapbl 06xoaa NoAo6HOM 3aWmTbl ObINM NpeacTaBAEHbI.

e /I3onmpyiTe Kopa, Aecepuvanmsaumm, 4Tobbl OH 3amycKancs B OKPYMKEHMU C HU3KUM
YPOBHEM NPUBKUAETMUI, HAMPUMED, BO BPEMEHHbIX KOHTEMHEpPaX.

e (ObecneybTe }KypHaAMPOBAHME UCKAOYEHWI M OWNDOK Aecepmnanmsaumm, Hanpumep,
CNy4yaeB HenpeayCMOTPEHHbIX TUMOB BXOAHbIX JAaHHbIX WAM  WUCKAOYEHUA MNpU
Aecepuanmsaumm.

e OrpaHuybTe WAWM KOHTPOAMPYMTE BXOAALLME M UCXOAALLME CETeBble MOAKYEHMA
KOHTEMHEPOB MM CEPBEPOB, OCYLLECTBAAOLWMX Aecepmanmsaumio.

o OTCnexuBanTe aecepuannsaumio, npeaynpexnas o NpPoAO/IKUTENbHbIX daKTax
fecepranm3aumm NoNb3oBaTes1eM.
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HekoTopble $perMMBOPKM MNOAAEPIKMBAIOT AaBTOMATMUYECKYIO MPUBA3KY napameTpoB HTTP-
3aMpoCcoB K CepBepHbIM OOBEKTAM, WMCMONb3yEMbIM MPUAOKEHNEM. MoaobHas byHKLMSA
aBTOMPWBA3KM MOXKET MO3BO/IMTb 3/10YMbIW/IEHHNMKAM OOHOBWUTL CepBeEpPHble OOBEKTLI, He
npegHa3HayeHHble ANA M3MeHeHMA. Mcnonb3ys AaHHyo OYHKUMIO, aTaKyloWMn MOXKeT
M3MeHUTb CBOW YPOBEHb A0CTyNa MAM 060MTN BU3HEC-TOTUKY MPUIOKEHMA.

[laHHan aTaka MMeeT HeCKO/IbKO Ha3BaHMI, BKIOYAA MAaCCOBOE Ha3HayYeHne, aBTONPUBA3KY U
BHeapeHne 06beKTOoB.

Mpocton npumep: ecnn OObEKT MO/Ab30BaTENA MMEET CheuyanbHOe MNoae «MNpUBUAErUAY,
onpeaendatoulee ypoBeHb MPUBUAETMIA NOAb30BATENA B MPUIOKEHWM, TO 310YMbIWAEHHMK
MOMET HaNTW CTPaHMLLbI C USMEHEHHbIMM AaHHbIMM NONb30BaTeNA 1 A00aBKTb privilege=admin
K oTnpaBneHHbiMm HTTP-napametpam. [lpu Hebe30nmacHOM HaCTPOMKe aBTOMPUBA3KK
CepBepHbI 0OBEKT, NPeaCcTaBAAWMIA Nonb3oBaTens, OyaeT M3MEeHEH COOTBETCTBYIOLLMM
obpazom.

PewnTb AaHHYO Npobaemy MOXKHO ABYMA CNocobamm:

e un3beraTb NPUBA3KM BXOAHbIX AaHHbIX HANPAMYO M MCMONb30BaTb BMECTO 3TOT0 0ObEKTDI
nepeHoca AaHHbix (DTO);

® HacTpouTb Henble CNUCKM ANA KaXAOoM CTpaHuubl MAM GYHKUMM, KOTopble 6yayT
onpeaenaTb Nos, paspelleHHble A5 aBTONPUBA3KM.

JononHUTENbHbIE NPUMEPLI MOXKHO HalTK B [amaTke OWASP no maccoBoMy Ha3HaYeHMIO.

PaccMoTpuM MpuaoxKeHne, Kotopoe bOyaeT npuHumaTte HTML oT nonb3osatenen (depes
penaktop WYSIWYG, npeactasasatowmin coaepxmmoe kak HTML, nam uepes dyHKUuMK,
HanpAMyto NpuHuMatowpme HTML Bo BXOoAHbIX AaHHbIX). B 3TOM c/iydae npoBepKa UaM O4YNCTKA

HE MOMOXKET.

e PerynapHbIx BblpaxeHnn byaet HeJoCTaTOUYHO, YTOObl 0OTOOPA3UTL BCHO CAOXKHOCTb
HTMLS.

o KoaumpoBKa MM akpaHupoBaHme HTML He NnogonaeT, Tak Kak NpmBeaeT K
HeKoppeKTHOMY oTobparkeHmio HTML-koaa.

Takum obpasom, ans obpaboTkm M npeobpasoBaHma (ouncTtkn) HTML-Tekcta Heobxoanma
cneuyansHas 6ubamnoTteka. JonoaHUTeNbHYIO MHGOopMaLMio no odmctke HTML cm. B MamsaTke
Mo NpeaoTBPaLLEHMIO MEKCAMTOBONO BbIMOJHEHMA CLieHapmeB B pasaene Oumctka HTML.

Bce A3blKM U BONLWKMHCTBO GPEMMBOPKOB MMET OMBAMOTEKU UAM YHKLMKU, KOTopble

v3.0 © 2002-2018 doHg OWASP [aHHbIN AOKYMEHT BbinyLleH noa auueHsneit Creative Commons Attribution ShareAlike 3.0. 19


https://www.owasp.org/index.php/Mass_Assignment_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet#RULE_.236_-_Sanitize_HTML_Markup_with_a_Library_Designed_for_the_Job
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet#RULE_.236_-_Sanitize_HTML_Markup_with_a_Library_Designed_for_the_Job

OWASP o

PROAActive

CONTROLS MpoakTuBHan 3awwmTa: Ton-10 TpebosaHmit OWASP 2018

PEKOMEHAYEeTCA UCMOIb30BaTh A4 NPOBEPKM AaHHbIX. 0A00OHbIe BUBANOTEKM, KaK NpaBuMIo,
obecneymBatoT NPOBEPKY CTaHAAPTHbIX TMMOB AaHHbIX, TPeboBaHMI K A/NWHE, AMana3oHOB
LLeNbIX YMCen, KHYNEeBbIX AAHHbIX» U T. M. BOAbWMHCTBO BUHANOTEK N GPEMMBOPKOB NO3BONSAOT
co3aaBaTb COOCTBEHHble peryaspHble BblparkeHMa WAM  NOTUKY MNPOBEPOK, MN03BONAS
NPOrpammmCTam MCMoAb30BaTb AaHHYO GYHKUMIO B NMPUAOKEHUAX. [pumepbl peannsaumm
dyHKUMM nposepkn: dyHKUMKU dunbTpaummnm PHP nan Hibernate Validator ana Java. Mpumepsl
MHCTPYMeHTOB An4a ouncTkm HTML: meToa oumctki Ruby on Rails, cpeactso oumctkm HTML Ha
Java ot OWASP nan DOMPurify.

e [lpoBepKa BXOAHbIX [AaHHbIX CHW)KAET BEPOATHOCTb 3KCM/yaTaluu yA3BMMOCTEN, a
MHOrAa 3aTPYAHAET NPOBEAEHME aTaKM Ha MPUIOXKEHMe.

e [IpoBepKa BXOAHbIX AaHHbIX 0becnevmBaeT 3aWmUTy onpeaeseHHbIX BUAOB AaHHbIX OT
onpeeneHHbIX BMAOB aTak, MO3TOMY He MOXeT ObiTb MCMOo/b30BaHa B KayecTse
HaZeXHOoro cpeacTsa obecneyerma obuiern 6esonacHoCTU.

e [IpoBepKa BXOAHbLIX [AAHHbLIX HE [AO0J/KHA WCMO/Mb30BaTbCA B KavyecTBe OCHOBHOrO
cpeAcTBa NpeAoTBpalleHna MexXcanToBbIX BbINOAHEHWI cUueHapmeBs, BHeapeHuin SQL-

KOJa M MPOYNX aTak.

e [lamatka OWASP: lNpoBepKa BXO4HbIX AaHHbIX

o [lamaTtka OWASP: iOS - PelweHuna no 6e30nacHOCTU C UCNONb30BaHNEM HEMPOBEPEHHbIX
BXOZHbIX JaHHbIX

e Pykosoactso OWASP no TecTMpoBaHmMio: TeCTUpOBaHME NPOBEPKM BXOLAHbBIX AaHHbIX

e (CpepactBa ouncTkm HTML Ha Java o OWASP

e Java JSR-303/JSR-349 Bean Validation

e Java Hibernate Validator

e JEP-290 ¢dumnbTp BXOAAWMX CEPUANNIOBAHHBIX AAHHbIX
e Apache Commons Validator

o  OyHKUMKM PunbTpaumm PHP
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o MpoakTneHaA 3awyTa: TpebosaHna OWASP (sepcus 3.0)

C6: BHeapeHWe undpposon naeHTUPUKaLMK

OnucaHue

Lndposaa naeHTndMKaumMa — 3T0 YHUKaNbHOE NpeacTaBiaeHMe Noab3oBaTena (Mam nboro Apyroro
00beKTa) NpU OHNAMH-TPaH3aKLUMAX. AyTeHTUPUKAUMA — 3TO MPOLECC NOATBEPXAEHWUS TOro, 4To
YesIoBEK MM CYLHOCTb ABASETCA TEM, KEM NPeACTaBAAeTCcA. YNpaBaeHne cecCMAMM — 3TO NpoLecc, ¢
MOMOLLLbIO KOTOPOrO CePBEP KOHTPOJIMPYET COCTOAHME ayTEHTMDUKALMM NONb30BaTeNA, YTOObI OH MOr
NPoAO0MXKaTb NOMb30BaTLCA cMCTEMOM 6e3 NOBTOPHOM ayTeHTUbKMKaumKn. CneumanbHoe nsgaHme NIST

800-63B: PykoBoacTBO MO UMbpoBon naeHtUdmUKaumm (AyteHTMdUKaUMAa U ynpasaeHWe KU3HEHHbIM
MKAOM) COOEPHMT noapobHble pekomeHAauMm no peannsaumm TpeboBaHM K LMOPOBOM
naeHTUOMKaLMKM, ayTEHTUDMKALMM N YNPABAEHNIO CECCUAMM.

Hu»e nprBeaeHbl HEKOTOPble pekomeHaaunm no 6esonacHol peannsaumnn.

YpoBHU ayTeHTUPUKaLmmn

NIST 800-63b onucbiBaeT Tpu ypoBHA obecnedyeHua ayTeHTUduMkaumm (AAL). YposeHb 1
3ape3epBMpoBaH A8  MPUIOMKEHUI MOHMMKEHHOrO pPUCKa, KOTOpble He coaepsKaT
NepPCOHaNbHbIX MAN MHbIX IMYHBIX AaHHbIX. 1A NepBOro ypoBHA 40CTAaTOYHO OAHODAKTOPHOWM
ayTeHTUPMKaLMM, 0ObIYHO peann30oBaHHOM Yepes NCNoIb30BaHWE Napons.

YpoeeHs 1: Maponu

Maponu Ha camom fene BaxkHbl. K HUM He0H6X0AMMO NPUMEHATL onpeaeneHHble MOANTUKM, X
XpaHeHWe A0MKHO BbITb 6e30MacHbIM, B HEKOTOPbIX C/Iy4asX y No/ib30BaTeNd A0/KHA MMETbCA
BO3MOXHOCTb cbpoca napons.

TpebosaHusa K naponam

Haponm AO/TXKHbI, KaK MMHMMYM, COOTBETCTBOBATb CNeAyoWmMm Tpe6OBaHVIﬂMZ

® COCTOATb 13 8 CUMBOJIOB, €C/IN UCNOb3YETCA MHOrOGaKTOpHan ayTeHTUGMKauma (MOA)
M apyrme meToabl KoHTponsa. Ecam umcnonb3oBaHne MOA He npeacTaBnseTca
BO3MOHbIM, JIMHY Napoia HEOOXOAMMO YBEANYNTb, KaK MUHUMYM, 40 10 CMMBONOB;

e Bce nevyaTaemble cumBobl ASCII, a Takke cumBon npobena, A0MKHbI ObiTb pa3pelleHbl
0118 UCNOJIb30BaHWA B 3aNOMUMHAEMbIX CEKPETAX;

® CTapamTecb MCMONb30BaTb A/IMHHbIE MAPOAN U KOAOBble Gpasbl;
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® OTKaxuTecb OT TPebOoBaHWIM K CAOXKHOCTM MaApPOAsA, MOCKOSbKY WX 3PPEeKTUBHOCTbL
BECbMa OrpaHmyeHHa. BmecTo atoro pekomeHayetca ncnonbsosate MOPA nnn bonee
ONVIHHbIE NaponW;

e ybeautecb B TOM, 4YTO WCMNO/b3yEMble TMapPOAM HE HaxoAATCA B CMUCKe
PACMPOCTPAHEHHbIX WU paHee CKOMMPOMETUPOBAHHbLIX Maposen. MOMKHO HacTpouTb
6nokmposky naposnert n3 Ton-1000 nam T1on-10000 Hambosnee 4acTo MCMNOJIb3YEMbIX
naposier, KOTOpble COOTBETCTBYIOT YKa3aHHbIM Bbille TpeboBaHWAM K AJMHE WU
NPUCYTCTBYHOT B CMMCKax CKOMNPOMETMPOBAHHbIX Naposiel. Camble pacnpocTpaHeHHble
napoau MOKHO HanTK, nepenas no cneayoLLen CCbINIKe:
https://github.com/danielmiessler/SecLists/tree/master/Passwords

Peanuszayua mexaHusma 6e3onacHo20 soccmaHoeneHus naponsa

OBbIYHO MPUNOKEHUA UMEIOT MEXaHW3M, NO3BONAIOLLMIA NOMb30BATENAM MOAYYUTL AOCTYN K
CBOEW YYETHOW 3amucu, ecin OHW 3abbinn naposb. Mpu xopoller opraHM3aumMm npouecca
Pa3paboTKM  BOCCTAHOBAEHMA  MAPOAA  MCMOMb3YIHOTCA  3/1€MEHTbl  MHOropaKTOpPHOM
ayTeHTUdMKaumn. Hanpmmep, Haanyme KOHTPOAbHOTO BOMPOCA, OTBET Ha KOTOPbIA M3BECTeH
NoNb30BaTe/NO, M OTNPaBKa CneLmasbHO CreHepPUPOBAHHOIO TOKEHa Ha YCTPOMCTBO, KOTOPOE
NPUHAONEKUT NONb30BATENO.

Bonee noapobHyto MHbopmaLmto cm. B MNamaTKe No 3abbITbiM Napoasam 1 NamaTke no Bbibopy
M MCNONb30BAHWMIO KOHTPO/IbHbIX BOMPOCOB.

Peanusayus 6e3onacHoz0 XpPAaHeHuA naponeii

YT106bl 06ECNEUYNTL HAZEKHOCTb ayTEHTUGUKAUMN, B MPUIONKEHNN AOKHO ObITh pean30BaHo
H6e3onacHoe XpaHeHWe y4eTHbIX AaHHbIX No/b30BaTenen. bonee Toro, HEOHXOAMMO HanMune
KpunTorpaduyeckon 3almTbl, YTOObI MPW KOMMPOMETaLMW YYeTHbIX AaHHbIX (Hanpumep,
naponen) 3/10yMbILNIEHHUK HE MOT CPa3y *Ke MNoAyYnTb K HUM AOCTYM.

Mpumep xpaHeHua naponen 8 PHP
Huxe npuBeaeH npumep 6e30nacHoOro xelwnpoBaHusa naposen B8 PHP ¢ nomolbio GyHKLMK

password _hash() (goctynHa, HaumHaa c Bepcum 5.5.0), B KOTOPOM MO YMOAYAHUIO
NCNONb3YeTCs anropuTm berypt. B nprmepe ncnonbayetcs pakTtop Tpy40EMKOCTM paBHbIi 15.

<?php

$cost = 15;

$password _hash = password_hash("secret password", PASSWORD_DEFAULT, ["cost" =>
$cost] );
?>

Bonee noapobHyto nHbopmaumto cm. B MNamatke OWASP no xpaHeHuto naponen.
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YposeHb 2 (NIST 800-63b) 3ape3epBnpoBaH A1 NPUAOKEHNIN NOBbILLEHHOTO PUCKA, KOTOPble
COLEpXaT «MNOATBEPXAEHHbIE MepCoOHalibHble WM WMHble JNYHble [AaHHble, AO0CTYMHble
OoHNarH». Ha 2-m yposHe AAL TpebyetcA MHOrodakTopHas ayTeHTUdUKauma, Hanpumep,
04HOpPa30Bble Napoan nnun apyrme dopmol MOA.

MHorodpakTopHaa ayTeHTUOUKaUMA NpeanosiaraeT NoATBEPKAEHME TOro, YTO MN0/b30BaTe b
ABNAETCA TEM, KEM OH cebA Ha3bIBaET, MCNOb3yA KOMBUHALMIO M3:

® 4ero-t1o, N3BECTHOrNo No/1b30BaTe/ItO — NapPoOJib NN MNH-KkoL;
® Y4ero-To, nNpnHagaexXawero no/sib3oBate/ito — TOKEH U1 Te}'led)OH;

® Yero-To, ABnAoWeroca 4aCtbto NoJs1b30BaATENA — 6momeTquecxme AaHHble, Hanpnmep,
OTneYyaTokK najabla.

Micnonb3oBaHMe OAHOTO eAMHCTBEHHOrO GakTopa (napons) obecneymsaeT cnabyto 3alMTy.
MHoOropaKkTopHble peleHna nNpeaocTaBaAloT bHonee  HAAEKHYI  3alMTy, MOCKO/bKY
aTakytoulemy TpebyeTca nonyyeHvne bonee 0AHOrO KOMMNOHEHTa A48 ayTeHTUGMKALMM.

CTouT OTmMeTuUTb, 4TO OMOMeTpMA, UCNONb3yeMasa B KayecTBe eAMHCTBEHHOro dakTopa
ayTeHTMOMKALMM, CYMTAETCA HEMPMEMIEMbIM peLlleHneM ANs UMPPOBOM ayTeHTUDUKALMN.
BuomeTpuyeckmne aaHHble MOryT BbITb NONYYEHbI YEPE3 MHTEPHET UM NYyTEM CbEMKM YE0BEKA
Ha Kamepy TenedoHa (Hanpumep, ANA NOAyYEHUA M30DPaANKEHMA NMLA) C €ro COrnacua uam
TalHO; TaKXe BWodaHHble MOryT OblTb CHATbI C OOBEKTOB, K KOTOPbIM MPUKACANCA YenoBek
(Hanpumep, ANA NONYYEHUA OTNEYATKOB NasbLEB); KPOME TOro, AaHHble MOTYT ObITb MOTYYEHbI
C WCMNO/Nb30BaHMEM CHMMKOB BbICOKOrO paspelleHusa (Hanpumep, ANA NONYYEHWUA Yy30pa
pagyKHoM o060/104KM rnas3a). brvomeTpuAa [O/MKHA MCMOMb30BATbCA TOMbKO B COCTaBe
MHOro®akTOpPHOM ayTeEHTUPUKALMM C NpUMeHeHMeM GU3UYECKOro CpeacTBa ayTeHTUdMKaumm
(4ero-To, nNpuWHaA/NeXallero YenoBeKy). Hanpumep, WCNONb30BaHWE YCTPOMCTBA ANA
reHepMpOBaHMA OHOPA30BbIX Mapoael, BBOAMMbIX MOSb30BaTENEM BPYYHYH B YCTPOMCTBO
KOHTPOA.

YposeHb 3 (NIST 800-63b) mcnonb3yeTtca, ecnv Bped, OT KOMAOPOMETaLUMM CUCTEMbI MOMKET
HaHEeCTW NUYHbIM yulepb Man yuiepb rocyaapCcTBEHHbIM MHTEpecam, a TaKKe MpPUMBECTU K
3HAYUTENbHbIM GUMHAHCOBBLIM MOTEPAM M FPAXKAAHCKMM MM YTONOBHLIM MPaBOHAPYLIEHUAM.
[na 3-ro ypoBHA TpebyeTca ayTeHTUPUKALUMA, KOCHOBAHHAA Ha NOATBEP:KAEHUN 0bNadaHNs
KNOYOM 4Yepe3 MPOTOKOAN WundpoBaHua». [aHHbIM TUN Mcnonb3yeTca Ana obecneyeHus
HaWBbICLLIErO YPOBHA HAAEKHOCTM ayTeHTUPUKALUMKU M, KaK NpaBWIo, peannsyetca yepes
annapaTHble MOAYAU WNdPOBAHMA.
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MNocne ycnewHom ayTeHTUPUKAUMM MOJIb30BATENA MPUIONKEHNE MOMET OTC/IEXMBATL U
COXPaHATb €ero ayTeHTUPUUMPOBAHHOE COCTOAHME HEKOTOpOoe Bpems. 370 MNo3BoAAEeT
No/b30BaTe/l0 NPOoA0/KaTb PaboTy ¢ npuioKeHnem H6e3 NoBTOPHOM ayTeHTUdMKaLMK Npu
Kaxgom nocneaytowem 3anpoce. KOHTPOAb TaKOro COCTOAHMA HasblBaeTca YnpasaeHue
ceccuamm.

CocTosAHMe NoNb30BaTeNA KOHTPOIMPYETCA Yepes ceccuu. MNpu cTaHAAPTHOM yrpaBAeHMM BeO-
CeCCMSAIMM OHW, KaK MNpPaBWIO, XPaHATCA Ha cepBepe. [lonb30BaTeNtO NPEeAOCTABAAETCA
MAEHTUOUKATOP Ceccum, Mo KOTOPOMY OH MOXKET ONpeaennTb, Kakas Ceccus Ha CTOpoHe
cepBepa COAEpP)KUT KOPPEKTHble AaHHble O nosnb3osatene. KaneHTy TpebyeTca TOMbKO
MOEHTUDUKATOP CECCUM, BaXKHbIE CEPBEPHbIE AaHHbIE O CECCUMM KAMEHTY He NpeaoCcTaBAAoTCs.

BoT Heckosbko TpeboBaHMI, KOTOpble ciedyeT y4yecTb MpW CO3A4aHMM WAM peanmsauun

MeXaHM3Ma ynpasaeHnAa CECCUAMUL

®  NAEHTUOUKATOP CECCUMM A0KEH DbITb ANMHHBIM, YHUKANbHBIM U CYYaiHbIM;

® [pUNOXKEHWE [O/MKHO CO34aBaTb HOBYK CECCUMIO WM, KaK MUHUMYM, MEHATb
NOeHTMOMKATOP CECCUM MPU NEPBUYHOM U MOBTOPHOM ayTEHTUOUKaUMK;

® N4 KaXKA0M Ceccum AoMKHO BbITb YCTAHOBNEHO BpemaA NpocTon (6e3aencTemaA) 1 Bpems
CYW,ECTBOBAHMA, TMOC/Ae KOTOPOro Mo/Ab30BaTeNM AO/KHbI MOBTOPHO MPOXOAMUTb
npoueaypy ayTeHTUdMKaumm. Bpema  oxuaaHua  Oo/MKHO — ObiTb  obpaTHO
NPONOPLMOHANbHO Ba*KHOCTM 3aLLUMLAEMbIX AAHHbIX.

Bonee noapobHyo MHPOpPMaLMIO CM. B [TaMATKE Mo ynpasaeHuto ceccuamn. JlononHnUTeNbHble

TpeboBaHMUA K yNpaBieHNIO CECCUAMM COAEPIKaTCA B pasdene 3 cTaHaapTa ASVS.

KyKkun-dbainbl Mcnonb3ytoTca ANs XpaHeHUs naeHTMOMKATOPOB ceccuin B BEG-NPUNOKEHNAX CO
CTaHOAPTHOM CXeMOM ynpasaeHusa ceccuamn. BOT HecKonbKO coBeToB no obecrneveHuto

H6e30nacHOCTM MNPU UCNONb30BaHUN KyKM-aNoB.:

® KOrga KyKu-daiabl MCMNOMb3YKOTCA ONA KOHTPONA CeCccui ayTeHTUOULMPOBAHHbIX
nonb3oBaTenen, AOCTYN K HUM [O/IKEH OrpaHUYMBATLCA MWHMMANbHbIM Habopom
[OMEHOB M NyTel, a TaKKe OHWM A0/KHbI CTAHOBUTLCA HEAENCTBUTENbHBIMK CPa3y UK
BCKOpEe NOC/e OKOHYaHMA CPOKa AeMCTBUA CeCCum;

e 0/1eH ObiTb ycTaHoBeH diar secure, obecnedynBatolWMii Nepeaady AaHHbIX TOAbKO MO
6esonacHomy KaHany (TLS);
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® fo/mKeH bbb ycTaHoBNEeH dnar HttpOnly, npeaoTepallatowmin 4OCTYN K KyKu-dainam
C NomoLbto JavaScript;

e jnobaBneHve aTpubyToB Ssamesite K KyKku-palinam npeaoTBpallaeT  OTMNpPaBKy
HEKOTOPbIMW  COBPEMEHHbIMW  Bpay3epamn  KyKM-GparnoB C  MeXCanTOBbIMM

3anpocCammn, a TaKxKe obecneynsaet 3aWnTy OT MEXKCanToBOM nogmeHbl 3anpocos U
YTE€YKUN AaHHbIX.

Ceccum Ha CTopoHe cepBepa MOTyT ObITb OrpaHMYeHbl A1 HEKOTOPbIX GOPM ayTEHTUGMKALMM.
«Cny»bbl 6e3 coxpaHeHMa COCTOAHMSA» NO3BOAIOT YNPABAATb AaHHbIMW CECCUIA Ha CTOPOHE
KNMEeHTa, YToHbl MOBbLICMTb MPON3BOANTENLHOCTb, @ TAKKE CHU3UTb Harpy3Ky Ha cepsep B 4acTu
XPaHeHWA U KOHTponsa ceccuid. MogobHble NPUNOXKeHUA, «He3 COXPaHEHMA COCTOAHUAY,
CO3/at0T KpaTKoBpeMeHHble TOKeHbl 40CTyna, KOTOPble UCMOAb3YOTCA NOC/Ae NPOXOXKAEHUA
nosb3oBaTenem ayTeHTUPUMKALMM A0S MNPOBEPKM KAMEHTCKMX 3anpocoB (6e3 oTnpaBku
YYETHbIX JaHHbIX).

Beb-tokeHbl JSON (JWT) npeactaBnstoT OTKPbITbIM cTaHAapT (RFC 7519) KOMNakTHOro U
CamMoZ0CTaToO4YHOro cnocoba HesonacHoM nepenayn AaHHbIX MeXAyY y4aCTHMKAMM C MOMOLLBHO
JSON-06beKTOB. ITK AaHHble MOTYT ObITb NMPOBEPEHbLI M NOATBEPKAEHbI, MOCKO/bKY MMEIOT
umdbposyto noanuce. JWT-TOKeHbl cO34at0TCA BO Bpemsa ayTeHTUdMKaumMmM M NpoBepAtoTca
cepBepom (1nm cepsepamn) nepes Hadyanom 06paboTKM AaHHbIX.

Nocne cosgaHnAa TokeHbl JWT, Kak npaBmio, He COXPaHAKOTCA Ha cepBepe, a nepenaroTcaA
KAneHTy. LLlenocTHOCTb TOKeHa KOHTpoaupyeTca UMPOBOM MOAMMUCHIO, KOTOpPaa MO3BOAAET
BMNOCNEACTBUN NPOBEPUTL AENCTBUTENIbHOCTb W OTCYTCTBME MoanbumKaunin JWT-TokeHa.

MNoaobHbIM noaxon He TpebyeT coxpaHeHMA COCTOSHWMA M obecneymBaeT aBTOHOMHOCTS,
NOSTOMY OT/IMYMA B TEXHONOTMAX KIMEHTA U CEPBEPA HE MELLAT UX B3aMMOAENCTBUIO.

LUndposana naeHTMdMKauma, ayTeHTUOUKALMA U yNpaBAEeHUE CECCUAMM — 3TO CAONKHbIE U
obWnpHble Tembl. 34ecb Mbl paccMaTpuMBaem /ulib BepluMHy akcbepra umdposon
naeHTMdMKaumn. Ybeamrteco, YTo peanmsaumen peleHnin, cBAsaHHbIX ¢ naeHTudUKaumnen,
3aHMMAaEeTCA Ball CaMblii CNOCOOHbLIN M OTBETCTBEHHbIM UHXKEHEP.

e Ton-10 OWASP 2017 - A2: HegocTaTKM ayTeHTUOUKALMKN U YNIPaBAEHUSA CECCUAMM

e Ton-10 OWASP 2014 (mobunbHble ycTporicTea) - M5: HeHageHaa aBTopmusauma u
ayTeHTudbMKauma
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MamaTka OWASP: AyTeHTUdMKaLmA

MamaTka OWASP: XpaHeHMWe naponen

MamaTka OWASP: 3a6bITbli1 Napo/b

MamaTka OWASP: Bbibop 1 MCNo/1b30BaHME KOHTPO/IbHbIX BONPOCOB
MamaTtka OWASP: YnpasneHune ceccramm

MamaTka OWASP: [1na paspaboTymkos iOS

PykooactBo OWASP no TecTMpoBaHMto: TecTupoBaHme ayTeHTUbUKaLmMm

CneupanbHoe nsaaHune NIST 800-63 (Pepakuma 3) - PykoBoACTBO NO LiMdPOBOHA
naeHTMdMKaumm

Nannen Muccnep (Daniel Miessler): Hanbonee yacto BcTpeyatolmeca naponm
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‘ MpoakTneHaA 3awyTa: TpebosaHna OWASP (sepcus 3.0)

C7: O6A3aTenbHbI KOHTPO/Ib AOCTYNA

KoHTponb goctyna (Mav ABTOpM3auMsa) 3aKIto4aeTca B paspeleHur WAM 3anpelleHum
cneyuguyeckux 3anpocos, MOCTynatolMX OT MO/b30BaTeNelN, NPOrpaMmm WaWM MPOLLecCcoB, a
TaK:Ke npeanosiaraeT 8b/0ayy U 0ma3si8 N0O0OHbLIX npusuie2ull.

HeobxoaMmo OTMETUTb, YTO aBTOpM3aLMaA (NOATBEPKAEHWE NpaBa AOCTYNa K CneumaibHbim
GYHKUMAM UM pecypcam) He paBHAETCA ayTEHTUOUKALMM (NOATBEPKAEHMIO TIMYHOCTHN).

KOHTpO/’Ib A0CTyna 06bIYHO 3aTparmBaeT MHOrme acnekTbl pa6OTbI MO, B 3aBUCMMOCTM OT
CZIOAKHOCTN CNCTEMbBI KOHTPO/1IA AO0CTyMNa. Harlpthep, ynpaBaeHne MmetagaHHbIMKW KOHTPOA
AO0CTyna WAn  KawnmpoBaHWe  ANA Ll,el'lem N\aCLLITa6l/IpyeMOCTVI 0ObIYHO  ABAAIOTCH
AONO/THNTENBbHBIMW  KOMMOHEHTaMWN CUCTEMbI KOHTPOJIA A0CTyMa, KOTOopble HeO6XO,£I,l/IN\O
CO034aBaTb Nan o6cny>+<v1 BaTb.

CyLLI,eCTByeT HECKOJ/IbKO Pa3HbIX NOAXO0A0B K KOHTPO1KO AO0CTyna:

® 13buMpaTenbHoe ynpasnerHune goctynom (DAC) — npeanonaraeT orpaHUYeHne A4oCcTyna
K obbekTam (Hanpumep, danam WAM  31eMeHTaM  [AaHHblIX) Ha OCHOBe
naeHTMOMKATOPA, a TaKKe NPUHLMNE KHEe0BXOAMMOro 3HaHMA» CyObEKTOB (Hanpumep,
nosib30BaTeNel UAM NPOLECCOB) U/WAKN FPYNM, KOTOPbIM NPUHAANENKAT 06BEKTbI;

® MaHAaTHoe ynpasneHune goctynom (MAC) — npeanonaraet orpaHuyeHne A0CTyna K
CUCTEMHbBIM pPecypcam Ha OCHOBE KPWUTUYHOCTU (Oonpeaensemor MeTKaMu) OaHHbIX,
coaepKalmMxcs B 3TUX pecypcax, M GOopMasbHbIX MONHOMOYMA (T. e. [onycka)
nonb3oBaTene Ha AOCTyN K MHGOPMALMK, YKa3aHHOM BaXKHOCTH;

® poseBas Moaenb ynpasneHuns aoctynom (RBAC) — npeanonaraeT KOHTPOb A0CTyNa K
pecypcam Ha OCHOBe PO/et, ONpeaenAtoLLINX pa3peLleHHble AeMNCTBMA C pecypcamu, a
He Ha OCHOBEe MAEHTUPUKATOPOB CYyDBEKTOB;

® ynpaB/ieHWe AOCTyNnom Ha ocHose aTpubyTtos (ABAC) — npepgnonaraeT paspelleHue
WAM 3anpelleHre 3anpocoB No/b30BaTeNA, UCXOAA M3 aTpuMbyToB MO/Mb30OBaTENA U
aTpmnbyToB 0OBEKTA, @ TaKXKe 3/1eMEeHTOB OKPYMKEHWA, KOTOPble MOTyT ONpeaAenaTbCa
rnob6anbHO 1 ObITb Boslee peneBaHTHbIMKU AN NPUMEHSEMbIX MOSUTUK.
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Cneaytolime TpebOBaHUA K MNPOEKTUPOBAHMIO CUCTEM KOHTPOJIA A0CTyna HeobxoamMmo
YUYMTbIBATb Ha HaYa/IbHbIX CTaAMAX PA3PabOTKN NPUNOKEHNS.

Mocne Bblbopa MOAENM KOHTPOAA [OCTyna npouecc nepepaboTKM NPUAOKeHUA B
COOTBETCTBMM C HOBbIM LWABNOHOM OBObIYHO OTHMMAET MHOro CuA U BpeMeHW. KOHTPOb
[lO0CTyNa ABNAETCA OAHMUM M3 OCHOBHbIX acrneKToB obecneyeHns 6e30NacHOCTU NPUIOKEHUS,
KOTOPbI HEODXOAMMO TWATENbHO M 3apaHee npopaboTaTb, OCOOEHHO MpW peannsauun
TpeboBaHNN MYNbTUTEHAHTHOCTM WM TOPU3OHTANbHOIO (3aBUCALLETO OT [AaHHbIX) KOHTPO/SA
focTyna.

MPOEKT KOHTPOAA AOCTYNa MOMKET HAYMHATLCA MPOCTO, HO 334aCTYO NPEBPALLAETCA B C/IOXKHYIO
M MHOFOQYHKLMOHANbHYIO CUCTEMY KOHTPOAA 6e30MacHOCTU. Mpu OLEHKe BO3MOMKHOCTEN
GpPemMMBOPKOB B 4YaCTW KOHTPOAA A0CTyna ybeamuTecb B TOM, YTO OHWM MO3BONAT Bam
a[anTMpoBaTb KOHTPO/Ib AOCTYNa MO CBOU HYMK/bI.

YbeauTech, 4TO BCe 3aMpOocChl NPOXOAAT MPOBEPKY NpaBs A0CTyna. TeXHONOorMn, Takne Kak Java-
OGUNbTPLI  MAW  ApyrMe MeXaHW3Mbl aBTOMaTM4eckon 0b6paboTKM 3anpocoBs, ABAAOTCA
naganbHbIMM NPOrPaMMHbIMM apTedaKkTamm, NOMoratoWmMMmn obecneynTb NPOBEPKY KOHTPOIA
[0CTyNa BCex 3anpocos.

3ar|peT no YMOJZIHAaHUKO O3Ha4aeT, 4TO eC/nM 3anpocC He pa3peweH crneunanbHO, TO OH
OTKNOHAeTcA. EcTb MHOro cnocobos peann3aumm JaHHOTo NpaBunia B KOAE NPUAOKeHNA. Huke
npeactaBieHbl HEKOTOPbIE U3 HNX.

1. MNpunoxkeHne MOXeT BblAaBaTb OWMOKY MK UCKAOYeHMe Npu 06paboTKe 3anpocoB Ha
npeaocTaBneHne AocTyna. B nogobHbIX cayyasx B LOCTyNe AOMKHO ObITb OTKa3aHoO.

2. TMpwn co3a4aHUM aAMMHUCTPATOPOM MW MO/b30BaTENIEM HOBOM YYETHOWM 3anucu 3Ta
y4eTHaa 3anucb N0 YMOAYAHMIO AOMKHA MMETb MUHUMA/bHbLIA UAWM HYNeBOW Habop
npas A0CTyNa, NoKa 3TM Npasa He ByAyT Ha3HaYeHb!.

3. Mpu gobaBneHUn HOBOM GYHKLUMM B MPUNOKEHNE HUKTO M3 NO/b30BATESNEN HE IO/IKEH
MMETb NpPaBa MCMNo/1b30BaTb €€ [0 BbIMNOJHEHUA COOTBETCTBYHOLLEN HACTPOMKM.
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y6e,£I,MTECb, YTO BCe MNoJsib30BaTe/in, Nporpammsbl NMan npouecCbl MMEKT MUHMMA/IbHblE U
TONIbKO HeO6XO,£I,l/IMbIe npasa A0CTyMna. BHumaHwme: HEKOTOpPbIE CUCTEMbBI HE NOAAEPKMNBAKOT

HACTPOWMKY AEeTanbHOro yrnpasieHmna 4OCTYNOM.

MHorune cpeacTBa CO34aHNA MPUAOKEHNI MO YMONYAHMIO UCMO/b3YIOT POEBYHO MOAE/b
ynpaB/iieHns AOCTYNOM. B Koae MHOMMX MPUIOKEH NI He PeaiIKo BCTPeYatoTca NpoBepKu
nonobHoro poaa.

if (user.hasRole("ADMIN")) || (user.hasRole("MANAGER")) {
deleteAccount();

}

Hy»HO HbITb OCTOPOXKHBLIM NPW UCMONb30BAHUK PONEBOM MOoAEeNM B Kode. OHa nmeeT
cneaytolme orpaHNYeHms 1 PUCKM.

e [lporpaMmMpoBaHME C MCMONb30BAHMEM POJIEBOM MOAENM — [eN0 PUCKOBAHHOE.
Jlerko co3aaTb HEKOPPEKTHYHO UM MPOMNYCTUTb NPOBEPKY PO/ei B Koae.

e [lporpaMmMMpoOBaHME C WCMO/Ib30BAaHMEM POJIEBOM MOAENM He noAdepKuBaeT
MY/NbTUTEHAHTHOCTb.  MCNONb30BaHME pPONEBOW MOAENM B CUCTEMAX PasHbIX
3aKa34MKoB NoTpebyeT co3gaHma OTAENbHOM BETKM KoAa UK A40DaBNeHNs OTAe/bHbIX
MNPOBEPOK A/19 KaXKA0ro 3aKasymka.

e [IporpaMmMMpOBaHME C MUCMO/Mb30BAHMEM POMEBOM MOLENN He MoAAepKMBaeT
3aBucALLee OT AaHHbIX MW TOPU30OHTAIbHOE YrpaBAeHMe A0CTYNOM.

e [Ina 6onbwnx 6a3 Koga C MHOMKECTBOM MPOBEPOK MpaB A0CTyna ObiBAaeT CAOXKHO
NPOBOAUTL ayAMT WAW NPOBEPATb TMONUTUKY YMNPaBAeHWA OOCTYNOM BO BCEM

NMPUNOKEHNMN.

BmecTo 3TOro nonpobyiiTe MCnoib308aTh CAeAyOWMA CNocob ynpasaeHns AOCTyNOM:

if (user.hasAccess("DELETE_ACCOUNT")) {

deleteAccount();

}

MonobHble NPOBEPKM NPaB A0CTyMNa Ha OCHOBe aTPUOYTOB MM KOMMOHEHTOB MOTYT C/YXWUTb
OTNPaBHOM TOYKOM A9 CO3[aHMA XOPOLIO CMPOEKTUPOBAHHOM M MHOTOPYHKLMOHANbHOM
CUCTEMbBI YNPaBAeHWA [0CTYNom. [1ogobHbIM TUM NPOrPaMMMPOBaAHMA B AasbHelLem
obecneunt Hbonee rmbKy0 KACTOMMU3ALMIO KOHTPOAA AOCTYNa.
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Bce Heyda4dHble MOMNbITKN Noay4YeHnNA A0CTyMNna AOJ/IXKHbl PETMCTPUPOBATLCA, MOCKOJ/IbKY OHU
MOTYT CNYXUTb NPU3HAKOM MNMOUCKA 3/I0YMbILLITEHHNKOM yH3BMMOCTEVI B MPUIOKEHUN.

e Ton-10 OWASP 2017 - A5: HepocTaTKkM KOHTPOAA 40CTyNa

e Ton-10 OWASP 2014 (MmobunbHble ycTpoincTea) - M5: HeHaaeHaa aBTopm3auma 1
ayTeHTMdMKauma

Mamatka OWASP: KoHTpo/1b 40CTYNa

e [lamaTka OWASP: Inga pa3spabotyumkos iOS - HeHaaekHas aBTopuM3auma u
ayTeHTMdMKauma

e Pykosoactso OWASP no tectnpoBaHuto: TeCcTMpoBaHMe aBTopmM3aLmm

o OWASP ZAP ¢ noNONHUTENbHBIM KOMNOHEHTOM A1A TeCTUPOBaHMA KOHTPOAA A0CTYNa
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C8: NoBcemecTHaA 3aWmTa JaHHbIX

KoHdunAaeHUManbHble AaHHblE, TaKMe Kak Naposiv, HOMepa KpeaMTHbIX KapT, MeauLmMHCKMe
3anmMcK, NepcoHasibHble AaHHbIE U KOMMEPYECKNE TalHbl TPEDYIOT A0NOAHUTENIbHOM 3aLLUMNTbI,
0COBEHHO ecnM OHM NOoANaAaoT Mo AEMCTBME 3aKOHA O HEMNPUKOCHOBEHHOCTM AaHHbIX,
Hanpumep, Obulero pernamenTa EC no 3awmte AaHHbix (GDPR), MaM 3akoHa O 3awuTe
dUHAHCOBbLIX AaHHbIX, Hanpumep, CTaHaapTa 6€30NacHOCTU AaHHbIX B chepe NiaTexHbIX KapT
(PCI DSS).

3N10YMbIWNEHHUKN MOTYT NOXUTUTb AaHHble U3 BEO-NPUNOKEHUI 1N BED-CNYKO MHOXECTBOM
pasHbIX cnocoboB. Hanpumep, aTakyloOLMA MOXKET NOAKAOUYMTLCA K 0bLlelt becnpoBoaHOM
CETU M NPOCMOTPETb MM NOXUTUTb KOHPUAEHLMANbHbIE AaHHbIE APYTUX NO/1b30BATENEN, €CN
OHW nepepatoTcA 4yepe3 Hebe3omnacHOe WMHTEPHET-MOAKMOYEHME. TaKKe 3/10YMbIWAEHHWK
MOXeT MCNonb3oBaTb BHeapeHue SQL-koda, YTOObI MOXMTUTL MAPOAM WU Apyrve y4eTHble
[aHHble M3 NPUIOKEHWN, @ 3aTEM BbIJIOXKMUTb MX B OTKPbITbIN 4OCTYM.

HeobxoAMMOo KnaccudpuuUmMpoBaTb AaHHbIE B Ballel CUCTEME M ONPeaenTb K KaKOMy YPOBHIO
KPUTUYHOCTM OTHOCUTCA Kaxkdbl 610K AaHHbIX. KaxKaan KaTeropus AaHHbIX 3aTemM MOKeT HbITb
COOTHECEeHa C MpaBMAaMKU 3aLLMTbI, ONPEAENAEMbIMA AN KaKA0ro YPOBHA KPUTUYHOCTM.
Hanpumep, nybanyHas mapKeTUMHroBas MHGOPMaLMA, He ABASAIOLLAACA KOHOUAEHLUMANBbHOM,
MOXeT ObITb OTHeceHa K 0OLLeAoCTYMHbIM [AaHHbIM, KOTOPble MOMHO pasmellaTb Ha
0buen0CTynHOM carTe. Homepa KpeauTHbIX KapT MOXHO OTHECTU K NMepPCOHabHbIM AaHHbIM
Nnonb3oBaTeNel, KoTopble TPEOYIOT WMbPOBAHUA NPU UX XPAHEHUM UK Nepeaaye.

Mpn nepepave KOHPUAEHUMANbHBIX AaHHbIX Yepe3 nobyto ceTb HeobXoaMMO MPUMEHATb
CKBO3HYIO 3aWMUTy coeamHeHnn (nm wudposaHme). TLS, 6€30roBopoyHO, ABAAETCA CaMbIM
pacnpocTpaHeHHbIM n noaAepKmnBaembim Kpuntorpaduyecknm NPOTOKO/IOM,
obecneuymBaolWmnm besonacHoOCTb coeanHeHuin. OH MCNoAb3yeTcss BO MHOMMX cdepax (Beb-
NPUNOXKEHNA, BED-CyKObl, MOBUIbHbIE NPUIOKEHWA) ANs Be3onacHoM nepeaaym AaHHbIX MO
cetn. ina obecneyeHunsa 6ezonacHoCTM coeamnHeHn TLS HeoHX0AMMO NPaBUAIbHO HAaCTPOUTb.

OcHOBHaa nonb3a OT npoTokona TLS — 370 3aumTa [aHHbIX BEO-MPUAOKEHUI OT
HEeCaHKLMOHMPOBAHHOrO A0CTYNa U U3MEHEHNI NPU KX Nepeaadye Mexay KaveHTamum (Beb-
Hbpaysepammn) 1 cepBepom BEO-NPUMOKEHUA, A TaKKe MEXKIY CEPBEPOM BEH-MPUNOKEHNS K
BHYTPEHHUM CEpPBEPOM WAW APYTMMM, HE OTHOCALLMMWUCA K Opay3epy, KOMMOHEeHTamu
opraHusaumn.
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MepBoe NpaBWAO YMNpaBAEHWA KOHOMAEHUMANbHbIMM AaHHbIMWM — wK3beratb XpaHeHud

KOHOMAEHUMANbHBIX AAHHbIX, KOr4a 3TO BO3MOXHO. ECinM coxpaHsaTb KoHMAeHUMa bHbIe
OaHHble HeobxoAMMOo, TO ybeauTecb B Ha/MYMM Yy HUX KpUNTOrpaduyeckon 3alimTbl OT
HECAaHKLUMOHUPOBAHHOTO A0CTYNa U U3MEHEHN.

Kpuntorpadms aBAseTCA OAHOM M3 cambiXx Mepenosbix obnactel MHGOPMALMOHHOM
H6e30nacHOCTU, ee NOHUMaHWe TpebyeT OBWKMPHbIX 3HAHUI 1 onbiTa. TPYAHO BbIOpaTb Kakoe-
TO OAHO €AMHCTBEHHOE PeLleHWe, MOCKO/IbKY CYLWECTBYET MHOMECTBO Pa3HbIX MOAXOA0B K
LWNPPOBAHMIO, KaXKabl M3 KOTOPbIX MMEET CBOM NPEMMYLLIECTBA U HEAOCTATKM, KOTOPble BeD-
apXMTEKTOPbl M BebH-pa3paboTUMKKU [A0/MKHbI 4YeTKo MNoHMMaTb. bonee Toro, cepbesHoe
Kpuntorpadumyeckoe nccnenoaHme obb6I4YHO OCHOBLIBAETCS Ha BbICLIEN MaTeMaTUKe U TeopUn
Yymcen, YTo Co3Aa€eT BbICOKMI BXOLHOM MOPOT.

BMecTo c034aHMA HOBbIX a/ffOPUTMOB LWNPPOBAHUSA C HYAA, HACTOMYMBO PEKOMEHAyem
MCMNONb30BaTb PelleHns C OTKPbLITbIM MCXOAHbIM KOAOM, KOTOPble MPOLIAN HEe3aBUCUMYHD
aKkcnepTusy, Hanpumep, Google Tink maun Libsodium, a Takxe BO3MOX»HOCTM He3onacHoro

XPaHeHUs, BCTPOEHHbIe BO MHOTME cpeacTa pa3paboTkum MO 1 obnayHble cepsuchl.

MobubHbIE MPUNOKEHNA NPEACTaBAAIOT 0COBYIO FPyNmy PUCKa YTEYKM AAHHbIX, MOCKObKY
MOOWU/bHbIE YCTPOMCTBA PEryNAPHO TepAtTCA M BOPYKOTCA, HO NpM 3TOM cofepKaT
KOHPUAEHLMANbHbIE AaHHbIE.

Ha MoOWAbHbIX YCTPOMCTBAX HEOOXOAMMO XPaHWUTb MWHMMYM JaHHbIX. Ho ecanm Bam
HeoOXOAMMO XpPaHWTb KOHOMAEHUMaNbHbIE AaHHble Ha MOBMIBHOM YCTPOMCTBE, TO 3TU
[aHHble JO/MKHbI XPAaHUTLCA B CNeLManbHOM KaTanore, B Kaxaon mobunbHoin OC oH ceor. B
AHapouae 310 byaeT xpaHunuule kntoden Android, a 8 iOS — cBA3Ka Katoyen iOS.

CeKpeTHble KIOYM MCMOMb3YIOTCA B MPUIOKEHUAX ONA HECKONbKMX uenein. Hanpumep,
CEKpEeTHble KAYM MOryT MCMONb30BaTbCA ANA NOANMCK ToKeHOB JWT, 3alimTbl KPeaUTHbIX
KapT, Pa3fnyHbiXx GOpM ayTeHTUPUKALMMK, a TakKe ANa Apyrux OyHKUMIA obecnedyeHums
6e30MacHOCTM KPUTUYHBIX AaHHbIX. [1pKW yNpaBAeHUM KNHo4aMmM NPpUAEPKRUBANTECH CAeayoLWmMX
npasun:

obecneybTe 3aWMNTY CEKPETHbBIX KAKOYElN OT HECAHKLMOHMPOBAHHOMO A0CTYyNa;
XpPaHUTE KAYM B COOTBETCTBYIOWEM XPAHWU/IMLLE, KaK 3TO ONMUCAHO HUMXKE;

[

[

® 1ICN0/1b3yMTe HE3ABMUCUMbIE KHOUM, KOrda TPebYoTCA HECKOIbKO K/toYen;

® peann3yinTe BO3MOMKHOCTb 3aMeHbI a/ITOPUTMOB U K/TtOUYERN, MPN HEODXOAMMOCTH;
[

peannsymnTe B NPUNOKEHUMU MEXAHU3M CMEHbI K/THOYEN.
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MpUNOXKEHNsA coaepKaT OrPOMHOE KOIMYECTBO «CEKPETOBY, HEOOXOAMMbIX ANA BbINONHEHMUA
nNpoBepok 6He3onacHOCTM, Hanpumep, cepTuduKaTbl, naponn SQL-coeaMHEHWUN, y4YeTHble
OaHHble CTOPOHHUX  CNIYKO, naponu, SSH-kAto4n “ KJIt04 M wndpoBaHmAa.
HeCcaHKUMOHMPOBAHHOE pasrjlalleHne UAM U3MEHEHME 3TUX CEKPETOB MOXKET MPUBECTU K
NO/IHOM KOMMPOMETaUMM cuctembl. [pu ynpaBAeHUN CEKpPeTamMuM B MPUIONKEHUAX
NpUAePXKMBaANTECH CAEAYIOLMX MPaBU:

® He XPaHUTE CEKPETHbIE K/HOUN B KOAE, pannax KOHPUTypaLMn, a TaKKe He nepeaaBaiTe
NX Yepes nepemeHHble oKkpyxKeHua. Micnone3yinte GitRob nan TruffleHog ans noucka

CEeKPEeTOoB B PENO3NTOPUAX;
® ICMO/Ib3yNTe ANA KAKOYEM M NPOYMX CEKPEeTOB YPOBHA MPUIOXKEHWA ChneluvanbHble
xpaHunuwa, Hanpumep, KeyWhiz, npoekT Vault ot Komnanun Hashicorp nan Amazon

KMS, obecneymBatoime 6€30MacHOCTb XpaHEHMSA M AOCTyMNa K CEKPETHbIM K/AO4YaM BO
Bpems paboTbl MPUIOKEHUA.

e Ton-10 OWASP 2017 - A3: PasrnaweHne KOHPUAEHLUMAIbHbIX AaHHbIX
Ton-10 OWASP 2014 (mobunbHble ycTporcTea) - M2: HebeszonacHoe xpaHeHue AaHHbIX

MamaTtka OWASP: 3auimta TpaHCNOPTHOIO YPOBHSA

lvan Ristic: PekomeHaaumm no sHeapeHuto SSL/TLS

MamaTka OWASP: MpuHyamTenbHoe ncnonsbsoBaHne HTTPS (HSTS)

MNamatka OWASP: XpaHeHue B 3alimMdpoBaHHOM BMAE

Mamatka OWASP: XpaHeHMe naponen

Mamatka OWASP: ina pa3paboTtumkos iOS - HebeszonacHoe xpaHeHWe AaHHbIX

Pykosoacteo OWASP no TectupoBaHuto: TectnpoBaHue TLS

® SSlyze — mHTepdeinc KOMaHAHOM CTPOKKN 1 BUBAMOTEKA ANA CKAaHMPOBAHMA
KoHbuMrypaumin SSL
SSLLabs — 6ecnnaTHas cnykba 419 CKaHMPOBaHMUA 1 NPOBEPKKN KOHbUrypaLmin TLS/SSL
e OWASP O-Saft TLS Tool — MHCTpymMeHT ans TecTupoBaHua TLS-coegnHeHmin
GitRob — MHCTPYMEHT KOMaHAHOM CTPOKM A1A NONCKA KPUTUYHbIX AaHHbIX B
obuweaoctynHbix Gparnax Ha GitHub
TruffleHog — MHCTPYMEHT ANA NOMCKa CNy4aHO 3aKOMMMWYEHHbIX CEKPETOB
KeyWhiz — meHeaxep cekpeTtos
Hashicorp Vault — meHeaep cekpeTos

Amazon KMS — WMHCTpYMEHT ynpaBneHuna katovyamm Ha Amazon AWS
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C9: BHeapeHUe KypHaNMPOBaHNA N MOHUTOPUHIa cobbiTuiA 6esonacHoCTU

OnucaHue

BONbWKNHCTBO  Pa3paboTUMKOB  YiKe WCMOMb3YIOT  KYPHA/NMPOBaHWE Mpu  OTNadKke U
[MarHocTuKe. TaKKe BasKHO PerMcTpupoBaTh cObbITUA He30MacHOCTM (AaHHble, CBA3aHHbIE C
obecneyeHnem 6e€30MacHOCTM) BO BpemMs paboTbl MPUAOKEHNA. MOHUTOPUHT — 3TO «KUBOMN»
aHaNM3 MPUIONKEHUS W KypHanoB 6e30MacHOCTM C MOMOLLbIO  Pas/IMYHbIX CPeaCTB
aBTOMaTM3aUMK. TaKMe Ke UHCTPYMEHTbI W WabaoHbl MOTYT MPUMEHATHCA K BbIMOJAHAEMbIM
onepaumam, oTiaake u obecneyeHuto 6e3onacHoOCTU.

Monb3a oT XXypHanupoBaHUA cobbiTuit 6esonacHocTU

HypHanbl pernctpaumm cobbiTuii 6e30nacHOCTM MOTYT BbITb MCMOb30BaHbI ANA:

1) cHabkeHua cncTembl 0BHapPYKEHMA aTaK AaHHbIMM;
2) aHanu3a u paccnenoBaHns MHUMAEHTOB,;
3) BbINOAHEHMA TPEOOBAHMIA PETYNPYIOLLMX OPraHOB.

Peanusaumsa }KypHanmMposaHua cobbiTuit 6e3onacHoOCTH

Huwxke npeacTaBneHbl  pekoMeHZauuMu No  peanmsaumm  KypHaAMpoBaHuA  CODbITUIA
6e3onacHoCcTH.

e lIcnonb3yite cTaHAapTHble GOPMbl M CNOCODbLI pernctTpaumm cobbiTUin B CUCTEME U
MeXIy CMCTEMaMM Ballel opraHmsauuun. Mpumepom cTaHaapTHOM naatdopmbl ANA
perucTpaumm cobbiTuin ABNAOTCA CNYKObl KypHanuposaHua Apache (Apache Logging
Services), KoTopble ob6ecneymBatoT COBMECTMMOCTb KYPHA/NIMPOBAHMUA  Mexay
npuaoxeHnamm Ha Java, PHP, .NET n C++.

e He peructpupymte CAUWKOM MHOFO WAM CAMWKOM Mano AaHHbIX. Hanpumep,
ybeauTtecb B 06A3aTeIbHOM PEerncTpaumm BpeMeHHbIX METOK N MAEHTUDMKALMOHHbBIX
[aHHbIX, TaKMX KaK IP-aapec NCTOYHUKA M MAEHTUOUKATOP NONb30BaATENA, HO HUMKOTAA
He 3anucblBaliTe NepPCoOHabHble AN KOHOMAEHUMANbHBIE AaHHbIE,

e (Obpatnte ocoboe BHMMaAHME HA CUHXPOHM3AUMIO BPEMEHM MEXAy Yy3namu ANA
obecneyeHMA COrNacoBaHHOCTM BPEMEHHbIX METOK.
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VICI’IOJ’Ib3VMT€ AKYpHaamposaHne Ana onpegeneHna  akKTUBHOCTH, yKa3bIBaI'OLLI,EI71 Ha
Bpe,ﬂ,OHOCHbe;I XapaKTep ,El,el‘/JICTBl/IVI nonb3oBaTtena. [loTeHuManbHO OMNacHaA aKTMBHOCTD,

nogsiexaulaa permctpaunn:

® BBOAMMbIE AaHHbIe HAaX0AATCA 33 NpeaeNamMmn OXKMAAEMOro YNCIOBOroO AMANa3oHa;

e BBOAMMbIE AaHHble MOAUDULMPYIOT KOMMOHEHTbI, KOTOPblE [A0/IXHbI OCTaBaTbCA
HeM3MeHHbIMW  (CMMCOK  Bblibopa, MoAs  GAaXKKoB, MpoYMe  KOMMOHEHTbl C
OrPaHUYEHHbIM BBOAOM);

® 3aMpoChl, HapyLLaoLWme Npasmaa ynpasaeHmsa 40CTYNOM Ha CTOPOHE CepBepa;

e Honee NoAPOOHbIM CMUCOK MapPKEePOB aTak MOMKHO HalTX 34eChb.

Koroa npunoskeHne obHapykmBaeT NoaobHY aKTMBHOCTb, OHO AO/IKHO, KaK MUHUMYM,
3aperncTpmMpoBaTh 3TO COOLITUE M OTMETUTL €70 Kak onacHoe. B naeane npuaoxeHne aonxKHo
OKa3aTb NPOTUBOAENCTBME aTaKe, HANPUMeEp, NyTeM aHHYIMPOBAHMA CECCMM NONb30BATENS U
6NOKMPOBKM €ro y4yeTHOM 3anucu. MexaHu3m NPOTMBOLENCTBMSA MO3BOAAET Mporpamme
pearMpoBaTbh Ha 0OHaPYKMBAEMbIE aTaKM B PEaSIbHOM BPEMEHM.

Cucrema AKYPHa/IMpPOBaHMA  OO0/IXHaA CO34aBaTbCA WU O6Cﬂy>Kl/IBaTbCﬂ C Yy4deTom Tpe6OBaHl/ll\/ll

6e3sonacHocTv. ina obecneveHuns 6€30NacHOCTU KyPHAN0B PEKOMEHIYEeTCS:

® KOAMPOBATb M NPOBEPATb BCE MNOTEHLUMA/IbHO OMNacHble CUMBOJIbI Nepea X 3anmcbio B
KypHan ana npeaorspawleHna BHeAPEHWA AaHHbBIX AWM NOAAEKN KYPHA/IOB,

® OTKa3aTbCA OT PErucTpaumm KoHOMAEHUMaNbHbIX JAaHHbIX, TaKMX Kak Maposu,
NnOeHTUOMKATOPbI CeCccuit, Homepa KpeanTHbIX KapT UM COLMANbHOrO CTPaxoBaHMs;

® OCYWECTBAATb KOHTPO/b LENOCTHOCTM KYPHAZOB C LENblo  NpeaoTBpalleHuma
HEeCaHKLUMOHMPOBAHHbIX AENCTBUI C HUMMK Yepe3 ayauT paspelleHnin Ha paboTy c
dannamm XKypHanos M Npas Ha UX UIMEHEHWE;

® OTNPaBAATb KYPHa/bl PErncTpauMm OT pacnpeneneHHbIX CUCTEM B LUEHTPasbHYO,
He3onacHyto cyby }KypHanMpoBaHMA. ITO 06ecneynT COXPaHHOCTb XKyPHANNPYEMbIX
[aHHbIX MPW KOMMPOMETaUMW OTAE/bHbIX Y3/10B, @ TaKXKe UEeHTPasM30BaHHOCTb

MOHWUTOPWHTIA.
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o Mapkepbl atak OWASP AppSensor — KWCNOAb3YOTCA 404 onpedeneHma NonbITOK

3/10YMbILUNEHHWKA OOHAPYXNUTb B MPUIOKEHUM YASBMMOCTU UAN HEAOCTATKM
OWASP - BHeapeHWe OaHHbIX B *KypPHa/bl
OWASP - lNMoaaenka »ypHanos

Mamatka OWASP: }KypHaninposaHMe — Kak NpaBuIbHO peasin3oBaTb XKypHanpoBaHue
B NPUNOKEHUN

PykoBoacTBO pa3paboTtunka OWASP: *KypHanmpoBaHme
PykosoactBo OWASP no aHanunay koaa: BbissneHne oWwnbOoK KypHAAMPOBaHUA B KOJe

MpoekT OWASP: }ypHanuposaHue cobbiTMin 6e30nacHOCTH
Cny»bbl )KypHanmposaHma Apache

v3.0
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C10: Obsa3aTenbHan 06paboTka BCEX OLLMOOK U UCKAIOYEHUI

ObpaboTKa WMCKAYEHUI MO3BONMAET MPUAOKEHUIO pearmpoBaTb Ha pPas3inyHble OWwMbKM
(Hanpumep, cbol cetTM WAM NOAKMYEHUA K Dase AaHHbIX) PasAnyYHbIMKM  criocobamu.
KoppeKTHaa obpaboTka MCKAtOYeHMA M oWKMBOK NpocTo Heobxoamma Ans obecneyeHus
HaAeKHOCTM M 6e30MacHOCTM BalLEero Koaa.

OWKnBKM U WCKAtoYeHMs 06pabaTbiBatOTCA Ha BCEX YPOBHAX MPUIOMKEHMS, BKKOYan
KpUTUYECKyto BUsHec-10rmky, GyHKUMM 6e3onacHocTi 1 GpeimBOPKM.

ObpaboTKa oWMOBOK TaK:Ke BaxKkHa C TOYKM 3peHns obHapy»KeHUa aTak. HekoTopble aTakM Ha
MPUNOMNKEHNSA MOTYT BbI3bIBaTb OWMWOKKM, No3BoAAOLIME ODOHAPYKWUTL aTaky B npolecce ee
npoBeaeHms.

Nccneposatenu n3 YHmBepcuteTa TOPOHTO BbIACHWAW, YTO AaxKe HebOobLias ONIOWHOCTb Npu
06paboTKe OWMBOK AN UX ITHOPMPOBAHME MOXKET MPUBECTU K KpUTUYECKMM cbosam B paboTe

pacnpefesieHHbIX CUCTEM.

HekoppeKkTHana obpaboTKa OWNOOK MOXKET CTaTb MPUYMHON PA3/INUYHbIX YA3ZBUMOCTEN.

e YTeyKa AaHHbIX: pasrnalieHne KoHGUAEHUMaNbHOM MHPOPMALIMM B COODLLEHNAX 06
OlMBKAxX MOMET HenpegHaMepeHHO MOMOYb  3/10yMbllUNEHHMKaM. Hanpumep,
cooblieHne, cogeprKalllee TPaCCMPOBKY CTeKa MAM NOAPOOHOCTN BHYTPEHHEN OWNOKN,
MOXET MNpPeaoCTaBUTb 3/I0YMbILIZIEHHUKY [AaHHble O Ballem OKpy:KeHuu. [axe
Hebonblne pasanuma B 0OpaboTke oWMOOK (Hanpumep, cooblleHne o BBOAE
HEKOPPEKTHOTO MMEHM MO/b30BaTENA WAW HEKOPPEKTHOro Mapoas npu ownbke
ayTeHTUOMKaUMM) MOTYT CTaTb A/19 aTaKyHLWEro UCTOYHUKOM BaXKHOWM MHGOpPMaLMN.
Kak onucbiBanoch Bbille, HEOOXoAMMO obecrneynTb NoApobHOEe KypHa/NMpPOBaHUE
OLWNBOK ANA NPOBEAEHNA paccieOBaHNN U OTNaAKN, HO M3beraTb pasrialleHmsa aThx
[laHHbIX, 0COBEHHO BHELHUM KAWEHTaM.

e (06xon 3awutbl TLS: yassumoctb Apple "goto fail" 6bina cnepctBuem owwMOKM

ynpasneHna B Kode 06paboTkm owmnbok, KoTopas npuBoAMIa K  MOJHOM
KomnpomeTauum TLS-coeamHeHnin cuctem Apple.

e OrtKas B obcnykmBaHUM: oTcyTCTBME Ba30BOM 06PabOTKM OLIMOOK MOXKET NPUBECTU K
HepaboTocnocobHocTN cncTembl. OBbIYHO 3TO OTHOCUTEIbHO NPOCTaA B 3KCMyaTaLMm
yA3BMMOCTb.  [pyrme npobnembl ¢ 06paboTKon oWMBOK MOryT npuMBecTn K
NOBbILIEHHOMY MCNONb30BaHUIO pecypcoB LIM namn ancka n Takmm obpasom yxyawnTb
NPOU3BOAMNTE/IbHOCTb CUCTEMBI.
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https://www.usenix.org/system/files/conference/osdi14/osdi14-paper-yuan.pdf
https://www.usenix.org/system/files/conference/osdi14/osdi14-paper-yuan.pdf
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YnpaBnsamTe WCKIOYEHUAMM LIEHTPA/IM30BAHHO, 4YTOOblI M3beaTb aybanpoBaHumAa

610KMPOBOK try/catch B Koge. YoeanTech B KOPPEKTHON 06paboTke HenpeaBMaEeHHbIX
PEXMMOB PaboTbl BHYTPU MPUNOKEHMA.

YbeauTech B TOM, YTO BbIBOAMMbIE cO0bLLEHMA 06 OWMOKax He coaepKaT KPUTUYHbIX
[aHHbIX, HO NPW 3TOM CoZep:KaT AO0CTAaTOMHO MHPOPMALMM AR COOTBETCTBYIOLLENO
pearMpoBaHma Ha HUX.

ObecneybTe KypHANMPOBAHNE UCKAOYEHMA TaKMM 00pa3om, YTOObI CneumanmcTsl 13
KOMaHZbl TEXHUYECKOM NOAAEPHKKM, KOHTPOIA Ka4yecTBa, pacc/efoBaHnA UHUMAEHTOB
WM pearMpoBaHMA Ha aTakM MMeAN A0CTAaTOYHO AAaHHbIX 418 pelleHna npobaemsl.

TwaTenbHO NPOTECTUPYITE M NPOBEpPbTE Ko, 06paboTKM OLLIMOOK.

Pykosoactso OWASP no aHanunsy koaa: ObpaboTka owmnboK
Pykosoactso OWASP no tectnpoBaHmio: ObpaboTka owmnbok
OWASP: HekoppeKTHas 06paboTKa owwmnbok

CWE-209: Pa3rnatueHune nHbopmaumm B cooblieHmax ob owwmbrax
CWE-391: MrHopmnpoBaHue ownbok

Error Prone — WHCTpPyMeHT oOT Google Ans CcTaTMYecKoro aHanmMsa M Nnowucka
CTaHAAPTHbIX HeAOCTaTKOB B 06paboTke owmnbok Ana Java-pa3paboTymKos.

Chaos Monkey ot Netflix — oauH M3 Hambonee W3BECTHbIX aBTOMAaTUYECKMX

NHCTPYMEHTOB A/1A NOWNCKaA ownboK B 3aNyWweHHOM MPUNOKEHNN, HOTOprl‘/JI HaMepeHHO
OTK/KOYaeT KOMTIOHEHTbI CNCTEMDI, 4TOObI noaTrsepanTb KOPPEKTHOCTb
BOCCTaHOBNEHUA pa6OTOCI'IOCO6HOCTl/I BCemn C/'Iy)+(6b|.
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https://www.owasp.org/index.php/Error_Handling#Centralised_exception_handling_.28Struts_Example.29
https://www.owasp.org/index.php/Error_Handling
https://www.owasp.org/index.php/Testing_for_Error_Handling
https://www.owasp.org/index.php/Improper_Error_Handling
https://cwe.mitre.org/data/definitions/209.html
https://cwe.mitre.org/data/definitions/391.html
http://errorprone.info/
https://github.com/Netflix/SimianArmy
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[aHHbIN  OOKYMEHT HeobXOAMMO pPacCMaTpMBaTb Kak OTMPABHYKD TOYKY, a He Kak

l/IC‘-lepI'IbIBaI-OLLI,l/IIZ Ha6op MeTod0oB W MPAKTUK. Mbl ewe pa3 XOTMM OTMETUTb, YTO

npeacrtaBiaeHHble MaTepuaabl npeagHasHa4v4yeHbl 414 O3HaKOM/IEHNA C OCHOBaMM p83pa6OTKVI

6e3onacHOro NporpaMmmHoro obecneyeHus.

|_|pl/l CO34aHNN Nporpammel obecneyeHma Hes3onacHOCTM I'IpVIﬂO)KGHV]VI, peromeHAayeTcAa
BbINOJIHNTbL Caedytouimne warum:

1) o3HakommTtbea ¢ Ton-10 OWASP mn Ton-10 OWASP (mobuibHble ycTponctsa) And

2)

3)

NOHWMaHWA PUCKOB, CBA3AHHbIX C 6€30MaCHOCTbIO BED-NPUNOKEHNN;

cornacHo TpebosaHMio N 1 NpPOaKTMBHOM 3alWMTbl, BK/AOYMTb B MPOrpammy
obecneyeHnna bOeszonacHoM pa3paboTkM nodpobHeili cnucok mpebosaHuli K
besonacHocMu Ha OCHOBe CTaHAapToB, Hanpumep, CTaHAapTa NOATBEPXKAEHMA

besonacHocTu Beb-npunoxkeHun OWASP (ASVS) mn CraHaapTa noATBepXKAeHWSA

He3onacHoCTM MoBUAbHbIX NpuaoxkeHnn OWASP (MASVS);

03HakoMmuTbea ¢ nonoxennamm OWASP OpenSAMM ana 6onee obuwero noHMMaHms
Knto4eBbIx 610K0B co3aaHua 6eszonacHoro (0.

Ecan y Bac ocTanncb BOMPOChl K PYKOBOAMTENSAM MPOEKTa, TO NOAMNULIMTECH HA Hall CMMCOK
paccbinkM no aapecy https://lists.owasp.org/mailman/listinfo/owasp proactive controls.
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https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/OWASP_Mobile_Security_Project#tab=Top_10_Mobile_Risks
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://github.com/OWASP/owasp-masvs
https://github.com/OWASP/owasp-masvs
https://www.owasp.org/index.php/OWASP_SAMM_Project
https://lists.owasp.org/mailman/listinfo/owasp_proactive_controls
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