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S
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C
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C
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acking E

xposed
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S
trategy &

 M
etrics

E
stablish unified strategic roadm

ap for  
softw

are security w
ithin the organization

M
easure relative value of data and softw

are 
assets and choose risk tolerance

A
lign security expenditure w

ith relevant 
business indicators and asset value

A
. E

stim
ate business risk profile derived 

from
 secure developm

ent com
pliance goals 

B
. B

uild and m
aintain a P

C
I centric softw

are 
security program

 roadm
ap

A
. C

lassify data and softw
are applications 

handling or storing credit card inform
ation 

based on business risk 

B
. E

stablish and m
easure per classification 

security goals

A
. C

onduct periodic industry w
ide cost 

com
parisons of com

pliance efforts related to 
secure softw

are developm
ent 

B
. C

ollect m
etrics for historic security 

spending

1
2

3

C
oncrete list of the m

ost critical business-
level risks caused by softw

are w
ithin P

C
I 

scope 

Tailored roadm
ap that addresses the 

security needs for your organization w
ith 

m
inim

al overhead  

O
rganization-w

ide understanding of how
 the 

assurance program
 w

ill grow
 over tim

e  

C
ustom

ized com
pliance focused assurance 

plan per project 

O
rganization w

ide understanding of security 
relevance of data and softw

are applications   

B
etter inform

ed stakeholders w
ith respect to 

com
pliance efforts and risk acceptance

Inform
ation to m

ake inform
ed decisions on 

com
pliance related expenditures 

E
stim

ates of past financial loss linked to 
security issues and com

pliance 

P
er project consideration of com

pliance 
efforts and security expenses

O
bjective

A
ctivities

R
esults
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M
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hase 1 (A
ssessm

ent)
B

uilding a S
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K
ey B

enefits 
•

M
aps current security practices against recom

m
endations by the 

m
aturity m

odel 
•

H
ighlights gaps in S

D
LC

 
•

G
athers supporting evidence thought risk base testing approach 

•
O

ffers a head start to im
prove an organization’s softw

are security 
posture 
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P

eople G
aps 

•
S

ecure softw
are developm

ent training program
 

•
S

ecurity strategy aligned w
ith external com

pliance driver 

P
rocess G

aps 
•

G
uidance im

plem
enting a S

D
L such as; 

▪
S

ecurity A
rchitecture P

ractice 
▪

D
esign R

eview
 P

ractice 
▪

C
ode R

eview
 P

ractice 
▪

S
ecurity Testing P

ractice 
▪

Vulnerability M
anagem

ent P
ractice 

•
S

tandardize W
eb server and D

B
 server build processes 

•
S

ecurity &
 change control   

Technology G
aps 

•
D

evelopm
ent tools integrating w

ith security tools 
•

Tools for autom
ation of processes 
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•
R

ole based 
training 

•
S

ecurity Testing 
P

ractice 
•

R
em

ediation 
G

uidance 

•
R

ole based infra 
security training  

•
S

ecurity Testing 
P

ractice (inter/
ext) 

•
S

ecure 
architecture 
rem

ediation 
G

uidance 

•
R

eview
 policies 

and com
pliance 

•
R

eview
 strategy 

and m
etrics 

•
C

hange 
m

anagem
ent 

control, D
evO

ps 
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In P
rogress

S
uccess M

etrics A
chieved

S
uccess M

etrics To 
A

chieve for next phase
P

roject checkpoint 
D

ashboard update
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•
E

stablish and share strategic softw
are security roadm

ap 
•

D
eliver 15 m

inute S
ecurity B

row
n B

ags 
▪

D
elivered by groups (B

uilder, B
reakers, D

efenders) 
▪

S
am

ple topics: 
❑

A
pplication S

ecurity R
isks 101 

❑
P

C
I &

 The O
W

A
S

P Top 10 
❑

P
C

I &
 S

A
N

S
 Top 25  

❑
The S

ecure D
evelopm

ent Lifecycle 
•

B
uild S

hareP
oint like know

ledge base or repository to support security 
guidance 

•
B

uild S
tandards, policies (S

ecure D
evelopm

ent P
olicy) 

•
E

stablish P
roject A

udit P
ractice

S
trategy &

M
etrics

E
ducation &

 
G

uidance
P

olicy &
 

C
om

pliance
S

trategy &
 

M
etrics
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•
C

ontinue S
ecurity B

row
n B

ags 
•

C
onduct role base “hands on” technical training 

•
E

nhance rem
ediation guidance 

▪
Testing C

hecklist (C
R

, W
A

P
T, H

C
R

) 
▪

G
uidelines (W

S
C

:.N
E

T C
heat S

heets, H
ardening G

uides) 
•

C
onduct S

ecurity C
ode R

eview
s of applications w

ithin application risk 
portfolio 

•
C

onduct security tests of applications 
•

E
stablish point of contact and inform

al response team

C
ode 

R
eview

S
ecurity 

Testing
E

ducation &
 

G
uidance

Vulnerability  
M

anagem
ent
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•
B

uild Threat A
ssessm

ent practice 
•

C
onduct Threat A

ssessm
ents per project base 

•
P

rovide secure architecture design guidance and support 
•

D
ocum

ent and align security requirem
ents per project code 

base 
•

B
uild D

esign R
eview

 P
ractice per project code base 

•
E

xpand and continue C
ode R

eview
 and W

A
P

T practice

Threat 
A

ssessm
ent

D
esign 

R
eview

C
ode R

eview
E

nvironm
ent 

H
ardening

S
ecure 

A
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B
uilding a S

oftw
are S

ecurity P
rogram

•
D

ocum
ent m

etrics for security expenditure 
•

C
onduct industry w

ide cost com
parisons 

•
C

oordinate and enhance code release and relevant change 
m

anage procedures 
•

M
aintain form

al operational security guides

S
trategy &

 
M

etrics
O

perational 
E

nablem
ent
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•
80%

 C
R

 code coverage for Top 10 softw
are applications  

•
85%

 of projects updated w
ith security requirem

ents and 
design analysis

•
80%

 of stakeholders aw
are of threats per project code 

base 
•

80%
 of code base projects covered by security 

requirem
ents 

•
80%

 Vendors briefed on security requirem
ents and 

agreem
ents 

•
80%

 of applications in com
pliance w

ith policies and 
standards 

•
80%

 of staff know
ledgeable about policies and 

standards



.

M
cA

fee C
onfidential

S
om

e S
uccess M

etrics
B

uilding a S
oftw

are S
ecurity P

rogram



.

M
cA

fee C
onfidential

S
om

e S
uccess M

etrics
B

uilding a S
oftw

are S
ecurity P

rogram



.

M
cA

fee C
onfidential

S
um

m
ary

B
uilding a S

oftw
are S

ecurity P
rogram

•
S

S
M

A M
ethodology 

▪
G

overnance, C
onstruction, Verification and D

eploym
ent 

▪
3 m

aturity levels 
▪

S
D

L G
ap A

nalysis follow
ed by in depth audit 

•
C

ase S
tudy (S

S
M

 E
xecution) 

▪
Aw

areness &
 P

lanning  
▪

Training &
 Testing 

▪
Infrastructure &

 A
rchitecture 

▪
G

overnance &
 O

perational S
ecurity 

•
S

S
M

A K
ey B

enefits 
▪

C
om

parison of current S
D

L activities vs. best practices 
▪

C
ost effective guided approach supported by check points to 

ensure positive direction 
▪

A flexible plan to apply 
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