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Overview

The Open Web Application Security Project (OWASP) can be positioned for increased
membership and organizational growth per the background research (phase 1)
conducted by SisterWorks Publishing, LLC, (Sworks).

Know that the recommendations that will be presented at the end of phase 2 will be
centered around the findings gathered during this initial information-gathering phase.
We appreciate your patience, guidance and support. It was critical that our planning be
based on a deeper understanding of the organization’s current state and future vision of
itself (meetings with OWASP’s decision-makers were key); grounded on as many facts as
possible (setup of analytics on wiki); and, of course, informed by the needs and wants of
existing members, constituents, etc. (dissemination of several surveys).

Sworks will remain flexible, nimble and open to new ideas, continuing to learn about this
emerging market, the organization and its members, volunteers and staff. We've
discovered many valuable insights about OWASP. And, we look forward to sharing what
we’ve learned so far, as well as finalizing a doable, action-oriented marketing strategy by

project’s end. ,



Target Audience

Key Takeaways: YOU SHOULD KNOW THE LATEST IN SECURE WEB PROG
YOU SHOULD KNOWOWASES

e Highly-engaged security professionals who are
interested in growing and/or nurturing their
skills, staying engaged in the web security and
programming community and being able to
access relevant, timely and educational tools
and resources easily and “free,” preferably.

e There’s projected growth in high-tech jobs,
meaning more potential members for OWASP.
Most jobs center around information security
and online web application security. This
growth will see an increase in entry-level

: :_q' YE THE TOOLS, TECHNIQUES. AND EVALUATIONS YOU NEED, AND IT'S ALL IN ONE SPOT.
“OUR MATERIALS ARE ALL FREE TO EVERYONE. EVERY DAY. LEARN MORE AT WWW.OWASP.ORG.

OWASP: THE OPEN WEB APPLICATION SCURIIY PROJECT #\“‘

positions.
ECONOMIC
NSTITUTE
e Members are needed at all stages of their %
career; however, the organization seems to be High-Tech Job Growth Outpaces Private Sector
of most interest to entry-level to mid-level = Total Private Sector  WHigh-Tech Sector
professionals who are looking to network and 18.0% 16.2%

share with others, expanding the field. g

12.0%

8.2%

e  OWASP doesn’t view other organizations with

similar missions as competitors but as valued 6.0%

Change in Employment Since Key Dates

“partners” in the “community” work. 2128% g 26%
0.0%
e This audience prefers a direct, in-your-face Rt rg/
approach rather than “fluff” and/or “cutesy” e ooy
marketing efforts. B e e T o

Source: Bureau of Labor Statistics; calculations by Bay Area Council Economic Institute
Note: Projections assume an economy operating at full employment, o maximum sustainable output, per the BLS methodology



Industries to -

Beverage

43.6%

Target

Key Takeaways:

Corporations

e Approximately 85% of data breach investigations
exist in Food & Beverage, Retail and Hospitality
industries.

e Datasecurity is a top priority for corporations
(both for-profit and non-profit), commanding a
sizable chunk of their budgets and resources
(Fig 1, Appendix 1).

e A majority of organizations (91%) cite data
security as a critical or high priority issue, as a
result they allocate, on average, 16% of security
technology budget to this area
(Fig 2, Appendix 1).

e Dataloss and data protection are top mobile
security concerns; 23% of corporations are
concerned about mobile malware, as well

(Fig 3, Appendix 1).
. .. Customer Records
Universities I ot
89%

. Trade Secrets 62 Euall Audidramseti
e Higher education is focusing in on cyber security 3t feriord
education and integrating curriculum into all | R L
. » u « = Yo
aspects of higher education.

“Understand The State Of Data Security And Privacy: 2012 To 2013” - Forrester



Customer Relevance

Key Takeaways:

¢ This “qualitative” scatter diagram shows
where OWASP seems to be positioned among
its “partners” and/or competitors. The
background research showed that many
larger, membership-oriented organizations
are offering more accredited educational
opportunities and intense certification
programs that are up-to-date on industry
trends, as well. In order to meet the needs of
potential and current members, OWASP will
need to evaluate current membership
offerings and available programs, events, etc.
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¢ OWASP’s decision-makers value education,

Network
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@ IEEE GIAC

@ ISACA ACM
USENIX

® OWASP

community and the open-source platform.
The ability to offer “free” resources are key
to the organization’s existing messaging.

Since it’s also a part of their cultural identity,
it must play a primary role in future marketing
strategies, as well.

e Major considerations for this diagram
(Appendix 2) included: cost to join, amount of
conferences, size of the organization,
available educational opportunities, if any.
The correlations were formulated based on
best available information on the web.
Assumptions were made to finalize these
correlations.
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OWASP’s Marketing Channel Mix: Present

Key Takeaway:

Background research revealed that OWASP has tried several marketing strategies, to-date, with some success. However, low budgets
and limited staff have made coordinated and strategic efforts more challenging and harder to replicate across the organization,
particularly internationally. The Wiki, word-of-mouth and annual events are the primary marketing tools for OWASP. The “open”
bubbles below identify new opportunities, as we work to formulate strategies to maximize ROl in targeted marketing channels.
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The primary difference between push and pull marketing lies in how consumers are approached. In push marketing, the idea is to promote products
by pushing them to people. On the other hand, in pull marketing, the idea is to establish a loyal following and draw consumers to the products.

Sworks will work on a combined push-and-pull strategy that works best for OWASP, using a strategic marketing mix that fits within budget and  ©
resource allocations.



Analytics

Nov. 2011 — Nov. 2012



Wiki Management Summary

Key Ta keaways. Management Summary Nov 1, 2011 -Nov 30, 2012
Visits and Pages / Visit by Country 1 T... Eounce Rate Yisits by Source
* There were 2.6M unique visitors over last year, a 65.06%
Country / 2 i Z % L —_—
26% |ncrease. Terr'rtowly Visits Pages / Wisit Site Avg 65.065% (0004 /
dnited State 27 50 236 Top 10 Pages
* There was an 18.5% increase in unique visitors to Indiz 667 328 203 Page Pageviews Bounce Rate
the homepage YOY from the previous reporting Uniled King g5 51 222 A 945,535 1567%
. W 64.01% |
pel‘IOd Nov. 2011 — Nov. 2012. Germany 184,000 223 findex phpiCate z,srs,a«sg:n:ge
gory; OWASE T 358 471 59.50%
Canada 129,878 234 op_Ten_Praject W 16.17% (direct)
0, findex php/Cate SRl
* The average bounce rate at 6337/) over the IaSt e 1 22 gory:OE’\-’KSP_D 219039 A6.72% W 1.72% stackoverflow.com
two yea rs Birazil 119,715 222 ownload 50,249 Visits
ustralia findex phpf{ 55 1.02% bi
poetrl o il _(Crosi_gne_S 47‘522\43Itgg
. X Metherlands 86411 238 cripting)_Preve 208 497 7283% i ikised
* Top 5 countries are U.S., India, UK, Germany and o - o (o Chit 20 O.T5% en-wikipediacig
Canada ‘ e 16.35% Oth
. -phpiCate - - er
Unigue Visitors to Homepage 3&;{500\;\‘::?;, 195,440 53.80% TSROt
. ity 9 ’ i 554,731 et
Sl);ty four percent (64%) of OWASP’s search traffic T o NS oo Top 10 Search Terms
iS rom GOO |e. ssite_Seripting 166,309 B3.34 % ; i
g Unigue Visitors ) Keyword Visits
2.676.633 findex phpiCate mptsey (e
. . Ll gory: OWASE P 144 294 51.51%
*  The OWASP brand is strong in keyword searches e L Y fnot provided) 976 584
from search engines in 13% of visits—specifically Visits fidenshodl A s
- g ; e 129 877 78.90% owasp top 10 52784
searching for OWASP, while 87% are from referring 4,652,805 2riian Chest 2 e
. . . % of Total, 100,00V (4 552 805) STt wehgoat 28 449
or direct links to the site from newsletters and findsx phpiCte
h b . Mabile Visitors gory CWASP_ e S #ebscaab 21005
other member communications. amini Wetoat Froe —— 1651
% ot Total: 3870 (2,676,633 bl A finde phplChe cross site scripting 13,143
. . o, . i . . b Ot 123 B5R A0.35%
* Mobile receives 3.7% of unique visitors, including - xes 1240
those coming from tablets. owasp zap 3,781



Homepage Analysis

Key Takeaways:

¢ The primary performance indicators for the appeal of
any site are the Bounce Rate and Conversion Rates.
There are not any conversion goals currently set for
owasp.org; therefore, Sworks is using the measurement
of page views to membership-related pages versus
overall page views for the site as a type of conversion
metric for use in this analysis.

e Sworks created an audience segment for OWASP of
“Really Engaged Traffic.” This segment consists of visits
to the site where 3 or more pages were visited and
more than 3 minutes was spent on the site.

e “Engaged visitors” spend more time on the homepage
and have a lower exit rate. This could signify that users
have set the page as their homepage in order to come
back to the site often.

e Overall, the homepage has a lower bounce rate and
exit rate in comparison to most pages on the site,
therefore it appears to be performing to give visitors
what they are looking for.

Pageviews Unique Pageviews
Reallv Engaged Traffic 307,902 180,279
3.00% 2.13%
946,635 747,209

Al Visits
9.23% 8.82%

Mowv 1, 2011 Nov 30, 2012

Pages

ALL » pact: findex phpMsin_Page
Hurally Engaged Trallic % o ¢ n Thess resport a5 based on 2498065 visds B 37% of vists)
Al VIglts % of pageviss 9,20

Nawlgatlon Summary

@ Pageviews (Really Engsged Traffic) @ Pageviews (A1l Visits)
100,000

—f— m——
iy 2012 g 2012 2012 Orchoker 2012
Current Selection: findex.php/Main_Page  Show rows (10 [=

Entrances

agad Traffic 3744

Previous Pages

Previous Page Path Pageviews % Pageviews Hext Paie Path Pageviews % Pageviews

Really Engaged Trafiic 13913 065% Really Engaged Traffic 2309 13.00%

MIVisits 2 aT3 10 40% Al Vsl &0 fed 16.01%

Really Engaged Trafic -}-ra] 5.49% Really Engaged Traffic 21,140 B36%

All'ise 14509 549% AllVisits ram TE1%

Really Engaged Trafic 7450 463% Really Engagad Trafic ME1a 015%

MVt 11 Fd 4% AllVisals 45 g6 919%

Really Engaged Traflic 3728 232% Really Engaged Traflic nm 439%

AllYisis 4502 173% All'Yisits gpor a75%

Rially Engaged Traffic 3paz 182% Rusally Engaged Traffic 7Ret 310%

Al Vst 4B 164% Al Vil 15 FlH 310%

Really Engaged Trafiic 2006 181% Really Engaged Trafic 5047 275%

All Visits ao7e 154% AlYisits 11529 229%

 atad
Rieally Engaged Trafhe 2775 173% Risally Engaged Trallic 5,761 267%
Avg. Time on Page Entrances Bounce Rate % Exit
00:02:00 115,405 0.00% 7.53%
00:02:05 2.48% 65.38% 45.34%
00:01:48 615,916 45.67% 39.77%

00:02:05 13.24% 65.38% 45.34%



Page Analysis: Membership

Key Ta keaways : Pages Nov 1, 2011-Nov 30, 2012

& Really Engaged Traffic % of pageviews: 37.82% This reportis based on 249805 visits (5.37 % of visits)

& ANvVisits % of pageviews 100.00%

e Less than .5% of your page views are from
membership-related visits.

Explorer

Site Usage

e Visitors in the United States drive a

@ Pageviews (Really Engaged Traffic) @ Pageviews jAll Visits)

majority of membership page views, o

possibly showing that international

visitors are not utilizing the site and are 300 et

not joining. e ———— e

January 2012 Lpril 2012 July 2012 Qctober 2012

* Bounce rate and number of visits exiting
memberShlp pages; ShOWS that Pageviews Unigue Pageviews AVQ-P-;ETUH Entrances Bounce Rate % Exit Page Yalue
approximately 50% of the traffic to

. . . 20,488 13,951 00:02.03 1,490 0.00% 12.09% $0.00
mem berShIp pages are IeaV|ng the Slte Really Engaged Traffic % of Total: 0.20% % of Total 0.15% Site Awg: 0205 % of Total 00%% Site Aug: B9 35% Site Awg: 45 3% % of Total 000
{10 264,558 (5470728 (-1 B (4 62, 730 A0 ri (-7 %) 400y
from these pages.
43,238 33,843 00:02 .05 12,852 £8.99% 37.09% $0.00
All Visits % of Total 0.42% % of Total DATBE  Site fg: (0208 % of Tokat 0280 Site Aug: B 355 Sie g 455 % of Total 00084
{10261,888) (24707280 {0200 {4,652, 730) ez -2 20 {0001

e See Appendix 3 for top pages for
membership traffic.

e Additional campaign-level tracking will
yield a better analysis of targeted
membership pages.

10



Page Analysis: Top 10 Content

Key Takeaways:
Top Ten Pages
. Content on the Wiki is attractive 1000000
to OWASP’s visitors.
900000 -
. Three landing pages keep visitors 800000
for less than 1 minute 20 seconds: 700000 -
w
600000 -
—  Cheat Sheets 3
—  Attack fo 500000 W Pageviews
()
— OWASP Download & 400000 - B Unique Pageviews
300000 -
. . Entrances
. One page keeps visitors on site for 200000 -
more than 4 minutes, but 73% of
visitors leave the site completely 100000 -
after viewing this page: 0 -
. .. 1 2 3 4 5 6 7 8 9 10
— XSS Cross Site Scripting
Page
. Visitors are finding content via
search, bookmarking, link 1. https://www.owasp.org/index.php/Main
sharing, social media, etc. So, 2. https://www.owasp.org/index.php/Category:OWASP Top Ten Project
opportunities exist in cross 3. https://www.owasp.org/index.php/Category:OWASP_Download
promotion of similar content and 4. https://www.owasp.org/index.php/XSS (Cross Site Scripting) Preventi
keeping top content pages up-to- on_Cheat Sheet
d_ate-.Th"-:S"! pages are also key to 5. https://www.owasp.org/index.php/Category:OWASP WebScarab_Proje
highlighting new content ct
offerings and events via banners, 6. https://www.owasp.org/index.php/Cross-site_Scripting (XSS)
ads, etc. 7. https://www.owasp.org/index.php/Category:OWASP_Project

8. https://www.owasp.org/index.php/SQL Injection Prevention Cheat Sh
eet

9. https://www.owasp.org/index.php/Category:OWASP WebGoat Project

10. https://www.owasp.org/index.php/Cheat Sheets

11



https://www.owasp.org/index.php/Main_Page
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Download
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Category:OWASP_WebScarab_Project
https://www.owasp.org/index.php/Category:OWASP_WebScarab_Project
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://www.owasp.org/index.php/Category:OWASP_Project
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project
https://www.owasp.org/index.php/Cheat_Sheets

Countries with Opportunity (%)

Key Takeaways:
Top 5 Origin of Attack countries have low penetration within OWASP website.

Marketing opportunities exist within these demographics.

Country OWAS P Visits Origin of Attacks
Romania .01 4.1

Russian Federation .01 29.6

United Kingdom .01 3.5

United States 27.7 10.5

Vietnam .01 3.2

This incident data comes from Trustwave’s “2012 Global Security Report.” There were over 300 incidents used for this report.



SEO Performance

Key Takeaways:

- RQSLC\« ch
B Kajwords

Sixty-six percent (66%) of visits come
from organic search.

* Forty-six percent (46%) of unique
visitors (2,676,633 unique visitors per
this report’s time frame) use keywords
(Appendix 4).

*  OWASP has strength in link exchanges,
keywords, and copywriting.

* OWASP has extensive educational
copy available online. This content
lends itself to strong search engine
optimization.

13



Social Media Summary

Key Ta keaanS: Social Media Dashboard Nowv 1, 2011 - Nov 30, 2012
° FOFty-thl’ee percent (43% ) Of growth |n Social Visitors by Type Top Landing Pages For Facebook Visitors Visits from Social Sites
. . 213,881
. . . . . . Vanioab 5 fnnheed }
visits from social sites since the previous e ekl e e Tt v a5 TP
. . . e RhAbA 4074 7114%
reporting period (see appendix TBD) shay Bounce Rate frorm Social Sites
Aol ptiine 2110 BO.05% 70.34%
- Site Avg: 65 0% [2.1154)
o . . Aindex. phpdCate
* Top growth from social visits are from 76079 Ko Viekr o S T 1,208 .62% Top Landing Pages For Stadkaverton.
stackoverflow.com, Twitter, Facebook, and s s T R VU
. . M 23.92% Returning Yisitor gary: OWASE P 838 0.00% indexoh
L| n ked N 42,743 Unique Vistors rojert "raaie;‘_-’;ap T s
findex phpisate 9¢
o ‘isits by Social Source 352&53’:@%& 820 TIEEY i{ngg}{(pgrp
* Stackoverflow.com visits grew 37.6% from . d o
b Scripting) 10B54 7341%
& 5
|aSt yea r. N ) Top Landing Pages for Twitter Visitors En_r?;enetnlt
b _Shest
1‘ Landing Page Pageviews Bounce Rate FRAEHR
° _cl 0, H el findex, phpMdain i Category
Seventy-six percent (76%) of social visitors e 2% 55.67% W e
are new visitors. B 37 52% stackoverflow.com indexphpiCate b Brajes
50,248 Visits gory: OWASE_ 5 :
YWebScarah Pr 1378 64.94%
m9.40% t.co oject - Andex.php
. L. . . . 20,114 isits . M ateqory .
* Social visits show significantly higher 7.47% facebook.com AndsxphpiCha 529 saca Shon,  ®R WER
15,978 Yisits Ik Project
bounce rates of top level content and to s6% sacury sackeschangeco. [T - - s
. . 5 sits ross-of
website. Overall, there is a 70% bounce rate B opTen Projedt R
. . . . . o/ i ?,'gsosﬁs:t':ked'"'“m findex pharS0L t Forgery 7152 78.14%
from social visitors, which is 7.86% higher - _injecion_Prey 550 8003% LCsmm
35.45% Cther ention_Cheat_5 Pr%v;m\to
. . - n [-E]
than web visitors. amvists hest nCheal.
Visits from Social Sites wia Mobile
6,724
% of Total: 0.14% (4,852,805) M
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General Membership Survey Results

What could OWASP do to enhance your membership?

Key Takeaways:

* There were 450 respondents to this survey; 98% “Sometimes | have trouble finding items on the website.”
were paid members and 2% were corporate

“Make more online events and share the videos of the APPSec.”
supporters.

“Provide something useful or don't charge 50 bucks for a free Gmail account.”
* Forty percent (40%) of respondents heard about

OWASP through a colleague — word-of-mouth “Make the Wiki navigate-able. That thing is a nightmare to find anything. Also, help push
referrals are a major marketing tool the OWASP mission so it is a more recognizable brand.”

. . “For individual members, OWASP should offer more free web-based training videos and
* Fifty-seven percent (57%) of respondents interact documents. Free OWASP gear, t00.”

with OWASP monthly, half are interacting with
OWASP via the wiki (56%); attending local meetings “l “d like to better understand what is available as [a] part of my membership.”

(23%); and attending events (11%).

“Tell me what the benefits actually are.”

* Overall, 76% of respondents rate their interactions “Joined as part of signing up for conference and know nothing of resources or membership
with OWASP as helpful to very helpful, which is benefits.”

extremely positive.
Immediate access on the results of research for web application security.

* Eighty-two percent (82%) of respondents would
recommend an OWASP membership to a colleague.

“I d lik b
I e to e tter “A guide to the online resources might be helpful.”

un ders tan d Wh a t IS “It would be good to have a SME membership which allows small companies to participate

in OWASP. At the moment the gap between the individual and enterprise membership is
* too steep.”

available as [a] part of
“Use standard email and LinkedIn more to alert members of events for secure coding and

my m emberShip. 7”7 infosec in their local chapter areas.” "

“More exposure on a local basis, more meet-ups that are advertised via email or Twitter.”

“Be more marketed. It’s a shame not everyone who does web applications knows about it. |
have been in the industry 10 years before finding it.”




General Membership Survey

What do you value most about OWASP membership? This word cloud is just a glimpse of the key words

that came up most often when members were asked the question above. Information, security, meetings, resources and community
were repeated most often among members when asked what they valued most about their membership.
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APPSecUSA Survey

Key Takeaways:

What could OWASP do to enhance your membership?

* There were 109 respondents to this survey; 68% identified
themselves as paid individual members and 59% were

i > B “Let me know through e-mail what | can have.”
attending their first conference.

“l would like to know more about the OWASP projects and resources available
¢ Sixty-nine percent (69%) of attendees who completed this online.”

survey think the conference fee is worth the money because
they get a lot of value for the dollars spent. Only 16% percent “More stuff when we are a regular member.”
of respondents found some value to no value for the price of

attending. Fifteen percent found this question not applicable. More online learning experiences, mini-conferences.

-, . “Send me a list of what you feel the exclusive bengfits are.”
* Those surveyed felt very positive about the conference, saying ist of what you f AEESE i

it was organized (96%), the information was useful (87%), and

’ ) “Provide special early access to security threats.”
that there were quality talks/sessions (84%).

“Move from awareness and conference planning to improve concrete, practical, and
¢ Fifty percent (50%) of respondents heard about OWASP technically-accurate developer and security tester content.”

through a colleagues.
“Allow a way for OWASP members to communicate more easily about random
* Seventy-six percent (76%) of respondents interact with OWASP security topics. Maybe a special mailing list, forum or something. Not sure.”
every month or at least every three months. About 60% are
interacting with OWASP via the wiki; attending local meetings
(20%); and attending events (17%).

“Keep me informed about new information (tutorials, conferences, cheat sheets,
etc.)”

o ) ] “Distribute a regularly-produced, yet fun-to-read bulletin of hot topics in the
* Overall, 78% of respondents rate their interactions with OWASP Application Security space.”

as helpful to very helpful, which is great to know but there
seems to be a disconnect with some of the comments.

¢ Seventy-nine percent (79%) of respondents would recommend
an OWASP membership to a colleague.

“Keep me informed about new information...”

18



APPSecUSA Survey

What do you value most about OWASP membership? These event attendees highlighted the security “community” as the key
driver of value in an OWASP membership.
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APPSecLatam Survey Results

Key Takeaways:

What could OWASP do to enhance your membership?

¢ There were only 45 respondents to this survey: 27% were paid

members, 69% identified themselves as never being a paid “I'm not sure what the membership offers, will take a look on the website and think

member and 82% were attending their first conference. Thereisa about enrolling.”
definite disconnect about membership being tied to conference
attendance. “l would say that there are some plans in the road to help the community, including

news letters and more advertizing about OWASP.”
¢ Forty-two percent (42%) of attendees who completed this survey
think the conference fee is worth the money because they get a “Throw in some t-shirts! :D
lot of value for the dollars spent. Forty-two percent (42%) of
respondents found some value to no value for the price of
attending, as well. Sixteen percent (16%) found this question not
applicable. Those surveyed seem to be split on this question.

“Organize more local activities.”

“Nothing, it’s cool!”

* Those surveyed who felt very to extremely positive about the
conference, saying it was organized (91%), the information was

useful (67%), and that there were quality talks/sessions (87%). ”I 'm no t sure Wh at th e

¢ Fifty percent (40%) of respondents heard about OWASP through ; ;
colleagues, 27 % percent through their company, 16% through memberShlp Offers/ WII/ take
search engines, and only 2% were returning members. .

¢ Fifty-one percent (51%) of respondents interact with OWASP a IOOk On the WEbSIte an d
every month or at least every three months. About 70% are ’ . V4
interacting with OWASP via the wiki, primarily; attending local thlnk abOUt en rO//In g-

meetings (11%); and attending events (9%).

e OQverall, 69% of respondents rate their interactions with OWASP as
helpful to very helpful.

¢ Fifty-eight percent (58%) of respondents would recommend an
OWASP membership to a colleague; 31% fall in the “maybe” 20
category.



APPSECLatam Survey

What do you value most about OWASP membership? This word cloud didn’t discern any primary words except “security,”
“application” and “professionals.” It’s interesting that words like “community” and “events,” which stood out in the general
membership and APPSecUSA surveys aren’t even mentioned among this audience. However, it could just be an English as the
second language issue.

5 c
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TERM

Bounce Rate:

Conversion Rate:

Keywords:

Organic Search:

Page Views:

Pay-Per-Click (PPC):

Search Engine Optimization
(SEO):

Unique Visitors:

DEFINITION

This Internet marketing term is used in web traffic analysis. It represents the percentage of visitors who enter the site and
"bounce" (leave the site) rather than continue viewing other pages within the same site.

The proportion of visitors to a website who take action to go beyond a casual content view or website visit, as a result of subtle
or direct requests from marketers, advertisers, and content creators. For example, conversion rate = number of goal
achievements/visits.

the actual search terms or keywords typed into search engines and which search engines are preferred by their targeted
audience.

listings on search engine results pages that appear because of their relevance to the search terms, as opposed to their being
advertisements. In contrast, non-organic search results may include pay per click advertising.

They are counted as part of web analytics. For the owner of the site, this information can be useful to see if any change in the
“page” (such as the information or the way it is presented) results in more visits. If there are any advertisements on the page,
the publishers would also be interested in the number of page views to determine their expected revenue from the ads. For
this reason, it is a term that is used widely for Internet marketing and advertising.

This term is an Internet advertising model used to direct traffic to websites, where advertisers pay the publisher (typically a
website owner) when the ad is clicked. With search engines, advertisers typically bid on keyword phrases relevant to their
target market. Content sites commonly charge a fixed price per click rather than use a bidding system. PPC "display"
advertisements, also known as "banner" ads, are shown on web sites or search engine results with related content that have
agreed to show ads. This approach differs from the "pay per impression" methods used in Facebook, television and newspaper
advertising. Similar to the pay per click model which often uses a bidding system, with the online pay per impression method,
advertisers bid how much they are willing to spend for their ad to show up 1000 times. (/t’s also called Cost-Per-Click.)

The process of affecting the visibility of a website or a web page in a search engine's "natural" or un-paid ("organic") search
results.

A count of how many different people access a Web site. For example, if a user leaves and comes back to the site five times
during the measurement period, that person is counted as one unique visitor, but would count as five "user sessions.” Unique
visitors are determined by the number of unique IP addresses on incoming requests that a site receives, but this can never be
100% accurate. Depending on configuration issues and type of ISP service, in some cases, one IP address can represent many
users; in other cases, several IP addresses can be from the same user.
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Appendix 1: Forrester Data

“In 2012, what percentage of your firm’s IT security budget will go to the following technology areas?”

Identity
management Other
7% 1%
Content security Network security
8% 24%
Risk and compliance management
Fig. 1 "
Client threat management
10% Data security
16%
Application security 40% of enterprises and 34%
1% Security of SMBs expect to increase
operations budget for data security
14% from 2012 to 2013.

Base: 1,397 North American and European IT security decision-makers
at companies with 20 or more employees

Fig. 2

Source: Forrsiahts Security Survey, 02 2012

“What are your firm’s plans to adopt the following data security and
information risk management technologies?”

0% Network storage
encryption (e.g., PFP
Metshare, NetApp/Decru)
25% Database vulnerability
Data leak prevention | assessment, monitoring,
20% and auditing
* # Records management

“Expanding/upgrading”

Enterprise rights management
or “Planning to P g g

& Database encryption

implement in the 15% eDiscovery (e ?.,Oracle, RSA,
next 12 months” Voltage, Vormetric)
10%
Centralized key management
s solution (e.g., PGP, Varonis, Nubridges)
0%
0% 5% 10% 15% 20% 25% 30%

“Implemented, not expanding”

Base: 1,064 North American and European IT security decision-makers
at companies with 20 or more employees

Source: Forrsights Security Survey, 02 2012

Fig. 3

“How concerned is your firm with the following for mobile security issues?”

4 W3 m:2

5 -Very concerned
2%

Data loss due to device loss or device theft 49% 26%

The lack of data protection or data leak

prevention capabilities on mobile devices el

The inconsistency in protection capabilities

[ 1 - Not at all concerned [l Don't know/does not apply

3%
4%1 11%
o o[l

1%

1%

provided by different mobile platforms 2t
1%
The lack of segregation between corporate
data/content and consumer data/content 30% 28%
5%q ;1%
Enforcing acceptable usage policies on 2%
mobile devices (e.g., URL filtering, 22% 30%

acceptable consumer apps)

Base: 538 North American and European enterprise T security decision-makers at
companies with 1,000 or more employees

Source: Forrsights Security Survey, Q2 2012 25



Appendix 2: Other Member Organizations

Administrators [LOPSA)

Founding, Complimentary and
Hoborany

Assodiation for Computing Machinery [ACM) | 599 to 5198 1040, D00+ affiliated Ongs, Joint Societies, |Educational Resources  |Global Wes 11 170 local, 35 spedial interest
Professional (2], Lifetime, Senior |for schools, Learning groups, 500 college and university
Member, Distinguished Canter with books, chapters
Member, Fellow Member courses, tech packs and
learning paths, skillsoft
and discounts with NYU-
Poly and Stevens
Institute of TechNology
Global Information Assurance Certification nfa na 42 663 certifications; IT  |Global Wes 5 COmMMuUnity SAMS
[Glac) and SAMS Institute (Escal Institute of sequrity certifications
Advanced TechMologies) workdwide
Hackformers Hone n'a n'a n'a localized in | Mo n'a n'a
Us
Information Systems Security Association 530 to 5995 10,000 Corporate, General, wel Conferences, Global Wes 35 100
[1554) Government and Student webin/ars, Forums
Infracuard” 50 nfa Member downloads, acoess to FBI [Mational | Yes per local chapters so hard |nfa
trainings to tell
Institute of Electrical and Electronics 513.50 to 5185 2040, 0 Student, Members, Socety online degress, Global Wes 1300+ A000+
Engineers (IEEE}" affiliates, Senior Members, certifications and
Fellows, HoMorary, Life COUrses
Kembers and Life Fellows
Intemational Association of Privacy 55010 5250 S500 Professional, Government, Not- | Certifications: In-Person, |Global Wes 4 n/a
professionals (LAPP) for-profit, Higher Ed, Student | Media-based, practice
tests and Web
Conferences
Intemet Systems Consortium [15C) na nfa na knowledze base, Global Mo No n/a
technical workshops,
sofbware support
ISACA 425 to $200 95,000 hember certifications, degrees,  |Global Yes 5-Apr 200
kMowledze center,
bookstore
League of Professionyal System 50 to 550 nfa Member, Charter, Student, chat room, blog Global Mo 19
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Append

X 2 Cont.

OWASP $50 to 55000 1898 Corporate, Individual, Global, None Global Yes 8to 12 200+
Government, Academic,
Organizations|
Security Bsides None Community wiki None Community driven Global Yes 3 nfa
The Advanced Computing Systems $20-5495 nfa USENIX Individual, LISA SIG n/a Global Yes 140
Association (USENIX) Member, Joint, Student and
Student Joint, Educational,
Cormprate
The HoneyNet Project None 507 n/a grassroots education Global Yes 2 45

A offers full and half year membership options

? parntership between U.S. businesses and FBI




Appendix 3: Top Membership Pages

Page Pageviews W Unique Pageviews Avg. Time on Page Entrances Bounce Rate % Exit
1. findex php/Membership @

Really Engaged Traffic 9,201 6,277 00:02:11 689 0.00% 12.15%

All Visits 19,538 16,143 00:02:27 6,072 a7.05% IT.3T%
2. findex_php/Mewmembership @

Really Engaged Traffic 3,949 2,682 00:01:55 205 0.00% 5.03%

All Visits 6,649 5,048 00:01:37 1,062 29.85% 19.06%
3. findex php/Membership/2012_Election el

Really Engaged Traffic 2,645 1,658 00:01:36 335 0.00% 9.87%

All Visits 7,376 5,886 00:01:45 3,297 68.91% 42.68%
4. findex.php/Membership_Map ]

Really Engaged Traffic 2,570 1,791 00:03:15 1z 0.00% 24 63%

All Visits 5,476 4,265 00:02:50 913 59.15% 51.02%
5. lindex. php?title=Special:UserLogin&returnto=Membership ]

Really Engaged Traffic 373 37 00:00:35 0 0.00% 0.00%

All Visits 503 447 00:00:29 19 0.00% 0.00%
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endix 4: SEO Data

Visits by Source

Keyword Analysis

- % of unique visitors: 45.67%

Targeting

Page Title

OWASP

Category:OWASP Top Ten Project - OYWASP
CategaryOWASE Top Ten Project - DWWVASP
Category:OWASP Download - OWASP
Category:OWASE WebScarab Project - OWASP
Category:OWASE WebGoat Project - DWASP
Main Page - OWASP

Category OWASE Project - OWASP

SOL Injection - OWASF

Top 10 2010 - OWASP

Cross-site Scripting (< 55) - OWASP

Top 10 201 0-Main - CWASP

Cheat Sheets - OWASP

Web Goat Installation - DVAASP

Cross-site Scripting (% 55) - OWASP
Category:Mulnerability - OWWAIP

OWASP Ted Attack Proyy Project - OWASP
OWASP Guide Project - OWWASP

OWASP Testing Project - OWASP

Web Application Firawall - OYWASP

M 64.01% google
2,978,618 Vists

W 16.17% (direct)
752,404 Visits

W 1.72% stackoverflow.com
80,249 Visits

1.02% bing
47522 Visits
SEQ Performance
W 0.73% en.wikipedia.org
34,182 Visits h % of wisits: 65 88%

16.35% Other Organic By Month

758,830 Vists
Wetric Group

Nov 1, 2011 - Nov 30, 2012 ® Visits

14,000
This report is based on 248805 visits (5.37 % of visite).

L
;

Keyword Unique Visitors Aug Page Load

Nov 1, 2011 - Nov 30, 2012

frme ) January 2012

owasp 108,495 11.50

owasp 30,5m 1.87

awasp top 10 26,908 389

owWasn 19,521 383

webscarab 18,309 453

webgoat 17,658 16.94 Horthiof Y ear
owasp 16,968 3146 1. 2210
awasp 15,273 404 2. 20211
sl injection 14,008 7.31 3 20203
awasptop 10 14,007 228 4. 20111
cross site scripting 11,157 7/ 5. 201202
awasp tap 10 11,157 185 6. 201209
awasp 9,704 255 7oo202m
webgoat 8,791 514 8. 20205
xss 8,196 7.4 9. 20208
owasp 7432 3.08 100 201204
awasp zap 7321 374 1. 201207
awasp 747 284 12, 201208
owasp 6,985 629 13. 201112
weh application firewall 6,911 12.56

april 2012 July 2012

Wisits

3,066,234

Bounce Rate

64.85%

Crtaber 2012

% of Total: 65 56% (4 562605) Site Aug: G50V [-0.334)

Visits

282,518
274,027
251,892
247,917
246,637
232,409
230,500
229,71
222,237
216,021
215,377
212,200

203,778

Bounce Rate

B5.17%
B495%
B5.11%
65.02%
6628%
54.46%
BE37%
6342%
B437%
B3.49%
64.22%
6399%

65.86%

Rowve1-13a113
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