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WHAT WE KNOW ABOUT
CYBER-CRIME?



“JL*) conventions
PO

ciber-. 1. Elemento compositivo prefijo, creado por acortamiento del adjetivo cibernético, que forma
parte de terminos relacionados con el mundo de las computadoras u ordenadores y de la realidad
virtual.

SENORA! Soy un T800, he venido del futuro a robarle la tarjeta monedero.... ‘f 4
\




WHAT WE KNOW ABOUT CYBER-CRIME?

intelCrawler [ - BT

Arab Winter? - Malware infects the Middle East. Large
Number of Islamic Mobile Banking Customers are
Compromised

ARAB WINTER

27.000 SMS INTERCEPTADOS




Omcial Blog of Trustwave's SpiderLabs «

Trustwave advancing the security

» A ' SpiderLabs s an elve team of ethical
rUS Wave ~~ 7 AWl hackers, investigators and researchers al
7 s !
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Look What | Found: Moar Pony!

In our las o s of "Look What | Found™ we talked about a fairly large instance of the Pory Botnet
Controller. With the sowrce code of Pony leaked and In the wild, we continue 1o see new nstances and o
of Pony 1.9, One of the atest iInstances we've run Into is larger than the last with stolen credentials for
approximatety two million compromised accounts.

With so0 much data In cur hands, we thought it would be Interesting 1o look Info some statistics regarding this
particular attack.

We'll start off with the final numbers, and then break It down
- 1,580,000 wobsite login credentials stolen

~320,000 emal account credentials stolen

~41,000 FTP account credentiais stolen

«3,000 Remote Daskiop credentials stolen

~3,000 Secure Shell account credentials stolen

MOAR PONY!

1.580,00 WEBSITE LOGIN CREDENTIALS
320,000 EMAIL ACCOUNTS

41,000 FTP ACCOUNT CREDENTIALS
3.000 RDP

3.000 SSH ACCESS




WHAT WE KNOW ABOUT CYBER-CRIME?

APTL

IR ANDIANT  ™aariamecass sacoucts stances Taswns  cousany  NEws & EviNTs sy e Obama runs first law about
cybersecurity.
e CISPA (Cyber Intelligence
Mandiant Intelligence Center Repart Sharing and Protection Act) is
AFT1: B Oms of Chiaw's Oypéc Splennge e runing again
e Mandiant, presents at RSA
Conference new SOC.

APT1: Exposing One of Digital Appendix &
China's Cyber Espionage Indicators
Units - Al morw than 3 000 AFTY

= SO g g doma Securestate talk at 2005 about this
et rack: AT, Thm e group and there tools...

nashes of maswirs in APT 'y
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(') arseny of digital weapons
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WHAT WE KNOW ABOUT CYBER-CRIME?

ebsonSecurity

depth security news and investigation

“Eo0T
\gged: SpyZeuS

12 Web Fraud 2.0 — 28 Commenis

visiting the SpyEye/ZeuS Merger Recent Posts

ard Backlog Exten

r 2010, | discovered that the authors of the SpyEye and I:—.r:?—;r ‘ ;‘.""A‘
king Trojans — once competitors in the market for botnet bzt l ":.A‘]"' :
and management Kkits — were planning to Kkill further ”_:‘f:‘_"';“"".l*' i ‘ J
ent of ZeuS and fuse the two malware families Into one I N
an. Initially, | heard some skepticism from folks in the '11 R
community about this. But three months later, security o e
re starting to catch glimpses of this new hybrid Trgjan in larget preac

- Time to Harden Yous
with the authoris) shipping a series of beta releases that £ ‘ ‘ '




WHAT WE KNOW ABOUT CYBER-CRIME?

Meet the Zberp Trojan

BY DANA TAMIR -~

Cateqoﬂes: Advanced Threa
£3 share CRIMINEEY : W Twoet 221 [msnm 411 m 614
® 0 Sidenotes

Dana Tamir

A New Trojan in Town: Meet Zberp

Trusteer researchers recently discovered a new Trojan that has been targeting more

than 450 financial institutions around the world, mainly in the U.S., U.K. and Australia.
The new Trojan, which seems to be a variant of the well-known Zeus Trojan (a.k.a. W Follow @DanaTamir

Zbot), also demonstrates behaviors associated with the Carberp Trojan family. Dana Tamir is Director of

Therefore, we named it the Zberp Trojan. Enterprise Security at Trusteer,
and IBM Company, In her role she
lends activities related 10

According to an analysis conducted by Trusteer researchers Martin G. Korman and Tal enterprise advanced threat

Darsan, the Trojan seems to have been assembled from the leaked source code of two PrOISCHON SoRAions. With over 8

well-known Trojans: Zeus and Carberp. The Zeus source code was exposed to the
, A =, S0 SEE ALL POSTS
public in 2011, and it is already used by some criminal groups that customize its

behavior and develop new features. The Carberp source code was
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It's time back to “reality

uUnN orofesiom

El cnbercnmen una
delincuencia orgamzada que
genera miles de millones

- S5

Cybercri
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McAfee informa sobre una nueva

generacion de cibercrimen organizado

El estudio revela como adolescentes con amplio dominio de
Internel y escasos catorce afos se sienten atraidos por &l crimen
clbarnético debido a la celebridad de los criminales de alta
1ecnologla y |a promesa de beneficios monetarios sin 108 riesgos
ﬁpbco' de los delitos tradicionales,
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DOC! TENEMOS QUE VOLVER AL PASADO!

’
\

Y EVITAR QUE LOS PADRES DE BRIAN KREBS SE CONOZCAN!

GUATERMARD







“) Understand Cyber-Crime activities

Indetectables Damagel.abs
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;’-&» ) Understand Cyber-Crime activities
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LAYER #2




PN; VIS Mme 24/7 instant exchange
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This resource is a dosed platform. The registration fee is $50.
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LAYER #3
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Understand Cyber-Crime activities

LAYER #3
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LAYER #4




:5 WHAT WE KNOW ABOUT CYBER-CRIME?

4

Maza

TopSecurity

FINAL SCENARIO

-

Korovka



Previously on...



-o» Previously
SO

Previously on...

* First year, without new Banking Trojans. (Except’'s KINS aka Kasper)

* Symlink Arrested (January)

* Paunch Arrested (BlackHole Exploit Kit) (OCTOBER)

* FBI shut down SilkRoad and they arrest Ross Willian Ulbrich. (OCTOBER)

* Target Breach. :-) - (NOVEMBER/DECEMBER)

* FBI With Spanish Police Cooperation take’s down Liberty Reserver and arrest
CEO.— (MAY 2013)

* ZeusP2P (Game Over) and CryptoLocker Take down. - (MAY/JUN 2014) @




-O» Previously
SO

Has been a special year in the volition of the
Industry of cyber-Crime

* The feeling of impunity begins to disappear.
* Groups midlevel begin to close and professionalize their assets.
* Ironically, the vetted gang’s start to show some gaps.
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SO

These Changes are due to

* Detentions.

* Proliferation of bloggers / twitters 'investigating' cybercrime scene. (PrOn stars)
* Insider Researchers.

* Leaks (Pasties, services...)




") swoT ANALYSIS

Conclusions







OUR SERVICES

New Trends at Cyber-Crime Industry

POS

POS Malware - POINT OF SALES SYSTEM

TOR BASED
NEW MOBILE MALWARE (EG: TOR BASED)

CRYPTOCURRENCIES

Bitcoin, Litecoin, DogeCoin just Crypto Malware Miners!




OUR SERVICES

POS POINT OF SALE,
e BUT WHY?

Optional

P 1821661 4
SUBNET 266 2652550

- Q The lack of a Banking Trojan for sale and the large

Switch s == increase in demand for cards has moved many
coanECTION players in this business.

Q Citadel users move there business to this new
© system.

Intornet

Grows offer POS malware sales.

P 192.162.1.7 P12 Was P 18216815
SUBNET 2552652550 SUBNET 2556 2052550 SUBNET 2552552550
D8 SERVER 192.168.14 D8 SERVER %2 ' 4 DB SERVER 192168 1 4




“JL°) OUR SERVICES

—
POS POINT OF SALE,

What we found on markets?

Soraya

Para los amigos, la "poyeya”

| The Beauty,
@ Alina Malware the Bad,

the Ugly

Dexter Malware

and

@ Guest start
BlackPos
@ Soraya @




OUR SERVICES

POS POINT OF SALE,

Sofware as Service? of coursel!

Welcome, admin

Logowt
e - - B
o

Statistics

New bots Dast 24 h) loey Doy
,\.'_ L ‘\".‘- fo® A bve bot
Procuctive oty (last 24 n noe bor

New dumes (last 24 1 e produciive bots

Tota &




B ‘) OUR SERVICES

Mobile Malware
| Uses new resources like TOR.
. o | |
Increase of Injections with support for mobile
| malware.
Mobile malware for sale:

eiBanking (as Service).

ePerkele




OUR SERVICES

|IBanking Malware

My projects Phone list SMS list All SMS list All Call list Sounds Contact list Url report

My etiects | Mone st Project: 500 | Phonwi nene |  Feb 37, 2014 06:24:26 | Usar Android €]
Refresh
Telophane number 10CI0 Nodel 0s L8] Last command send Last command Control member Phone status Commands
22000 e 00 4 mOMEMRIN0S Urkoow ach Aarose 64 MRS b SRR sortect bel (pe ¢ B00004 0 S OFF | Call OFF | Raw OFF 1 Saact commang 3

My progects MMone st Prajert: SO0 | Mhoneinone | Feb 27, 2014 082058 | ear: Android 6

Project 10 Phone count
0 ! 3

(5]




OUR SERVICES

Perkele Malware
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CryptoCurrencies

Market Price (USD)

1,500

1.000

[Harkct Price (USD) 663}

500

Market Price (USD)

Jan'13 Feb'13 Mar "13 Apr “13 May ‘13 Jun’i3 Jul*13 Aug ‘13 Sep “13 Oct'13 Nov ‘13 Dec '13
10 Days - 60 Days - 180 Days - 1 Year - All Time Loganthmic Scale - 7 day average - Show data pomnts - (CSV - JSON




CryptoCurrencies

Statistic
Clients
total: 147679
Activity last Week: 119982 (81%)
Activity last 24 h: 71749 (48%)
Activily last 30 m: 20307 (13%)
Hash rate total: 344124 .15
Average Hash rate: 233
Hash rate 24 hrs: 176008.80

Hash rate 30 min: 51362.38




Countries

indla
Spain
Thalland

Brazll

United States

Mexico
Vietnam
Argentina
Romanlia
Egypt
Raly
Turkey
Peru
Colombla

CryptoCurrencies

15975 (10%)

9677 (6%)
9167 (6%)
9093 (6%)
8811 (5%)
6700 (4%)
5906 (3%)
5014 (3%)
5006 (3%)
4601 (3%)
4227 (2%)
3503 (2%)
3428 (2%)
3267 (2%)




B ‘) OUR SERVICES

CryptoCurrencies

TOTAL HASH RATE 24H HASH RATE

Expected Rewards Expected Rewards

24 hours 12424818819 LTC  1279.26 EUR 24 hours 63.54593438 LTC 654,52 EUR
7 days 869.73731731LTC  8954.82 EUR 7 days 44482154063 LTC  4581.66 EUR

30 days 3727.44564560 LTC 38377.78 EUR 30 days 1906.37803125LTC 19635.69 EUR
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Brian Krebs

18/Dec/2013: Sources: Target Investigating Data Breach

20/Dec/2013: Cards Stolen in Target Breach Flood Underground Markets

22/Dec/2013: Non-US Cards Used At Target Fetch Premium

24/Dec/2013: Who's Selling Credit Cards from Target?

10/Jan/2014: Target: Names, Emails, Phone Numbers on Up To 70 Million Customers Stolen
15/Jan/2014: A First Look at the Target Intrusion, Malware

16/Jan/2014: A Closer Look at the Target Malware, Part Il

29/Jan/2014: New Clues in the Target Breach

04/Feb/2014: These Guys Battled BlackPOS at a Retailer

05/Feb/2014: Target Hackers Broke in Via HVAC Company TARGEI
12/Feb/2014: Email Attack on Vendor Set Up Breach at Target

19/Feb/2014: Fire Sale on Cards Stolen in Target Breach
25/Feb/2014: Card Backlog Extends Pain from Target Breach




Examples

— gt be e —

) i s to 5 2
J About the breach

What happened?

A message to our "
Has the issue been resolved?
Does that information include social security numbers?

Do you think you will find anything else?

About the breach | HOw could Target let all this credit and debit card information get accessed?

How can | be assured you are taking the steps to protect my information in the future?

" | TARGET




Examples







") Intelligence

INTELLIGENCE

=HUNIMALWAREL!

¥ Jexiy?

UN MAtWAREm

-~ UNIALWARE!! @



INTELL

INTELLIGENCE

e Emerging threat research ‘
= Strategic partnerships to share intelligence

» Tailored threat focus areas

 Live, dynamic intelligence feeds with advanced

» Actively tracking of cybercrime element

e Daily emerging threat reviews

» Awareness of the changing technology and business environment

= Metrics and rending data for multiple key threat indicators

e Recommendations on improved and refined processes

* Botnet monitoring and analysi . -
otnet monitoring and analysis = Emerging tech review

e Malware reverse engineering
IN-TE-LLI-GEN-CE B Lo arsgemen
e Reputation scans ° Vendor_ma_nager_nent .
r 1 - - Deep web monitoring = Executive identity monitoring
- = Social engineering threats
» Spoofed websites

 All Source Intelligence
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Simple Botnet

INTERNET BOTNET

@
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Simple Botnet With Proxy

BOTNET

@



VICTIMS

INTERNET



"ML\ OUR SERVICES

FAST FLUX + C&C

GET REDIRECT

HTTP GET

VICTIM

RESPONSE
CONTENT

FASTFLUX RESPONSE

CONTENT




"JL°) OUR SERVICES

FAST FLUX + PROXY+ C&C

HTTP GET

VICTIM

RESPONSE
CONTENT

FASTFLUX RESPONSE

CONTENT
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BulletProft Hosters

Backend Server

BP HOSTER




OUR SERVICES

OWN INFRASTRUCTURES

Backend Server

ssssss

OpenVPN Selr:\';er
VICTIMS
INTERNET : \ Backend Server

_~"VPN Client

-

IPIP Tunel




OUR SERVICES

TOR INFRASTRUCTURES

VICTIMS

INTERN ET
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OUR SERVICES

P2P INFRASTRUCTURE

INTERNET

Web Panel

VICTIMS

Backup Server






SWIPE OUR CREDIT CARD
BREATHE DEEPLY
INFECT OUR POS
CALM DOWN

PWN THE BOTNET AND
GET OUR MONEY BACK!



“IL°) DEMO RESULTS

Yo queme su botnet. ..



Deloitte
FOXIT

FOR A MORE SECURE SOCIETY
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Android Malware and Analysis

Authors

Ken Dunham, Shane Hartman, Manu Quintans, Tim Strazzere, p
and Jose Andre Morales //-\\
There haslongbeenaneed forabook that covers the tools and tactics foridentifying SA VE |
and analyzing Android threats. Ken Dunham, renowned global malware expert, and 20 0/
leading international experts’ team up to document the best tools and tactics for
q analyzing Android malware. Many tools existin the open source market today but do
AAt wrAr I ae aduarticad and frannanths inclitda failad inetallatinne and avtanciu
October 2014, 224 pp.

SAVE 20% when you order online and enter Promo Code AVN99 ISBN: 978-1-4822-5219-4 ..
FREE standard shipping when you order online. $59.95 / £38.99 s

Selected Contents

Ken Dunhaen ¢ Share Hartman » Jose Andre Morales
Manu Quintans * Tim Strazzere

Introduction to Android Operating System and Threats. Malware Threats, Hoaxes, &
Taxonomy. Open Source Tools. Static Analysis. Android Evolution. Android Malware
Tactics & Trends. Behavioral Analysis.

Catalog no. K23862
October 2014, 224 pp.
SAVE 20% when you order online and enter Promo Code AVN99 ISBN: 978-1-4822-5219-4
FREE standard shipping when you order online. $59.95 / £38.99
|










