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Who is this talk for?

- Individuals, developers and sys 
admins.



Are you sure you’ve been hacked?

Q1: Does your site look suspiciously different?

Q2: Did your bandwidth usage shoot up?

Q3: Are your customers complaining of strange 
calls?

Q4: Have you lost money?
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Yes you have
You can tell because 
well it looks like this or 
similar.
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How did they get in?
Logs: Log files in /var/log, error_log.

Check you app: PHP, JS, CSS, PDFs,  files - If you have baseline here it’ll help a lot.

Forensics: File dates, permissions, sizes, access date and time etc

Database: Check your database for funny queries and injected queries and 
procedures.

Check developers workstations.

Cron Jobs: Check cron jobs for unusual jobs. Someone compromising a system will 
often leave a backdoor to get back in again and again. Cron is a very popular way to do 
this if they managed to get that far.
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How does it look like?
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404 Good, 200 Bad

We can follow attack patterns to see when they 
succeeded and where.

While you go through logs you are looking for 
how and where they succeeded.
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All IPs are liars.

Implement your own logger take all IPs

$ip[] = $_SERVER['HTTP_CLIENT_IP'];

$ip[] = $_SERVER['HTTP_X_FORWARDED_FOR'];

$ip[] = $_SERVER['REMOTE_ADDR']; 

You might just get the real IP from the proxy.
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How to prevent the hack
• Harden servers, including using vendor recommendations on secure 

configurations
• Code review and testing.
• Have your web app / web site vulnerability tested by a professional certified 

tester at least once.
• Use Intrusion Prevention Systems.
• Check out OWASP www.owasp.org and http://phpsec.org/projects/guide/2.html 

for web application security resources.

Archzilon Eshun-Davies (@laudarch)




