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Information SecuriT he Most Useful A PP

Armin Heinrich

| Am Rich

Category: Lifestyle
Released Aug 05, 2008
Seller: Armin Heinrich
@ 2008 Armin Heinrich
Version: 1.0

0.1 MB




ow on Android Market

ABOUT THIS APP

» I'm Rich!! (Blue Diamond) RATING
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I'm Rich!! (Blue _ _
Diamond) : REQUIRES ANDROID
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ssions? Anyone?

PERMISEICNE
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More from developer

I'm Rich!! (Pink Diamond)

ﬁ - I'm Rich!! (White Diamond)
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I'm Rich!! [Black Diamond)
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Uzers who viewed this alzo viewed
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Permissions

THIS APPLICATION HAS ACCESS TO THE FOLLOWING:

HETWORK COMMUNICATION
FULL INTERMNET ACCESS

YOUR PERSONAL INFORMATION
READ SENSITIVE LOG DATA

PHOMNE CALLS
READ PHONE STATE AMD IDENTITY

Aliows the application to 20

STORAGE
MODIFY/DELETE USE STORAGE CONTENTS MODIFY/DELETE S50 CARD CONTENTS
Allows an application to write to the USB storage. Allows an application to write to the 50 card.
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Evolution in the Mobile Area
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Find the Differences




Users are Changing




Everything is on the Cloud
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Gmal Caandar Documents Photos Reader \Wab mere v Sgnin

:f’ﬂ \i>llly:_; 3 l/l Market ANDROID APPS ¥ BOOKS ¥ Q

# APPS BY MYOURNET

Fallmg Down
RNET RACING

|'| xkh (1)

Hese 13 the classic version of fallng down game. This game 15 a simple but

Vigit Website for myournet >

fast-paced and addictive game. Just tikt your device or use trackbal or touch
screen (G=pe

Super Guitar Sole
MYQUMIET ( ENTERTAINNENT

IH' L2 2k 19)
[ RSTALL |

Super Guitar Solo, Android's most popular pocket guitar played by Enc
Clagton on TV! Super Guitar Selo s Androd's most popular vielual guitar. Use
1110 play to you.




2§) COMSEC

Android




COMSEC . .
Android Architecture

»

APPLICATIONS

Contacts Phone

Browser

APPLICATION FRAMEWORK
Activity Manager Vindow

Content
Manager

Providers

Package Manager Telephony

Resource
Manager

Manager

LIBRARIES

Surface Manager Media

Framework

SQLite

OpenGL | ES FreeType WebKit

SSL libe

Location

Notification
Manager

Manager
ANDROID RUNTIME
Core Libraries

ARVireaa
Machine

LINUX KERNEL
Display

Driver Camera Driver Flash Memory

Driver
Keypad Driver WiFi Driver Audio

Drivers

Binder (IPC)
Driver

Power
Management




) comsEe .
Android Security Model
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Based on Linux + Android Extensions

Applications Isolation

Each App gets its own UID

Does not use the Java Security Model




Permissions are Granted at Installation (or Updates)

Basic Permissions are based on Linux (Files,
Network, BT etc)

Dalvik Java Permissions are not Used

Permissions are Descriptive Strings with
Business/Logic Meaning
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® MM Java - MyGreatApp/AndroidManifest.xml - Eclipse - /Users/douglaspurdy/Documents /workspace £
It e A& |0 |G| @D F- |22 r v - |8 Java
— | LR B | —
i <?xml version="1.8" encoding="utf-8"?> z_
I =<manifest xmlns:android="http://schemas.android.com/apk/res/android" =
package="com.greatap" ::
android:versionCode="1"
android:versionName="1.8"> Bl
S <application android:icon="@drawable/icon" android:label="@string/app_name">
= <activity android:name=".MyGreatActivity"
android:label="@string/app_name">
& <intent-filter>
¢action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
<fintent-filter>
<factivity>
<fapplication>
<uses-permission android:name="android.permission.INTERNET"></uses-permission>
</manifest>
g
Manifest |Applicatinn |Perrnissiur|s |Instrumentatinn |AndroidManifest_xml|
] o® manifest/#text | Android SDK Content Loader |e B e E/
“

Y —



Android Permissions (Cont.)

—_
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Internet (Network Access)

Contacts
SMS/MMS
Location
Get Phone Detalils
Phone Calls

Browser History Access

Hardware Access

Various Administrative Functions




Activities (Screens / GUI)

Services (for background work)

Broadcast Receivers (notifications)

Content Providers (for sharing relational
data)
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Android Specific Challenges

Intent Sniffing

Intent Spoofing / Injection
Intent MITM
Insecure Storage
SQL Injection
Little Documentation
Overprivileges
Rooting

Open Platform (1?!)




2§) COMSEC

Mitigations
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Process Failures

How the customer explained it How the Project Leader How the Analyst designed it How the Programmer wrote it How the Business Consultant
understood it described it

How the project was How the customer was billed

documented

What operatiens installed

How it was supported

What the customer really
needed
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Microsoft® . - / Tenffication s Logmmok7 '“
Security Development Lifecycle e A 'S

requEst-
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AuthZ
74 Transaction

. £ st —_—
{ ‘ Identification / Bad accounts
+ Core mlnlng “+ Analyze + Threat "+ Specify &'ﬁ Bﬁ ic/ “Response - Response Authiesult i S W wihiraal
security and  modeling + Enforce Fuzztesting  plan cx«uﬂon Ierticy . iy
privacy risk « Attack banned « Verify threat . Final security / \ )
« Define surface functions models/attack  review L\ MNewbdace
% s coul olicies
quality gates  analysis . Static analysis Surface . Release i -
archive iy
T'adr;-;ﬁls‘”" lelfentyl /
AuthZ Result
b —
Audit log

THE SECURITY

DEVELOPMENT
OWASP [ ™ [
, g

CURITY




' )COMSEC

InformationSeﬁwASP IVIObIIe PrOJeCt

The Open Web Application Security Project
Navigation : : :
aviga OWASP Mobile Security Project
P Home
3 ! .. . . . . . . .
WS . Main/Project About For Security Testers Secure Development Guidelines Top Ten Mobile Risks Top Ten Mobile C
F OWASP Projects
» Downloads Mobile Threat Model/Project About GoatDroid Project/Project About
b Local Chapters
SEIEETEE PROJECT INFO RELEASE
* AppSec Job Board What does this OWASP project offer you? What releases are ava
b AppSec Conferences
P Video Name: OWASP Mobile Security Project (home page) Mot Yet Published
3 . . . -
, HrEss K Purpaose: The rapid growth of mobile computing has made the need for secure last reviewed release
ExrOunEr Frle mobile development absolutely essential. The OWASP Mobile Security Project will ot yvat Reviewad
: GEF _DWASP S0 help the community better understand the risks present in mobile applications,
+ Mailing Lists and learn to defend against them. This project will be forked into each of the all releases
b Abnu; D'u‘..'h;.l\SP following platforms:
» . .
PIEEEREE ® 105 Project
Reference = Android Project
¥ How To... = webOS Project
* Principles ® Windows Mobile Project
b ThrEEI't Agents » EBlackberry Project
1Y Pidb s |
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. Identify and protect sensitive data on the mobile device

. Handle password credentials securely on the device

. Ensure sensitive data is protected in transit

. Implement user authentication/authorization and session management correctly

. Keep the backend APIs (services) and the platform (server) secure

6. Perform data integration with third party services/applications securely

7. Pay specmc attention to the collection and storage of consent for the collection and use
of the user’s data

8. Implement controls to prevent unauthorised access to paid-for resources (wallet, SMS,
phone calls etc...)

9. Ensure secure distribution/provisioning of mobile applications

10. Carefully check any runtime interpretation of code for errors
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Evolution of Process Morturity

Level 2

Processes docimented & P 5
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The DigiNotar
Incident
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SECURITY Sep 7, 2011 11:30 am

DigiNotar Certificates Are Pulled, but
Not on Smartphones

By Robert McMillan, IDG Hews

Browser makers have generally been quick to react to the computer compromise at digital
certificate issuer DigiNotar, but that hasn't been the case for all mobile phone makers.

On Tuesday neither Google nor Apple would comment on
whether they plan to revoke certificates issued by Digitotar
Apple Silent on DigiNotar for Android or the iPhone, even as desktop software makers

Certificates Hack pulled the plug on the Dutch company's certificates.

How to Protect Yourself From
Cerificate Bandits

SIMILAR ARTICLES:

Apple hasn't said anything about the DigiNotar situation
Ef;':'g?;tfgo Says DigitotarHack  gince it was disclosed last week, but Google was quick to
as State-Sponsored revoke the company's certificates for its Chrome browser last
Google One of Many Victims in S5L week_ Its silence Tuesday spoke to the complexity of its
cerificate Hack situation as both a victim of the attacks and a provider of the
Google, Skype, Yahoo Targeted by goftware that can thwart them. The problem is that Google's
Rogue Comodo SSL Certiicates Android phones are updated via mobile phone carriers,
-22%;3igé‘;'siifgl'_lccasz Hack Mozilla  companies that are typically much slower to issue patches
U than PC software vendors such as Microsoft.
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