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Quick Intro

The Challenge

Android Security

Mitigations

Fun Stuff (if time allows )



Quick Intro











Lets Start







נכסי המידע

מספרי טלפון•

שמות אנשי קשר•

תכתובות של הודעות  •
קצרות

פרטים של אנשי קשר•

, תמונות)קבצי מדיה •
(סרטונים וכו

מיילים•

נתוני מיקום•

קבצים / מסמכים •
אישיים

זהות בגישה  •
למערכות נוספות

מידע עסקי•

קישוריות

מקשי חיוג•

תפריטים חכמים•

מסך מגע•

•…

•IrDA

•Bluetooth

•…

•HS Internet

•…

•GPS

•USB

•Wifi

פונקציונאליות

שיחות קוליות•

הודעות קצרות•

•...

שיחות וידאו•

מיילים•

משחקים•

גלישה•

ניווט•

צילום•

•...

יישומים•

יישומים עסקיים•

•...















Android 

Security





Based on Linux + Android Extensions

Applications Isolation

Each App gets its own UID

Does not use the Java Security Model



Permissions are Granted at Installation (or Updates)

Basic Permissions are based on Linux (Files, 
Network, BT etc)

Dalvik Java Permissions are not Used

Permissions are Descriptive Strings with 
Business/Logic Meaning

Enforced by Activity Manager





Internet (Network Access)

Contacts

SMS/MMS

Location

Get Phone Details

Phone Calls

Browser History Access

Hardware Access

Various Administrative Functions



Activities (Screens / GUI)

Services (for background work)

Broadcast Receivers (notifications)

Content Providers (for sharing relational 
data)



Android’s way of doing IPC

Component Communication

Component / App Decoupling

Inter/Intra App Communication

Explicit vs. Implicit Intents



Intent Sniffing

Intent Spoofing / Injection

Intent MITM

Insecure Storage

SQL Injection

Little Documentation

Overprivileges

Rooting

Open Platform (!?!)



Mitigations









1. Insecure or unnecessary client-side data storage 

2. Lack of data protection in transit 

3. Personal data leakage 

4. Failure to protect resources with strong authentication 

5. Failure to implement least privilege authorization policy 

6. Client-side injection 

7. Client-side DOS 

8. Malicious third-party code 

9. Client-side buffer overflow 

10.Failure to apply server-side controls



1. Identify and protect sensitive data on the mobile device 

2. Handle password credentials securely on the device

3. Ensure sensitive data is protected in transit 

4. Implement user authentication/authorization and session management correctly 

5. Keep the backend APIs (services) and the platform (server) secure 

6. Perform data integration with third party services/applications securely 

7. Pay specific attention to the collection and storage of consent for the collection and use 
of the user’s data 

8. Implement controls to prevent unauthorised access to paid-for resources (wallet, SMS, 
phone calls etc...)

9. Ensure secure distribution/provisioning of mobile applications 

10. Carefully check any runtime interpretation of code for errors 





The DigiNotar

Incident







CTO, שי צלליכין

info@comsecglobal.com


