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When asked 12,000 security professionals to name what is the 
main security threat to their organization, 69% said vulnerabilities in 
the application layer * - however, less than 10% ensure that all their 

critical applications Business are reviewed for safety before and 
during production.

           Dropbox: 68 million accounts

                           Ashley Madison: Over 30 million

Linkedin: 164 million

Yahoo + 500 million

Panama Papers 
https://tcinet.ru/en/press-centre/technology-news/3863/



Cryptographic:

Lack of SSL 
Certificates, or 
certificates with 
weak 
encryption

Configuration

AThose like, files of free 
access or servers web 
on updated

Input chains
Those that do not validate data 
revenues, nor upload files



Systems 
Development Life Cycle)



Touchpoints are a mix of destructive and constructive activities. Destructive activities are about attacks, 

exploits, and breaking software. These kinds of things are represented by the black hat (offense). Constructive 

activities are about design, defense, and functionality. These are represented by the white hat (defense). Both 

hats are necessary
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Ciclo de vida de MS Security Development (MS SDL): Uno de los primeros de su tipo, MS SDL fue propuesto 

por Microsoft de acuerdo a las fases de un SDLC.

 

 



.

S-SDLC Owasp
SAMM 

SAMM(Software Assurance Maturity Model)



1. Input Validation
2. Output Encoding
3. Authentication and Password Management (includes secure handling of credentials

 by external services/scripts)
4. Session Management
5. Access Control
6. Cryptographic Practices
7. Error Handling and Logging
8. Data Protection
9. Communication Security

10. System Configuration
11. Database Security
12. File Management
13. Memory Management
14. General Coding Practices





ASVS
 (Application 
Security 
Verification 

Standard) 
 

Threat

Modeling:

Know what 
we have  

-Name of application: the name of the 
application.
    -Version of the application: the 
version of the application.
    -Description - A high-level 
description of the application.
    -Document Owner - The owner of 
the threat modeling document.

 
    Risk Ranking: to establish criticality

Of the vulnerabilities



ESAPI (The 
OWASP 
Enterprise 
Security API)

Development
Static code analysis tool, which allows us to 
measure how we are going

Owasp Lapse



 
    

Verification



Audit each delivery once a week

Audit the project root separately if it 
exists

There are websites that try to avoid it, 
with countermeasures

 

    

Maintence



 
    

Future of SDLC……….
Secure the house from the ground up



https://www.owasp.org/index.php/File:OWASP_CRG_BetaReview.docx
https://www.owasp.org/images/3/33/OWASP_Application_Security_Verification_Standard_3.
0.1.pdf
https://www.owasp.org/index.php/File:OWASP_CRG_BetaReview.docx
https://www.owasp.org/images/3/33/OWASP_Application_Security_Verification_Standard_3.
0.1.pdf
https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project
https://www.owasp.org/images/0/07/OWASP_Proactive_Controls_v1.pdf
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