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in security threat to their organization, 69% said vulnerabilities i
the application layer * - however, less than 10% ensure that all their
critical applications Business are reviewed for safety before and

during production.

Dropbox: 68 million accounts
Ashley Madison: Over 30 million
Linkedin: 164 million
Yahoo + 500 million

Panama Papers

httgs://tcinet.ru/en/gress-centre/technologx-news/3863/
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Setting up Phase
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Risk Assessment

Testing
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Touchpoints are a mix of destructive and constructive activities. Destructive activities are about attacks,
exploits, and breaking software. These kinds of things are represented by the black hat (offense). Constructive

activities are about design, defense, and functionality. These are represented by the white hat (defense). Both
Software Security Touchpoints

SECURITY REQUIREMENTS RISK-BASED CODE REVIEW PENETRATION TESTING
SECURITY TEST (To0Ls)
@ SECURITY OPERATIONS

/> (]

hats are necessary

Code review
Architectural risk analysis
Penetration testing
Risk-based security tests
Abuse cases

Security requirements
Security operations
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Ciclo de vida de MS Security Development (MS SDL): Uno de los primeros de su tipo, MS SDL fue propuesto

por Microsoft de acuerdo a las fases de un SDLC.

. REQUIREMENTS 3. DESIGN : 5. VERIFICATION 6. RELEASE

1. Core Security 2. Establish 5. Establish éMﬁ}MF;!)_%%%N 11. Perform 14. Create an Execute
Training Security Design Tools Dynamic Incident Incident
Requirements Requirements Analysis Response Plan Response Plan

Create Quality g Perform Attack NS 12. Perform Fuzz 15. Conduct Final

w

Gates/Bug Bars Surface Unsafe Testing Security Review
Analysis/ Functions
Reduction
4. Perform 7. Use Threat OLGUCuI Il 13 Conduct Attack 16, Certify Release
Security and Modeling Analysis Surface Review and Archive

Privacy Risk
Assessments
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Fundones de Negocio

(0] Govirro— JIX] Commrccin |
Fortalecimiento

Prdcricas de Seguridad

Estrategia y Educacién y Requisitos Revision Pruecbas de
métricas orlentacion de seguridad de disefio segunridad del ambiente
Politica y Evaluacion Arquitectura Revision Admenstranon Habilitacion
cumplimiento de amenaza de seguridad de codigo de vuinerabiidadies operativa

SAMM(Software Assurance Maturity Model)
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o Authentlcat|on and Password Management (includes secure handllng of credentlals
by external services/scripts)
4. Session Management
5. Access Control

6. Cryptographic Practices
7. Error Handling and Logging '
8. Data Protection

9. Communication Security
10. System Configuration
11. Database Security
12. File Management
13. Memory Management
14. General Coding Practices




Key references
» Stopping XSS in your web application: OWASP

XSS (Cross Site Scripting) Preventlon Cheat Sheet

» General Information about Injection:
Top 10 2013-A1-Injection

Key tools

Proactive tools:
to know what

use to remedy,
and how with
need test

Web Goat:
Practice how to
exploit
vulnerabilities
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Control objective

One of the core components of any web-based application is the mechanism by which it
controls and maintains the state for a user interacting with it. This is referred to this as
Session Management and is defined as the set of all controls governing state-full interaction |
between a user and the web-based application.

ASVS Ensure that a verified application satisfies the following high level session management app I icati on .
requirements:
(ApplicatiOI ¢ Sessions are unique to each individual and cannot be guessed or shared . -VerSion Of the application: the
s . ¢ Sessions are invalidated when no longer required and timed out during periods of MOdeIIng: - - .
ecurity e version of the application.
Verification SR e
— Know what -Description - A high-level

Standard)

Y we have description of the application.
. 10 -Document Owner - The owner of
. p the threat modeling document.
o -

Verify that there & no austom session manager, o that
- thecustom session manager is resstant against all v v
common session management attacks.

v

< | Verify that sessions are invalidated when the user logs 7
o out.
" Verity that sessionstimeout after a specied period of P

RS v
nactivity.

Overall Risk Severity

— == Risk Ranking: to establish criticality
MEDIUM Low E Of the vulnerabilities

Low Note Low Medium

Impact

LOW MEDIUM HIGH

Likelihood




LS D

Open Web Application

Security Praoject
Naming conventions such as this are not
part of ESAPI but are good practice

o
=

= array(); //this is local in scope 1 -t

E t $clean_sql = array(); //this is local in scope Owasp Lapse _
nterprise Sclean['i¢'] = ESAPL: :getValidator() - »getValidInput( Cp—

Secu r|ty APl) $clean_sql['id'] = ESAPI::getEncoder()- >enc0deFor‘SQL( new MySQLCodec() $clean['id"] ); connection = Drivertanager.getConnection(DatalRL, LOGIN,

PASSWORD) ;
} catch (SQLException e) {
// TODO Auto-generated catch block
e.printStackTrace();

~r

Y |

Step (1 Step @ =

This s also an
ESAPI control

a String Username = (RISl s It NS L]; // From HTTP request
String Password = request.getParameter("PASSWORD"); // From HTTP request
int iuserID = -1;
String sLoggedUser = **;

String sel = "SELECT User id, Username FROM USERS WHERE Username = '*

Response Headers pyttteoeobiog 3 Bocellogrippince iy

Statement selectStatement = null;

e HTTP Strict Transport Security (HSTS) try {

selectStatement = (Statement) connection.createStatement();

« Public Key Pinning Extension for HTTP (HPKP) i } catch (sQuéxception e) {
L] X-Frame-OptionS @ Provenance Tracker £ . @ Vulnerability Sinks @ Vulnerability Sources

% §Created'a slice with 5 leaf element(s) and 5 element(s) located in 1 file(s) with 0 element(s) truncated with a maximum depth of 1.
o X-XSS-Protection | © "SELECT User_id, Username FROM USERS WHERE Username = "" (Testd.java:65) [string constant]
+ request.getParameter("USER") (Test4.java:57) [call expression]

L] X-Content-Type-O Ptions " AND Password =" (Test4.java:66) [string constant]
" Conte nt-Sec u rity-PoIicy request.getParameter("PASSWORD") (Test4.java:59) [call expression]

" (Test4.java:66) [string constant]
o X-Permitted-Cross-Domain-Policies




V3: Session Management Verification Requirements
Control objective

One of the core components of any web-based application is the mechanism by which it
controls and maintains the state for a user interacting with it. This is referred to this as
Session Management and is defined as the set of all controls governing state-full interaction
between a user and the web-hased application.

Ensure that a verified application satisfies the following high level session management
requirements:

¢ Sessions are unique to each individual and cannot be guessed or shared
¢ Sessions are invalidated when no longer required and timed out during periods of

inactivity.

Requirements

10

Verify that there & no custom session manager, or that ‘
“51 - thecustom session manager is resistant aganst all v v
common session management attacks.

D Verify that sessi invalidatedwhenthe user i i
CEW sessions are inval whenthe user logs v v 1

Verify that sessionstimeout ater a specfied period of
nactivty.
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that allows only users with administrator privileges to access the content.

Figure AS.11
Authorization configuration in IIS

<configuration>
<system.webServer>
<security>
<authorization>
<remove users=""" roles="" verhs="" />
<add accessType="Allow” users="" roles="Administrators" />
<[authorization>
<security>
<Isystem.webServer>
<[configuration>
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Untitled Session - Softpedia - OWASP ZAP A\ =5 L ¥ 5
File Edit View Analyse Report Tools Online Help

hmanuammaue WiBHdRe BB ¢ s«cprotl @
Sites@ [[uickstat 47 | Request= | Responses= | Break X |
T Welcome to the OWASP Zed Attack Proxy
] P http:/www.softpedia.
(zAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web
applications.

Audit the project root separately if it
exists

Please be aware that you should only attack applications that you have been specifically
been given permission to test

To quickly test an application, enter its URL below and press ‘Attack

There are websites that try to avoid it,
with countermeasures

URL to attack: hitp:/iwww.softpedia.com

& Attack | [ Stop

Progress: Aftack complete - see the Alerts tab for details of any issues found

Foramore in depth test you should explore your application using your browser or automated regression tests
‘while proxying through ZAP.

See the help file for more details.

R — A )
[ Forced Browse /* T Fuzzer i I Params [ T Hitp Sessions I WebSockets " T AJAX Spider * T Output 1
[ History & I Search & T Break Points 3 I Alerts U I Active Scan ) I Spider % ]

Ly (3 starte () I
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Future of SDLC..........

Secure the house from the ground up
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