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., Que es Heartbeat?

Extension agregada en Diciembre de 2011 con la
version 1.0.1

Utilizada para prolongar la vida de |las sesiones.

RFC 6250 TLS/DTLS Heartbeat Extension.

Payload es devuelto como parte del response.
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Estructura de Heartbeat

4. Heartbeat Request and Response Messages

The Heartbeat protocol messages consist of their type and an
arbitrary payload and padding.

struct {
HeartbeatMessagelype type;

uint1l6 payload length;
e Y s ———e—v
opaque padding[padding_ length];

} HeartbeatMessaqge;

The total length of a HeartbeatMessage MUST NOT exceed 2714 or
max_fragment length when negotiated as defined in [RECEO66].

= Estructura de 4 componentes.
x [[00 de mensaje (request (1) y response(?l))
x Campo length 16 bits.

x a0ding se utiliza como “relleno”. = OWASP
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int
dtlsl_process_heartbeat(SSL *s)

{ N

unsigned char *p = &s->s3->rrec.data[@], *pl;

unsigned short hbtype; OJ
unsigned int payload; 6

#:fndet OPENSSL_NO HEARTBEATS Q{

unsigned int padding = 16; /* Use minimum padding */
Q
'* Read type and payload length first */
hbtype = *p++;
n2s(p, payload);
pl = p;

it (s->msg_callback)
s->msg_callback(@, s->version, TLS1_RT_HEARTBEAT,
&s->s3->rrec.data[@], s->s3->rrec.length,
s, s->msg_callback_arg);

it (hbtype == TLS1_HB_REQUEST)
{
unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
* payload, plus padding

buffer = OPENSSL_malloc(1l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

kAND_pseudo_bytes(bp, padding);
r = dtlsl_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + paddi
it (r >= @ && s->msg_callback)

s->msg_callback(l, s->version, TLS1_RT_HEARTBEAT,

buffer, 3 + payload + padding,
s, s->msg_callback_arg);

OPENSSL_free(buffer);

if (r < 0)
return r;

e'.se}_if (hbtype == TLS1_HB_RESPONSE) @ OWASP
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dtlsl process heartbeat(SSL *s)
{

unsigned short hbtype;
unsigned int payload;

\_ unsigned int padding = 163 /* Use minimum padding */ Y

N

unsigned char *p = &s->s3->rrec.data[@], *pl; «

buffer = ( + + pamlcad + paddine]:
J 3
bp = buiie’i

*bp++ = TLS1 HB_RESPONSE;
(payload, bp);
(bp, pl, payload);
bp += payload;

(bp, padding);

r o= (s, TLS1 RT HEARTBEAT, buffer,
r >= 0 && s->msg_ callb1L:|
(1, s->version, TL51 RT_HEARTBEAT,
buffer, + payload + pddd-n:,
, s->msg_callback _arg);

(buffer);
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int
dtlsl_process_heartbeat(SSL *s)

{ N

unsigned char *p = &s->s3->rrec.data[@], *pl;

unsigned short hbtype; OJ
unsigned int payload; 6

#:7ndef OPENSSL_NO_HEARTBEATS %

unsigned int padding = 16; /* Use minimum padding */
Q
'* Read type and payload length first */
hbtype = *p++;
n2s(p, payload);
pl = p;

it (s->msg_callback)
s->msg_callback(@, s->version, TLS1_RT_HEARTBEAT,
&s->s3->rrec.data[@], s->s3->rrec.length,
s, s->msg_callback_arg);

it (hbtype == TLS1_HB_REQUEST)
{
unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
* payload, plus padding

buffer = OPENSSL_malloc(1l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

kAND_pseudo_bytes(bp, padding);
r = dtlsl_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + paddi
it (r >= @ && s->msg_callback)
s->msg_callback(l, s->version, TLS1_RT_HEARTBEAT,
buffer, 3 + payload + padding,
s, s->msg_callback_arg);

OPENSSL_free(buffer);

if (r < 0)
return r;
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int
dtlsl_process_heartbeat(SSL *s)

{ N

unsigned char *p = &s->s3->rrec.data[@], *pl;

unsigned short hbtype; OJ
unsigned int payload; 6

#:7ndef OPENSSL_NO_HEARTBEATS %

unsigned int padding = 16; /* Use minimum padding */
Q
'* Read type and payload length first */
hbtype = *p++;
n2s(p, payload);
pl = p;

it (s->msg_callback)
s->msg_callback(@, s->version, TLS1_RT_HEARTBEAT,
&s->s3->rrec.data[@], s->s3->rrec.length,
s, s->msg_callback_arg);

it (hbtype == TLS1_HB_REQUEST)
{
unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
* payload, plus padding

buffer = OPENSSL_malloc(1l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

kAND_pseudo_bytes(bp, padding);
r = dtlsl_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + paddi
it (r >= @ && s->msg_callback)

s->msg_callback(l, s->version, TLS1_RT_HEARTBEAT,

buffer, 3 + payload + padding,
s, s->msg_callback_arg);

OPENSSL_free(buffer);

if (r < 0)
return r;
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int

#:7ndef OPENSSL_NO_HEARTBEATS %

dtlsl_process_heartbeat(SSL *s)

{ N

unsigned char *p = &s->s3->rrec.data[@], *pl;

unsigned short hbtype; OJ
unsigned int payload; 6

unsigned int padding = 16; /* Use minimum padding */
Q
/* Read type and payload length first */
hbtype = *p++;
n2s(p, payload);
pl = p;

it (s->msg_callback)
s->msg_callback(@, s->version, TLS1_RT_HEARTBEAT,
&s->s3->rrec.data[@], s->s3->rrec.length,
s, s->msg_callback_arg);

it (hbtype == TLS1_HB_REQUEST)
{
unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
* payload, plus padding

buffer = OPENSSL_malloc(1l + 2 + payload + padding);

bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

kAND_pseudo_bytes(bp, padding);
r = dtlsl_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + paddi
it (r >= @ && s->msg_callback)
s->msg_callback(l, s->version, TLS1_RT_HEARTBEAT,
buffer, 3 + payload + padding,
s, s->msg_callback_arg);

OPENSSL_free(buffer);

if (r < 0)
return r;
}

clse if (hbtype == TLS1_HB_RESPONSE)
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int
dtlsl_process_heartbeat(SSL *s)

{ N

unsigned char *p = &s->s3->rrec.data[@], *pl;

unsigned short hbtype; OJ
unsigned int payload; 6

#:7ndef OPENSSL_NO_HEARTBEATS %

unsigned int padding = 16; /* Use minimum padding */
Q
'* Read type and payload length first */
hbtype = *p++;
n2s(p, payload);
pl = p;

it (s->msg_callback)
s->msg_callback(@, s->version, TLS1_RT_HEARTBEAT,
&s->s3->rrec.data[@], s->s3->rrec.length,
s, s->msg_callback_arg);

it (hbtype == TLS1_HB_REQUEST)
{
unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
* payload, plus padding

buffer = OPENSSL_malloc(1l + 2 + payload + padding);
bp = buffer;

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

/* Random padding */

kAND_pseudo_bytes(bp, padding);
r = dtlsl_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + paddi
it (r >= @ && s->msg_callback)

s->msg_callback(l, s->version, TLS1_RT_HEARTBEAT,

buffer, 3 + payload + padding,
s, s->msg_callback_arg);

OPENSSL_free(buffer);

if (r < 0)
return r;
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OPENSSL_NO HEARTBEATS

*p = &s->s3->rrec.data[@], *pl;
hbtype;

payload;

padding =

hbtype = *p++;
(p, payload);
pl = p;

(s->msg_callback)
(@, s->version, TLS1 RT_HEARTBEAT,
&s->s3->rrec.data[@], s->s3->rrec.length,

Y o — rmT1T1harl =rme) .
5, s->msg_callback arg);

¢ (hbtype == TLS1_HB_REQUEST)
{

unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
= payload plus padding

"Bbfféb‘ OPENSSL malloé(1+42 +’payload’+ﬂpadd1ng);zw

| bp = buffer;

/* Enter response type, length and copy payload */
__Tbp++ = TLS1 HB RESPONSE; .
"“52n(pay16ad'”b§), R

memcpy(bp, pl, payload);

_bp += payload; .
] Random“paadlng'*/ D ‘
RAND pseudo bytes(bp, paddlng),
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int
dtlsl_process_heartbeat(SSL *s)

{ N

unsigned char *p = &s->s3->rrec.data[@], *pl;

unsigned short hbtype; OJ
unsigned int payload; 6

#:7ndef OPENSSL_NO_HEARTBEATS %

unsigned int padding = 16; /* Use minimum padding */
Q
'* Read type and payload length first */
hbtype = *p++;
n2s(p, payload);
pl = p;

it (s->msg_callback)
s->msg_callback(@, s->version, TLS1_RT_HEARTBEAT,
&s->s3->rrec.data[@], s->s3->rrec.length,
s, s->msg_callback_arg);

it (hbtype == TLS1_HB_REQUEST)
{
unsigned char *buffer, *bp;
int r;

/* Allocate memory for the response, size is 1 byte
* message type, plus 2 bytes payload length, plus
* payload, plus padding

buffer = OPENSSL_malloc(1l + 2 + payload + padding);

bp = buffer;

m

/* Enter response type, length and copy payload */
*bp++ = TLS1_HB_RESPONSE;

s2n(payload, bp);

memcpy (bp, pl, payload);

bp += payload;

'* Random padding */

kAND_pseudo_bytes(bp, padding);
r = dtlsl_write_bytes(s, TLS1_RT_HEARTBEAT, buffer, 3 + payload + paddi
it (r >= @ && s->msg_callback)

s->msg_callback(l, s->version, TLS1_RT_HEARTBEAT,

buffer, 3 + payload + padding,
s, s->msg_callback_arg);

OPENSSL_free(buffer);

if (r < 0)
return r;
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EXploIts

= Aparicion de poc's y exploits al poco tiempo la aparicion de la
vulnherabilidad.

® Desarrollo de exploits con soporte para multiples versiones:
x SSL 3.0
x LS 1.0
s TLS 1.1

x [1S51.2
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(version):
hb = h2bin('18 ' + version + ' 00 03 01 40 00')

return hello
return hb

def create_hb



Gef create _hb(version): g
hb = h2bin('18 ' + version + ' 00 @3 01340 po" )
L return hb e P
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(version):
hb = h2bin('18 ' + version + ' 00 03 01 40 00')

return hello
return hb

def create_hb



Cregencliais. rounadube SeSSaul =00 US6 1 I F L85
G :

Credentials: roundcube1§ 223 db4599 o J €

AR o J))J))J_)J J\)‘) JJJJ 33

quSﬁi\- = JJ)ﬁf)ﬁJJJJJJjJJ JJ OJQJJ QJJ Qﬁj%gngquojﬁJﬁjjjj 3

: oae
Cred ntagist OF oundc*@g&& S ﬁ&ﬂ aat 'v?ﬁgégj Ge
a 4 > 2208 JJJ‘)\)‘)\)‘)\)‘)\)‘)\)\) %% J‘)J oo J LI
he | J <95 sesesesesesets 060625860 3309
n S5 | e 6259500 J HIHEH J o 55 ITITITIITITITITI
A i roce ) gﬂ)))) 23 SJJJJOJJJJJJ)))J 2%6%%
1 5 s1_P Sogesesesens? PS> J TIILIEIILILILILILILIN
c t s bﬁSéa) B3 5330063 1a
¢ . Aseusd 00500500033 ) 1 Qﬁ o050 0 000 3 \b&)%ga ssozess
456 : nsigne $essnecsss, ; PPsSesetesecessese ses Sesssessseseassesets,
¥ 2 e Sesssssesis naparesirlil  fanese s *&bﬂfﬂiﬁﬁ
R, O \‘v'< ;k.j .j
igé QJbJ%Jj}) Soge ﬁ,/ 55
: J eg0g0c000000

boddagess

é *ateeets
D@ J -
8 e85850555%5° \)33 ° JJJJJ 292
000000050 00 )))) 4 JJJJJJJJ)J)
Jl‘.,:‘/"'-_‘ J)JJ ))) \)\)\)J\)‘)J
,,))J)J)J oo 0000 J\)
W N ' 28
Credenty ﬁJ JQQB
IIIIITIITITIRT )))J)JJjJJ)J Je2e2e%s “)Jﬁ s
f;{/ﬂ)j)j)j)j o®. Jﬂ)ﬁ)j e000 ))Jﬁﬂ)gﬁ J
6 060600050005000000030200030003000000000
1333293333 I JJJJ))) LI J))
Credentiats undcy Gf923 399
: o
@ bd o N oW
< IR IR Y JJJJ :
IR ))Jmﬁjj)ﬁf& jﬁ sSssstesesess
RIIILIILILILIY Sesetetel °% ) e®. 3 . Pad
~0.0-.0,.0.0 j)i JJ 28 J, ,_)j ) <
Cregentiats:nr 58
/ ®® ©, )J)“._)J_)J_) P J /" ) ‘31—)‘) P
D@00 0. 0 0 0. 0.0_0_0_0._0_0 ‘/“,)'“,)‘/,)’
850000000 00005020202030 5000000020 50502

‘%:,é- 28
W

S 9 M

cogege : 8o e
2 )JJJJJ‘)J . )) ')‘)J‘)J
» ))J)J)JJ\)‘) 3)

(1) 0/00/6]

©, 9,
049, 05959,
° OJ\‘?& 020%0%0°

nf\"\_c_ ﬁ-iﬂh[ﬂ“ﬂr’ﬂ/\’\‘

.
2 Lg
Ji. .
.
- O

° o 0 000 2008 32

< 0%6%6%6°%% b,
{,‘g % (Se2eetets )
P !
4 \5 Jfaen&wwp
‘i%!. )J) j %% ®
3078 ))J ,,(,))
g8y ) ©,0,0_ 059
‘Hsa ))JJ ./‘ ) IJ)
sges 7180
- _))t e/j
j 0.0 j)

3{”] jﬁ ) -;j"’

D 2 I

e3 la’

The Open Web Application Security Project

auth-S@@eBQf 088); 5724461 020996426287 714de
w 2 OWASP

. Y



Conclusion

Existe dependencia en la
administracion de las aplicaciones
sobre el servicio vulnerable.

La informacion extraida depende
de como se almacenan y gestiona
la memoria.

Presencia de la falla en puertos
no estandar.

Millones de sitios aun vulnerables.
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