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If you like it then you 
shoulda put a TPM on it 🎵

Gabriela Limonta

OWASP Meeting

03.09.2019
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Computer/Communications Engineer

~3 years working at Nokia

Researcher in the Cybersecurity Research Team at 
Nokia Bell Labs

Trusted Computing and Root Cause Analysis in 
Trusted Systems

I like knitting, running and calligraphy

(pretty bad at portraits, though )

Me
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Hypervisor Applications
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Industries moving to the cloud
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Trust = Identity + Integrity

Juho

Saari
Senior Security 
Researcher
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Chain of trust

1. Know what your hardware is running

2. Measure each component
3. Create a Merkle Tree of measurements (or some link...)
4. ...

5. Profit

Hardware

Firmware: BIOS/UEFI

Operating System

Applications Hypervisor

Virtual Workload

trusts

(root of trust)
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Big surprises, small packages
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Tamper-resistant hardware

Trusted Platform Module

Trusted Platform Module 

TPM 2.0

Crypto (RSA,ECC,SHA 
etc)

RNG

NVRAM

Key Gen 
(RSA, ECC)

PCR (Sha1,Sha256)

Seed (EK,AK)

Counters

Serial, SPI, ... CPU
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Platform Configuration Registers
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Quoting 101: Anatomy of a quote
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Sealing

Protecting secrets with a TPM

TPM2_NVDEFINE()

NVRAM (0x15000006)

sealing policy ("policyread")

TPM2_NVWRITE("Hello World")

TPM2_NVREAD()
check

"Hello World"
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Sealing

Protecting secrets with a TPM

TPM2_NVDEFINE()

NVRAM (0x15000006)

sealing policy ("policyread")

TPM2_NVWRITE("Hello World")

TPM2_NVREAD()
check

ERROR
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Trusted Cloud
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Remote attestation

AIs A trusted?
Request
measurements

Return 
measurements

Compare 
measurements 

against known 

values

Attestation 

Server

A is trusted ☺

Challenger
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Trusted Virtual Workload Placement

Server 1 Server 2 Server 3 Server 4 Server 5

Hypervisor + Cloud Management

VM 1 VM 2 VM 3

VMs are placed according to required and available vCPU and vMEM

VMs requiring trust are placed only on trusted machines

VM_t

1. Read VM_t requirements

2. Filter servers vCPU > reqCPU

3. Filter servers vMEM > reqMEM

4. Filter servers sTrust == 
reqTrust

5. Pick a machine

6. Launch VM_t
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Handling failures and other open

questions

• Root cause analysis

• Mitigation and response

• Extending trust across different layers

• Supply chain notarization

Core

!

Edge

IoT
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What if there is tampering along the way?
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Limits of trust

Firmware 

manufacturer

OEM / Additional 

Firmware

Customer / Trusted 

server

Hardware

Firmware: BIOS/UEFI

Operating System

Applications Hypervisor

Virtual Workload

Of course, that would never happen…
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Any questions?

Contact:

gabriela.limonta@nokia.com




