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Me

Computer/Communications Engineer

~3 years working at Nokia

Researcher in the Cybersecurity Research Team at
Nokia Bell Labs

Trusted Computing and Root Cause Analysis in
Trusted Systems

| like knitting, running and calligraphy
(pretty bad at portraits, though ®)
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The Cloud

There is no cloud

it's just someone else's computer
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The Cloud
(for real this time)
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The Cloud
(for real this time)

['o JRRXRIN
0 — Lo JERXT) Hardware
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The Cloud
(for real this time)

o 0 Firmware: BIOS/UEFI
O een g .......... [ @ JRERXXXXA
o S Lo JERXT) Hardware
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The Cloud
(for real this time)

Operating System

o 0 Firmware: BIOS/UEFI
O een g .......... [ @ JRERXXXXA
o S Lo JERXT) Hardware
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The Cloud
(for real this time)

Applications
———

Firmware: BIOS/UEFI

o 0 wa
o .......... o ..... o ''''''''''

o w0
0 — Lo JERXT) Hardware
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The Cloud
(for real this time)

Virtual Workload

Avpicatons

Operating System

CRCACRC

Firmware: BIOS/UEFI

-----

...............

Hardware

.....
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Industries moving to the cloud

DD’_‘
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A problem:
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A problem:

oM

(63X

Do you trust your datacenter?
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A problem:
Do you trust your datacenter?

‘, TECH'S BOTTOM LINE

By Bill Snyder; InfoWorld

Snowden: The NSA planted backdoors in Cisco
products

‘No Place to Hide, the new book by Glenn Greenwald, says the NSA eavesdrops
on 20 billion communications a day -- and planted bugs in Cisco equipment
headed overseas

O0DOO OO

(TS//SV/NF) Left: Intercepted packages are opened carefully; Right: A “load station”
implants a beacon
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A problem:
Do you trust your datacenter?

‘, TECH'S BOTTOM LINE

By Bill Snyder; InfoWorld

Snowden: The NSA planted backdoors in Cisco
products

‘No Place to Hide, the new book by Glenn Greenwald, says the NSA eavesdrops
on 20 billion communications a day -- and planted bugs in Cisco equipment
headed overseas

O0DOO OO

(TS//SV/NF) Left: Intercepted packages are opened carefully; Right: A “load station”
implants a beacon
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1,201 views | Aug 1, 2018, 04:58pm

Supply Chain Attacks Increase
As Cybercriminals Focus On
Exploiting Weak Links

Tony Bradley contributor (1)
I cover all things tech and the impact tech has on everyday life.
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A problem:
Do you trust your datacenter?

a TECHS B(?TTOM LINE
Snowden: The NSA planted backdoors in Cisco

products

‘No Place to Hide, the new book by Glenn Greenwald, says the NSA eavesdrops
on 20 billion communications a day -- and planted bugs in Cisco equipment
headed overseas

OO OO0 B ek

The Big Hack

How China used-
atiny chipto
(TS//SV/NF) Left: Intercepted packages are opened carefully; Right: A “load station” infiltrate’/America’s"

implants a beacon top com'panies

16 © 2019 Nokia

fiews Aug 18, 04:58pm

Supply Chain Attacks Increase
As Cybercriminals Focus On
Exploiting Weak Links

Tony Bradley Contributor (1)
I cover all things tech and the

impact tech has on everyday life.

If g‘l‘.{i:;ermicro boards were so bug-
ridden, why would hackers ever need
implants?

Whether spy chips reported by Bloomberg existed, attackers had much easier options.

DAN GOODIN - 10/12/2018, 1:00 AM
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Trust = Identity + Integrity

17
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Saari

Senior Security
Researcher
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Chain of trust

Virtual Workload

trusts

P @@

Applications

Operating System

Firmware: BIOS/UEFI

Hardware
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Chain of trust

Virtual Workload

Applications
Operating System
Firmware: BIOS/UEFI

© ® @ @

trusts

-----

...............

.....

Hardware
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Chain of trust

Virtual Workload

Operating System

© ® @ @

trusts

Firmware: BIOS/UEFI

Hardware

-----

...............

.....
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Chain of trust

Virtual Workload

Applications
Operating System

© ® @ @

Firmware: BIOS/UEFI

trusts

-----

...............

.....
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Chain of trust

Know what your hardware is running
Measure each component
Create a Merkle Tree of measurements (or some link...)

Virtual Workload

. Profit
Operating System

Firmware: BIOS/UEFI

ahwdE

trusts
(root of trust)

Hardware
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Big surprises, small packages
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Trusted Platform Module
Tamper-resistant hardware

Crypto (RSA,ECC,SHA
eto)

Serial, SPI, ... CPU

PCR (Shal,Sha256)

Seed (EKAK)

Trusted Platform Module Counters
TPM 2.0
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Whatthis talk is not about
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Whatthis talk is not about

Becure Boot [Ersab led]
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Whatthis talk is not about

arm
TRUSTZONE
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x86 boot process
(very simplified)
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x86 boot process

(very simplified)
SRTM
(1) measure and (3) measure and
extend PCRs extend PCRs
{(2) run (4) run
Power > CRTM > BIOS - Bootloader
on (e.g. grub)

|

PCR Extend (PCR, new_value) = hash(PCR,4 || new_value)
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x86 boot process
(very simplified)

SRTM DRTM
(1) measure and (3) measure and (5) measure and (7) measure and
extend PCRs extend PCRs extend PCRs extend PCRs
A  J  J L A
Power (2) run (4) run Bootloader (6) run (8) run
> CRTM > BIOS > > tboot > Kernel
on (e.g. grub)
[

L) L)

L L

: PCRs 17,18 :

Y e edcemcccmaaaa

L

L

PCR Extend (PCR, new_value) = hash(PCR,4 || new_value)
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x86 boot process
(very simplified)

SRTM DRTM Runtime
(1) measure and (3) measure and (5) measure and (7) measure and
extend PCRs extend PCRs extend PCRs extend PCRs
' Y Y = Filesystem
(2) run (4) run (6) run (8) run (9)jrun
P%":er >l CRTM > BIOS > (B;’Ot'c’ff;r > thoot > Kernel > Monitoring (e.g.

'g'|9 Linux IMA)

' ' '

' PCRs 17,18 ! |

. 2 ,

] L]

N ) PO e .

PCR Extend (PCR, new_value) = hash(PCR,4 || new_value)
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Platform Configuration Registers

32
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sha256

10

11

12

13

14

15

16

17

18

19

20

21

22

23

580b4aca87f3589542a1a2f9659e7ed83ba7d2f75deae67172f2c19226c12529

28690847b179516e808f3527d410373e280d533e715b565ba81b88a050eacd9

1d574e7566¢44bacd566b5e473ba2ba29c94724c603d4cb6c41861fbc8310320

3d458cfe55¢cc03eal1f443f1562beec8df51c75e14a9fcfoa7234a13f198e7969

3d458cfe55cc03ealf443f1562beec8df51c75e14a9fcfoa7234a13f198e7969

de6479e9d0cfdale9a26ad229e04fbod6bf7b6f70a936e765b047093a354f7ce

3d458cfe55cc03eal1fa43f1562beec8df51c75e14a9fcfoa7234a13f198e7969

b5710bf57d25623e4019027da116821fa99f5c81e9e38b87671cc574f9281439

0000000000000000000000000000000000000000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000

72¢3fde4903d142055eb231aadddc786a35850998a71db02879f3e81¢165¢671

0000000000000000000000000000000000000000000000000000000000000000

00000000000000000000000000000000000060000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000

090781¢52623ffd0d4e52ef58f87¢9ch2bdab230d2fb3d2d4c0a1256477fb97b

a92f5e0809ea038ce3a4cb4d33d4ad941fcaac5c1d180163d1344f2f89028ff64

ee304ccd1dcd0ad63974427ccb71470e1e98b025daci16b0a2392e0f4acd2eb2

0000000000000000000000000000000000000000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000

0000000000000000000000000000000000000000000000000000000000000000

CRTM: STRM, BIOS, Host Platform Extensions, Embedded Option ROMs

Host Platform Configuration

UEFI driver and application Code

UEFI driver and application Configuration and Data
UEFI Boot Manager (usually MBR and boot attempts)
Boot Manager Code Config and Data + GPT/Partition Table
Host Platform Manufacturer Specific

Secure Boot Policy

Defined for use by Static 0S

Defined for use by Static OS

Defined for use by Static OS, eg: Linux IMA
Defined for use by Static 0S

Defined for use by Static 0S5

Defined for use by Static OS

Defined for use by Static OS, :eg Linux IMA/EMA
Defined for use by Static 0S

Debug (DRTM)

DRTM

Used by DRTM

User defined

User defined

User defined

User defined

Application Support

NOKIA Bell Labs



Quoting 101: Anatomy of a quote
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Attested
Value

TPM
Clock

Extra
Data

TPM
Firmware
Version

Magic

Qualified
Signer

Quote
File
(baseg4
encoded)

Reset
Count

Restart
Count

Safe
Signature

Type

8f00a76APjYPHId9gP3Yzn53bY9KSh3eGzhgkTTsQQO=
2062047087

K7augXItRYCMgfDRABmM/Vg==

281487861678080

/1RDRw==
ghaR62cKPzvmEbVu2wblobwLL/wOc4YCCqpOmIl300s=

/1RDRAAYACIAC60WketnCj875hG1btsGyaOsCy/8Dn0OGAgqqdlildztLABArtg6Bci1 FglyBt

2116

1

ABQACWEAIWDbbro0dpym0UgPPNbcSqfzg4XiGeaAw+GNX1XdD4CSDEF1iZkSUEhgGilv

gBg= NOKIA Bell Labs



Protecting secrets with a TPM
Sealing

TPM2_NVDEFINE() sealing policy ("policyread")

<

NVRAM (0x15000006)

T

TPM2_NVWRITE("Hello World")

check
TPM2_NVREAD()

|
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v

Attested
Value

TPM
Clock

Extra
Data

TPM
Firmware
Version

Magic

Qualified
Signer
Quote
File
(base64
encaded)

Reset
Count

Restart
Count

Safe
Signature

Type

8f00a76AP]YPHId9gP3Yzn53bYSKSh3eGzhgkTTsQQ0=
2062047087

K7augXItRYCMgfDRABmM/Vg==

281487861678080

/1RDRw==
ghaR62cKPzvmEbVu2wblo6wLL/wOc4YCCqpOmIl300s=

/1RDR4AYACIAC60WKetnCj875hG1btsGya0sCy/8Dn0GAgqqdlildztLABArtq6Bcl1FglyBt

2116

1
ABQACWEAIWDbbro0dpym0OUgPPNbeSqfzq4XiGeaAw +GNX1XdD4CSDEF1IZKSUERGGIIV

gBg=
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Protecting secrets with a TPM
Sealing

35

TPM2_NVWRIT

TPM2_NVDEFINE()

NVRAM (0x15000006)

TPM2_NVREAD()

ERROR

© 2019 Nokia

sealing policy ("policyread")

e

check

v

Attested
Value

TPM
Clack

Extra
Data

TPM
Firmware
Version

Magic

Qualified
Signer

Quote
File
(basesd
encaded)

Reset
Count

Restart
Count

Safe
Signature

Type

3facB1HISh7dXpNar7qQqUvGCBwgniMivd+SDyriHAC=

1455524401

bXUO3MQUTICNTO772L+Z7Q==

281487861678080

/1RDRW==

GLorsbaim1jap1CXVEEVESIKrw3PmetvPdOIawworvg=

/1RDRAAYACIACXI6K7G20ptY2qdQI77RLxLCCq8NzSurbz3dCGsMDq1 YABBtdQT7 cxBRMKI1 PTvwMySnts

1
ABQACWEAISPISBN,/OHBEhYSFMOK7/2Mg24eCKIG2STMIS466 +0gZLbp/3C6YKTgo2WikngeCu3B7 o0l

gBg=
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Trusted Cloud

NOKIA Bell Labs



Remote attestation

Attestation
Server

-

Challenger
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Remote attestation

Attestation
Server

O Is A trusted?

Challenger
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Remote attestation

Attestation
Server

Request

Is A trusted?
O ..... measurements

Challenger

o
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Remote attestation

Attestation
Server

Request

Is A trusted?
o measurements
o Return
measurements
o €

Challenger

A 4
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Remote attestation

Is A trusted?

A 4

-

Challenger

41 © 2019 Nokia

Attestation
Server
Request
0 measurements
o Return
measurements
Compare
measurements

against known
values

NOKIA Bell Labs



Remote attestation

Attestation
Server

Request
(o) measurements

Is A trusted?

A 4

Return
(o)

A is trusted © measurements
B Q- mmmm oo
10

Compare
Challenger measurements

against known
values
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Virtual Workload Placement

VMs are placed according to required and available vCPU and vVMEM

VM3

Hypervisor + Cloud Management

43 © 2019 Nokia NOKIA Bell Labs



Trusted Virtual W orkload Placement

VMs are placed according to required and available vCPU and vVMEM
VMs requiring trust are placed only on trusted machines

VM t

Hypervisor + Cloud Management

VM3

J

44 © 2019 Nokia
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Trusted Virtual W orkload Placement

VMs are placed according to required and available vCPU and vVMEM
VMs requiring trust are placed only on trusted machines

VMt 1. Read VM _t requirements

Hypervisor + Cloud Management
Server 2 Server4 _
® o
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Trusted Virtual W orkload Placement

VMs are placed according to required and available vCPU and vVMEM
VMs requiring trust are placed only on trusted machines

VMt 1. Read VM _t requirements
2. Filter servers vCPU > reqCPU

Hypervisor + Cloud Management
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Trusted Virtual W orkload Placement

VMs are placed according to required and available vCPU and vVMEM
VMs requiring trust are placed only on trusted machines

VMt 1. Read VM _t requirements
2. Filter servers vCPU > reqCPU
3. Filter servers vVMEM > reqMEM

Hypervisor + Cloud Management
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Trusted Virtual W orkload Placement

VMs are placed according to required and available vCPU and vVMEM
VMs requiring trust are placed only on trusted machines

VMt Read VM _t requirements
Filter servers vCPU > reqCPU
Filter servers vMEM > reqMEM

Filter servers sTrust ==

reqTrust
Hypervisor + Cloud Management

W N e

Server 2 Server 4 -
® o
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Trusted Virtual W orkload Placement

VMs are placed according to required and available vCPU and vVMEM
VMs requiring trust are placed only on trusted machines

VMt Read VM _t requirements
Filter servers vCPU > reqCPU
Filter servers vMEM > reqMEM

Filter servers sTrust ==

VM3 reqTrust
Pick a machine

W N e
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Trusted Virtual W orkload Placement

VMs are placed according to required and available vCPU and vVMEM
VMs requiring trust are placed only on trusted machines

Read VM _t requirements

Filter servers vCPU > reqCPU
Filter servers vMEM > reqMEM
Filter servers sTrust ==

VM3 reqTrust
Pick a machine
Launch VM t

VM t

W N e

%
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Handling failures and other open
guestions

* Root cause analysis

« Mitigation and response

« Extending trust across different layers
« Supply chain notarization

Quate does
not satisfy
policy

Attested value
has changed
between quotes

Attested value
has not changed
between quotes

Element has
been updated
between quotes

Policy has not
been updated
between quotes

Palicy has been
updated between
quotes

Policy has not
been updated
between quoles

Policy has been
updated between
quotes

Element may have
been updated before

The element's palicy

the two latest quotes was updated befora

land the policy has notl
been updated yet

the element received
a software update

The element received a
software update and the

The element received a

H software updaie and the
¥

policy has not changed policy was changed. The|
. 1o reflect this yet lement is reporting
CIE o e Gy x incorrect measurements,,

previous updates on
the element and
update the policy if

Witigation: trigger
element update

¥ ¥
necessa
" Mitigation: trigger Mitigation: check what
policy update policy the PCR is for

and check the CFT for
those PCRs to find
causeimitigation
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Element has not
been updated
between quotes

Element received
an unauthorized
update

¥
Mitigation: check what
PCRs changed
between quotes and
check the CFT for
those PCRs to find
cause/mitigation

Core

NOKIA Bell Labs



Limits of trust
Supply chain

Virtual Workload

Applications Hypenvisor

Operating System

Firmware: BIOS/UEFI

Hardware

Firmware R OEM/ Additional R Customer/ Trusted
manufacturer - Firmware - server
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Limits of trust
W hat do measurements mean?

Virtual Workload

Applications Hypenvisor

Operating System
Firmware: BIOS/UEFI

Hardware

Firmware R OEM/ Additional R Customer/ Trusted
manufacturer - Firmware - server
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Limits of trust

W hat do measurements mean?

Virtual Workload

Applications Hypenvisor

Operating System
Firmware: BIOS/UEFI

Hardware

Customer / Trusted

n

Firmware
manufacturer

What if there is tampering along the way?
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R OEM/ Additional
- Firmware

>

server
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Limits of trust

Virtual Workload

Applications Hypenvisor

Operating System

Firmware: BIOS/UEFI

Of course, that would never happen...

Firmware OEM / Additional
manufacturer Firmware

Customer / Trusted
server

(TS//SU/NF) Left: Intercepted packages are opened carefully; Right: A “load station™
implants a beacon
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Any questions?

Contact:
gabriela.limonta@nokia.com
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