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This Talk

= Current voting technology has serious flaws.
= Voting is hard.
= Commonly proposed solutions fall short.

= Cryptographic voting has the potential
to revolutionize how we audit elections.




http://www.nytimes.com/2008/01/06/magazine/06Vote-t.html




Voting in the US

http://www.cs.uiowa.edu/~jones/voting/pictures/
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Confusion over Palm Beach County ballot

Although the Democrats are listed

second in the column on the e Punching the second hole
they are the third hole on thi casts a vote for the Reform Party
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Confusion over Palm Beach County ballot

Although the Democrats are listed

second in the column on the

they are the third hole on the ballot
[REPUBLICAN|

GEOAGE W, BUSH . Furzimmy

OICK CHENEY . sice e

(DEMOCRATICH

AL GORE rratizind
JOE LIERERMAN . wict praizin

L e A PAT DUCHANAN . peammiwn

Punching the second hole

casts a vote for the Reform Party

IREFORM)

EZOLA FOSTER . ooy porooaay

|| 5 DAVID MeREYNOLDS  rarpmoe

{LIBERTARIAN]
HARRY BROWNE remizes
ART DUIVIER - vecn rerzizgut

{SOCIALIST)

MARY CAL HOLLLS . wex peremme

[GREEN]
RALPH NARER  rearmocns
WINONA Lall UKE . wigt rermoant

| p HOWARD PHILLIPS rarziom:

(CONSTITUTION)

J.CURTIS FRAZIER . vicx Peisicaat

(SOCIALIST WORKERS]
JARES HANRIS  rerzigan
MANGARET TROWE . wor rertmeny

5410 MONICA MODREHEAD . Ferzicxy

[WORKERS WORLD)

GLOMIA La MVA .nce prmocey

{NATURAL LAWY
JOHN BAGELIN . rerspowr
NAT GOLOHABER . mct rrisiorst

WHITEIN CANDIDATE
Ve wwts Dor o wilis | candidate, Daller the
directiena on Tha jang stul af yeor ballel card

® HAVA - Help America Vote Act

Sun-Senting | graphic/Damel Miblock

® 4 Billion dollars allocated

® Mostly to replace voting machines




® HAVA - Help America Vote Act
® 4 Billion dollars allocated

® Mostly to replace voting machines




The Princeton Report

VOTE STEALING CONTROL PANEL

Select the race and candidate to fix:

B

|Presider1t of the United States

Candidate Name Votes So Far
George Washington 9 (90%
Benedict Arnold 1 (10%

Set the final outcome: Percent for "Benedict Arnold"

| 7596

\,

OK Cancel

® Diebold touch-screen runs
executable code loaded
from memory card

® All audit logs modified
to be consistent

® Can spread virally by
memory card.

[FHF2006]







Does e-voting need paper trails?

By Anne Broache
Staff Writer, CNET News.com
Published: October 31, 2006, 4:00 AM PST
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By Anne Broache

Staff wWriter,
Published: O

State sued over lack of paper trail for
ballots

By AMAN BATHEJA
STAR-TELEGRAM STAFF WRITER




Does e-voting need paper trails?

By Anne Broache

Staff Writer, StﬂtE SUEd over Iack nf paper’ trﬂil fﬂr

Published: O
ballots

HBO documentary irks voting technology firm

Wed Mov 1, 2006 6:3Tam ET
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California E-Voting Machine
Allows Multiple Votes
m Allen Martin
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Hugo Chavez in the Voting Machine




Does e-voting need paper trails?

By Anne Broache
Staff wWriter,

ienee: o Otate sued over lack of paper trail for

ballots

H BO dncu I I 3 Nov 1, 2006 10:54 pm US/Pacific gy flrm
Wed Nov 1, 2006 6:37am ET Ca].ifﬂ . E’Vﬂl‘ Mﬂ ] . e

Allows Multiple Votes
m Allen Martin

OCTOEER 31, 20086

Hugo Chavez in the Voting Machine

Originally published October 26, 2006

Your vote will count
Hype over hacking shouldn't shatter confidence

By Paul DeGregorio
McCLATCHY-TRIBUMNE




New Mexico (March 2006)
California (August 2007)
Florida (December 2007)
Ohio (January 2008)

lowa (March 2008)

States that mandate paper trail.




SECRETARY OF STATE

WITHDRAWAL OF APPROVAL OF
DIEBOLD ELECTION SYSTEMS, INC.,
GEMS 1.18.24/AccuVote-TSX/AccuVote-OS
DRE & OPTICAL SCAN VOTING SYSTEM
AND CONDITIONAL RE-APPROVAL OF
USE OF DIEBOLD ELECTION SYSTEMS, INC.,
GEMS 1.18.24/AccuVote-TSX/AccuVote-OS
DRE & OPTICAL SCAN VOTING SYSTEM




PREMIER ELECTION SOLUTIONS (FORMERLY DiEROLD)
HAS BLAMED OHIO VOTING MACHINE ERRORS ON FROBLEMS

WITH THE MACHINES' McAFEE. ANTIVIRUS SOFTWARE.
WAIT, WHY? SECLRITY IMAGINE YOU'RE AT A PARENT- AH. STRICTLY SPEAKING,
= ; 1S GOOD, RIGHT? TEACHER CONFERENCE, AND THE |TS BETTER THAN
QNTWIRUE EFTHEE : TEACHER REASSURES YOU THAT THE ALTERNATIVE-
N VOTING HINES?
F COURSE. HE ALWAYS WEARS A CONDOM ~YET SOMEONE

YOURE DG 17 pMRONG. k %er WELL- WHILE TEACHING, IS CLEARLY

: DOING THER JOB

\

J

()

HORRIBLY \WRONG.
E , AN :%

2

http://xkcd.com/463/




What does Everbody Want!

® Simple and reliable system
® Voter secrecy

® Quick count

® And in addition: transparency (open audit).




What is Transparency!

Anyone can verify that:

® their vote was cast as intended

® the votes were count as cast

And, in case of a problem, can recount and
obtain the correct result (e.g. paper trail)




Paper vs. Electronic

Paper elections: Electronic elections today:
® |ocal attacks ® Global attacks
® No transparency ® Undetectable

® Unrecoverable

® No transparency




Paper vs. Electronic

Paper elections: Electronic elections today:
® |ocal attacks ® Global attacks
® No transparency ® Undetectable

® Unrecoverable

® No transparency

|deally:

* No local/global attacks

* Full transparency




Software Independence
[Rivest,Wack’'06]

“A voting system is software independent if
an undetected change or error in its
software cannot cause an undetectable
change or error in an election outcome”




Examples




Examples




Non-examples




Non-examples




The Israeli Perspective

Nov 07 - Pilot of electronic voting with
touch screens in several municipalities.

Nov ’07 - Minister of interior announces
plan to move to electronic elections

Apr ‘08 - TEHILA are given mandate to run
pilot in 3 municipalities in Oct '08 election.

Aug’08 - Speedy legislation underway to
accommodate pilot.




The process:

® No public scrutiny

® No open design

The result:

® No paper trail

® No software independence




Why is Voting
so Hard?




The Point of An Election

“The People have spoken....
the bastards!”

Dick Tuck
1966 Concession Speech




The Point of An Election

“The People have spoken....
the bastards!”

Dick Tuck
1966 Concession Speech

Provide enough evidence
to convince the loser.




Secret Ballot vs.
Verifiability




Secret Ballot vs.
Verifiability

Voting System
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Secret Ballot vs.
Verifiability

Voting System _
convince ;i

Alice

Carl the Cercer




Desired Properties

(I)Alice verifies her vote.

(2)Everyone verifies tallying.

(3)Alice cannot be coerced by Eve.







1892 - Australian Ballot

/873
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http://www.cs.uiowa.edu/~jones/voting/pictures/




The Breakfast Election

Sweet

http://en.wikipedia.org/wiki/lmage:FoodOmelete.jpg
http://www.flickr.com/photos/35034346243 @N01/91524057/




The Ballot Handoff

Alice the Voter
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The Ballot Handoff
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Alice the Voter
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The Ballot Handoff
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Chain of Custody




Chain of Custody

Vendor




Chain of Custody

|
I *
|
. | * code |
Voting 4_@_: y
Machine | :
T

Vendor




Chain of Custody

Polling
Location

., *
Ve
- *y
.-,
-,
’.'
~'
-
>
-
~
- e
L)
e
¢ e
‘-
-

Voting
Machine

Vendor




Chain of Custody

* source

|
|~,.~'~~”a'\."_' I
- ", '
B ] ] | * code
¥ Poling " <:> Voting 4_@4 y
-~ Location - Machine |

- —

|—

Vendor




Chain of Custody

Polling

Location

-
Wt
- ®,
- -,
-,
L4
® e
<
<
>
.
-
-
.
-
-

Voting
Machine

Vendor




Chain of Custody

Polling

'Z’-i Location

-
v o0
- ®
- -,
- -,
e
S e
<&
-
r
-
-~
- ®
.~
- o

Voting
Machine

Ballot Box Collection

Vendor




Chain of Custody

Polling

'Z’-i Location

-
v o0
- ®
- -,
- -,
e
S e
<&
-
r
-
-~
- ®
.~
- o

Voting
Machine

| . |
| -
Vendor
Results
Oz
-

Ballot Box Collection




Chain of Custody

Results

Ballot Box Collection
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The Cost of Secrecy




The Cost of Secrecy

éScavenged ballot box lids haunt S F
elections '

Erin McCormick. Chronicle Staff Writer

Monday, January 7, 2002




The Cost of Secrecy

éScavenged ballot box lids haunt S F
elections '

i M Helicopter Crash Delays Afghmn
i‘ﬂnndaw IVG"'E CGUH"'




The Cost of Secrecy

éScavenged ballot box lids haunt S F
Eelectmns

Absentee ballots 'lost' in Florida

e Detet:-er 28, 2004 09:28 |ST

Neerly 58,000 absentee ballots for the US presidential election may never have reached .
+Florida's Broward County voters, who had requested them more than two weeks ago,
elen::t|en officials said.




The Cost of Secrecy

éScavenged ballot box lids haunt S F
Eelectmns

Absentee ballots 'lost' in Florida

e Detet:-er 28, 2004 09:28 |ST

:Neerl‘;.-' 58,000 absentgptallatafartha LS craaldontialalocticn s sanas hava saaalad I
Florida's Broward Cour

cicton ot sais.| V1EX1CO Presidential Election
Ballots Found in Dump

RAW STORY

Published: Thursday July 6, 2006




Is Secrecy Important!?
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“Secret ballots and transparency in government

are mutually exclusive concepts.”
Lynn Landes - Nov. 2005
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“Secret ballots and transparency in government
are mutually exclusive concepts.”

Lynn Landes - Nov. 2005

THE VOTE BY MAIL PROJECT

CHDEASYR http://votebymailproject.org




Is Secrecy Important!?

“Secret ballots and transparency in government
are mutually exclusive concepts.”

Lynn Landes - Nov. 2005

THE VOTE BY MAIL PROJECT

THIREIR http://votebymailproject.org

Thursday, July 27, 2006

San Diego task force recommends by mail voting




Is Secrecy Important!?

“Secret ballots and transparency in government
are mutually exclusive concepts.”

Lynn Landes - Nov. 2005

THE VOTE BY MAIL PROJECT

THIREIR http://votebymailproject.org

Thursday, July 27, 2006

San Diego task force recommends by mail voting

In U.S., more opt to vote by mail

Number of absentee voters in some states at a record high




Actually, it is.

Secret Ballot implemented in Chile in 1958.

“the secrecy of the ballot [...] has
first-order implications for resource
allocation, political outcomes, and social efficiency.”

[BalandRobinson 2004]




So what can we do!




Cryptographic (open audit)
elections

[Chaum81], [Benaloh85], [PIK93], [BenalohTuinstra92], [SK94], [Neff2001],
[FS2001], [Chaum2004], [Neff2004], [Ryan2004], [Chaum2005], [MoranNaor06],
[Rivest2006],[ CCCEPRRSS20080]

Cryptography provides more than
confidentiality.

Cryptography can provide verifiability
while mantaining ballot secrecy.

Anyone can audit!




Public Ballots
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Encrypted Public Ballots

Alice: B ”d e
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Encrypted Public Ballots

Alice: B ”d e

ke 1] |\H§§F“%§§IHH

Carol




How can we_verify
operations on
encrypted data’




Public-Key Encryption




Public-Key Encryption

Keypair consists of a public key pk and a secret key sk.




Public-Key Encryption

Keypair consists of a public key pk and a secret key sk.

Sy, Enepk —{8bse7




Public-Key Encryption

Keypair consists of a public key pk and a secret key sk.

Sty Enepi—{gbse7
Swoot f—(Encpic —+]c3a034]




Public-Key Encryption

Keypair consists of a public key pk and a secret key sk.

"Salty" Encyk 8b5637

E
E

"Sweet" Encpk c5de34

E
E

"Salty" Encyk adb395

E
E




Threshold Decryption

Secret key is shared amongst multiple parties:
all (or at least a quorum) need to cooperate to decrypt.

‘8b5637 l




Threshold Decryption

Secret key is shared amongst multiple parties:
all (or at least a quorum) need to cooperate to decrypt.
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Threshold Decryption

Secret key is shared amongst multiple parties:
all (or at least a quorum) need to cooperate to decrypt.

‘8b5637 '




Threshold Decryption

Secret key is shared amongst multiple parties:
all (or at least a quorum) need to cooperate to decrypt.

b739chb

8b5637




Threshold Decryption

Secret key is shared amongst multiple parties:
all (or at least a quorum) need to cooperate to decrypt.

b739chb

7231bc

8b5637

8239ba




Threshold Decryption

Secret key is shared amongst multiple parties:
all (or at least a quorum) need to cooperate to decrypt.

Decgy, b739cb

Decgy, 261ad7

8b5637 "Salty"

7231bc

Decsk3

8239ba




The Voting Process
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Producing Encrypted Ballot
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Producing Encrypted Ballot




Encrypted Ballot

itk | it | it |

........................................................................................

H 0 e




Ballot Casting
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Ballot Casting
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Homomorphic Tabulation

Enc(mq) x Enc(mo)
— Enc(m1 -+ mg)




Homomorphic Tabulation

Enc(mq) x Enc(mo)
— Enc(m1 -+ mz)

Yes = Enc(1)
No = Enc(0)




Homomorphic Tabulation

Enc(ml) > Enc(mg) MBuIIetin Board
— Enc(m1 + mZ) EAn:ﬁb) Bridget:
.................................................. Enc(ms)
Yes = Enc(1)
No = Enc(0) fn?&:')




Homomorphic Tabulation

Enc(ml) > Enc(mg) MBuIIetin Board
— Enc(m1 + mZ) EAn:ﬁb) Bridg;t:
.................................................. Enc(ms)
Yes = Enc(1)
No = Enc(0) fn?&:')

EncryptedTally = Enc(m,) X Enc(my) x Enc(m,)

= Enc(mq + mp + me)




Verifying Validity of Encryption

Given Enc(m) How can | verify that it is not an
encryption of more than one vote!

Zero-Knowledge proofs: Can prove validity of
Enc(m) without revealing anything else!

Revolutionary concept: only need to verify that
machine is computing right functionality...




Verifying Consistency [Benaloh]
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P N
Alice L ‘0 O)




% "Vote for Sweet" ——» t.

Alice O -0

Verifying Consistency [Benaloh]




Verifying Consistency [Benaloh]
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Verifying Consistency [Benaloh]
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Verifying Consistency [Benaloh]

i

Alice

% - "AUDIT" —»

Alice

-

Encrypted
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Ballot

Q" 0O}

http://en.wikipedia.org/wiki/lmage:Barcode-scannet.jpg




Verifying Consistency [Benaloh]
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Open-Audit Elections

® Alice verifies her vote.

e Everyone verifies the tally.

® Incoercibility is enforced.
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