Hands-on OWASP Testing Guide v3 using the OWASP Live CD

Schedule overview

Day 1:

e Web Application Security Foundations
e Overview of OWASP Testing Framework
e Web Application Penetration Testing
o Configuration Management Testing
o Authentication Testing
o Session Management Testing
e 2 short breaks
e I lunch break

Day 2:

e Web Application Penetration Testing
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Authorization Testing
Business Logic Testing
Data Validation Testing
Denial of Service Testing
Web Services Testing
AJAX Testing

e 2 short breaks
e 1 lunch break



