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Research in System Security
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The International Secure Systems Lab 
● Union of five system security research labs
● Applied research – Aka no crypto, no protocols design
● Which topics?

– Malware Analysis (including Mobile)
– Botnet Detection
– Web Security

● Client/Server side vulnerabilities, Web threats
● Web-Based malware, 

– Privacy, Social Networks, DeAnonymization

– Vulnerability Detection/Prevention

– SPAM, SCAM, Phishing,...

– Hardware , telephone hacking
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Applied Research
● Scientific contributions (publications)
● Collaboration with the industry (AV, …)
● Collaboration with  no-profit associations and 

organizations (OWASP, ISC/BIND, hacking groups)
● Media Impact (Forbes, DarkReading, Slashdot..)
● Hacking/underground conferences (BlackHat, HITB, 

Defcon, etc..)
● Capture-the-flag contests (training... ???)
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Who am I?

● From Bergamo, traveler addicted
● 10+ years experience in IT Security

– Industrial (companies..)

– Academic (universities, research labs)

● MSc / PhD in Computer Engineering / Security

● Member of iSecLab since 2008
● Sr. Researcher for Trend Micro (FTR Team)
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Research in Web Security
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http://wepawet.iseclab.org/

● Wepawet
● Service for detecting web-web-

based malwarebased malware
● Sandbox for analyzing 

Javascript, PDF and Flash 
content

● UCSB powered
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Prophiler

● Pre-filter for Wepawet
● Extensive crawler
● Feature-based static analyzer 

● D.Canali powered
● http://www.iseclab.org/people/dcanali/www2011_Prophiler_a_fast_filter_for

_the_large_scale_detection_of_malicious_web_pages.pdf
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http://papas.iseclab.org/

● PArameter Pollution Analysis System
● Service for detecting web vulnerabilitiesweb vulnerabilities
● HTTP Parameter Pollution vulnerabilities
● Browser hacking and python scripting

● Myself powered
● http://www.iseclab.org/people/embyte/slides/HPP_BHUSA2011.pdf
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ClickIDS

● Web Threats Web Threats research
● Clickjacking detection tool
● Browser plugin and python scripting 
● Large-scale study, 1.000.000 web pages

● Myself powered
● http://www.iseclab.org/people/embyte/slides/OWASP_BeNeLux201

0/html/index.html



23rd Nov. 2012 OWASP Italy Day 16

Privacy and Security in SN

● Attacks against Facebook
● Attacks against File Hosting Services 

(RapidShare & similar)
● Privacy issues of social networks
● Intelligence
● De-Anonymization
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Interested?
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Web Applications Honeypots

● Starting project

(3-6 months long)

● And others...
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PoC

● http://www.iseclab.org
● embyte@iseclab.org

http://www.iseclab.org/
mailto:embyte@iseclab.org
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