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'_"'-'"- merl ol el 192.1€8.111.26 51-el-ad-cd-u-al dynanic
102.2€8.111.45 @d d¢c 20 &4 85 29 dynanic
192,268,211, 200 UP-IL-LY-gL-L-L0 dynanic
192.7€R.111. 234 an A 29 &4 85 29 Tynanic
128 .90.0.24 Ul--oe-0a-02-10 statz:
224 .5.2.231 AT -DA-S5w-G0-0%- 11 w1l
124.2.9.252 CL-N-Z-': 02-92-f¢ statz:c
S3¥.d00.:200. W Bl-W-oe-s-T-lg slal.t

man dracut
top
yum |7 < Y46 25 N1 Heost #2 yatam proc

ost #2 acan WITl netwarks
ost #2 Preferrad W

Disrupt WITI

Qcalderaserver mklusLerman]# cal JopL/caldera/caldera/caldera. py

Caldera

Usaye:
caldera. py
caldera. py
caldera. py
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Caldera — Review - (.\

Can |

Run This at Work? _4“)’73.

r (\../

* Only in Development environments, unless you are
authorized!

 How

Do Get

his"

 Download from github.com

Can You Install and Run This?

 Easily! (though you’ll need a few systems or a VM than
can host them)



https://github.com/mitre/caldera

yum -y Insta

vum -y insta’

Adversary Emulation with MITRE’s Caldera

ip addr

shuldoume niow
vian Yy upecale
shurdown now

71 con acd
ifconficg
e lioocen med
| Al 1 ceEre e |}
hnasTnamerT’
hostnamect”
hostnamect’
hostnamect”
hostnamect’
Fo ol remmme |
ihcanlie
i
ifconfic

g ng yahoo.co 1 ?
vum update &% ueS ]OnSo
systemct| sto

s bemel 1ol 1)

viam i | e

Frop —-d sC

TOF

man dracut

toE

yum |=st |
\iam el o
et atue,

“rovl@calderaserver mklusLerman]# cal Jopl/caldera/caldera/caldera. py

Caldera

Usaye:
caldera. py
caldera.py -d | --debug
caldera.py -h | --help



