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Adversary Emulation with MITRE’s Caldera
Outline 

Caldera: 
• What Is It? 
• Why Do We Need It? 
• Who Made It? 
• Where Can We ……… 
• Server Install 
• Caldera Overview from the Web GUI



Caldera – What is it?

CALDERA offers an intelligent, automated adversary emulation system that can reduce 
resources needed by security teams for routine testing, freeing them to address other 
critical problems. 

CALDERA can be used to test endpoint security solutions and assess a network's security 
posture against the common post-compromise adversarial techniques contained in the 
ATT&CK model. CALDERA leverages the ATT&CK model to identify and replicate 
adversary behaviors as if a real intrusion is occurring.      
 <Citation Link>

https://www.mitre.org/research/technology-transfer/open-source-software/caldera


• (it)…enables automated assessments of a network's 
susceptibility to adversary success, allowing organizations to 
see their networks through the eyes of an advanced persistent 
threat on-demand and to verify defenses and security 
configuration based upon known threat techniques……… 
• Use of CALDERA can reduce resources needed for assessments 

and allow red teams to focus on sophisticated solutions to 
harder problems.  
• It will also allow organizations to more rapidly tune 

behavioral-based intrusion detection systems as they are 
deployed.

Caldera – Why Do We Need It?

<Citation Link>   <List of Adversary Emulation Tools>

https://www.mitre.org/research/technology-transfer/open-source-software/caldera
http://pentestit.com/adversary-emulation-tools-list/


Caldera – Who Made It?

Andy Applebaum, PhD. 
Lead Cybersecurity Engineer 

MITRE

<Citation Link>

Type Not-for-profit 
corporation

Founded 1958; 61 years ago

Headquarters Bedford, 
Massachusetts and 
McLean, Virginia, 
United States

Key people Jason Providakes 
President and CEO

Revenue US$ 1.484 billion[1]

Number of 
employees

8,425[2]

Website www.mitre.org

https://en.wikipedia.org/wiki/Mitre_Corporation
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https://en.wikipedia.org/w/index.php?title=Jason_Providakes&action=edit&redlink=1
https://en.wikipedia.org/w/index.php?title=Jason_Providakes&action=edit&redlink=1
https://en.wikipedia.org/wiki/President_(corporate_title)
https://en.wikipedia.org/wiki/Chief_executive_officer
https://en.wikipedia.org/wiki/United_States_dollar
https://en.wikipedia.org/wiki/Mitre_Corporation#cite_note-AR2015-1
https://en.wikipedia.org/wiki/Mitre_Corporation#cite_note-AR-2
http://www.mitre.org/


•……Run This? 
• Only in Development environments, unless you are 
authorized! 

•……Get This? 
• Download from github.com 

•……See How to Install and Run This? 
•We’ll be showing you the installation and use

Caldera – Where Can We …….

https://github.com/mitre/caldera


Caldera – Server Installation…….
https://github.com/mitre/caldera

https://github.com/mitre/caldera


Caldera – Server Installation…….



Caldera – Server Installation…….



Caldera – Server Installation…….



Caldera – Server Installation…….



Caldera – Server Installation…….



Caldera – Server Installation…….



Caldera – Windows AD and AD 
Client…….



Caldera – Windows AD and AD 
Client…….



Caldera – Server Overview…….
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Caldera – Server Overview…….
https://attack.mitre.org/

https://attack.mitre.org/


Caldera – Server Overview…….
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Caldera – Server Overview…….



•Can I Run This at Work? 
• Only in Development environments, unless you are 

authorized! 

•How Do Get This? 
• Download from github.com 

•Can You Install and Run This? 
• Easily! (though you’ll need a few systems or a VM than 

can host them)

Caldera – Review

https://github.com/mitre/caldera


Adversary Emulation with MITRE’s Caldera

Questions?


