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• OWASP Top 10 – 2013

– A9 – Using components with known vulnerabilities

• Prevalence: Widespread

• Detectability: Difficult

• Dependency-Check project

– Java & .Net

– Team: Jeremy Long, Will Stranathan, Steve 
Springett

Context



• Searches NVD CVE
– Based on data extracted from libs compared to 

CPE identifiers

• Can run as
– Maven plugin

– Ant task

– Gradle plugin

– Jenkins plugin

How it works



Sample results



• Suppression Filters – added in 1.0.7 (Dec 2013)

• Simple way to remove false positives
<?xml version="1.0" encoding="UTF-8"?>
<suppressions 
xmlns="https://www.owasp.org/index.php/OWASP_Dependency_Che
ck_Suppression">

<suppress>
<notes><![CDATA[
file name: spring-core-3.0.0.RELEASE.jar
]]></notes>
<sha1>4F268922155FF53FB7B28AECA24FB28D5A439D95</sha1>
<cpe>cpe:/a:vmware:springsource_spring_framework:3.0.0</cpe>

</suppress>
</suppressions>

False positives



• Project page
https://www.owasp.org/index.php/OWASP_Dependency_Che
ck

• Documentation
http://jeremylong.github.io/DependencyCheck/index.html

• Source
https://github.com/jeremylong/DependencyCheck

• Jeremy's original presentation
http://jeremylong.github.io/DependencyCheck/general/depe
ndency-check.pdf

Links



Questions?

Q&A


