
Reflections on trusting the same-

origin policy

… and other web+network trust 

issues



me

• Andre Gironda

• 15 years Unix+Internet 
experience

• First ran `www` in 
summer of 1993

• Cisco certified, NANOG 
attendee since ’97

– That means I’m a network 
guy more than a systems 
guy, programming guy, or 
security guy

• Phoenix native



Past work

Vulnerability Research at lockdatasystems since 1997

Several Cisco zero-day denial-of-service (IOS, CatOS)

• CatOS version 2.1

• IPv4 Vulnerability



I’m bringing network back

• Routers are sexy

• Webapp security doesn’t 

make network security 

obsolete or any less 

interesting / important

• There are plenty of 

innovations left in both 

camps

• There is plenty of cross-

over between the two



BGP

• Routing protocol

• 1993 CIDR

• Attributes

– Well-known or optional

• Well-known: Origin, AS-Path, Next-

hop, local-preference

– Transitive or non-transitive (local)

• Optional and transitive: Community

• Optional and non-transitive: MED



• Enno Rey: LayerOne 2006 – MPLS Security

• Injection of label traffic from the Internet

MPLS



Wireless

Airport ad-hoc viruses + 
Karma =

World MITM

– First New York, then 
San Francisco, New 
Orleans, Rio de 
Janeiro, Rome, 
Kinshasa, Karachi, 
Bangkok, and Beijing 
(from the movie, 12 
Monkeys)



This old vulnerability: CLID

Caller ID trust

– Spoofing CLID

• Lax VoIP providers

• Security screens (a 

misnomer?)

– Spoofing ANI

– Beige-boxing



Network Vulns: borken stuff

• Original SYN attack 
still works.. (juno-z)

• Mitnick hack: rlogin
– Hosts.equiv, .rhosts

– AIX rlogin –froot

– Solaris 10/11: 0day was the 
case that they gave me

• telnet –l “-froot” 10.0.0.1

• Smurf attack, DDoS
– ICMP reflection

– TCP amplification



Advanced Network Vulns: trust

• BGP nastiness
– Jack moves, AS loops, Stealing traffic

• Proxies
– Tor (we’ll get to this a little later…)

– Firewall hole punching (Skype, chownat)

• MITM

Arp poisoning, DNS 

hijacking, cache poisoning, 

Wireless, STP takeover, 

HSRP/VRRP takeover,

MPLS VPN / VPLS label 

modification / injection, 

VLAN / VPN hopping,

CAM table overflow, 

Slipping windows



Network defenses

• Deep packet inspection at 
line-rate

– Stop SYN DoS.  Use IPS-
like features

• Secure Shell, Public key 
crypto
– Stop using cleartext.

Portknocking, GPG, OTR

• Protecting the 
infrastructure

– Reflection and 
amplification attacks

http://www.nanog.org/mtg-0405/mcdowell.html



Advanced network defenses

• Route filtering, SIDR, PGP-Whois

– https://Prefix.PCH.Net

– IETF SIDR WG

– DHS SPRI

• Proxy scanners, pedantic perimeters

– Separate DNS servers from infrastructure

– Never allow outbound SYN from DMZ

– Perform Firewall Differential Analysis

• SSL (DHE), Cisco port-security + DAI
– Stop MITM attacks

– Enforce local DNS/DHCP (not over WAN)



Web vulns: extra borken stuff

• No order for HTTP headers (except method + version)

• Forms and cookies can be huge, unvalidated



Advanced web vulns: trust^2

• mhtml vulnerability: own the whole browser

• Firefox pop-up blocker reads local files

• Exponential Cross-Site Scripting (XSS ^ n)

• Ajax and XHR now allow breaking of same-
origin.  … so does any external JS/DHTML

• Flash does, too, if not configured properly.  If 
configured properly: flash can be good!

• Anti-DNS Pinning (via JS, Flash, and Java applet)

• Cross-site cooking, Homograph attack

• HTTP request smuggling (and splitting, et al)

• HTML and Javascript network/port scanning



Web+Network attacks

• IP address-based 
authentication
– Spoofing and MITM 

(Wireless) break this

– BGP and MPLS break this

– Proxies break this

– Layer One Session 
Hijacking

• XSS Shell
– Combination of XSS proxy, 

History/cache enumeration, 
JS network/port scanning,

clipboard grabbing, and 
even instant messaging!

• WS Proxy Injection



Web+network attack examples
• Using Tor with .edu exit 

nodes over the Internet

– StrictExitNodes 1

– ExitNodes a.edu, b.edu, c.edu

• HTTP Referer checks stop 

proxies?  Spoof the headers!

• My 0-days that you can bring 

home to mom

– ProQuest: vulnerable

– LexisNexis: vulnerable

– ACM / IEEE: vulnerable



Web+network theoretical

• Credit card processors

– Need to create accounts en-masse

– Allow partners by IP prefix

• DISA.MIL publications

– Uses reverse DNS lookup checks

– I’m a .mil, let me in!

– DSN directory

• Vulnerable?  Very likely

Others - Dialog, Hoover's, InfoTrac,

LawTel, and PayScale



Web+Network defenses

• IP address-based authentication
– Don’t do that then!  Check your firewalls!  Use 

individual login accounts with passwords!

– Check your IIS -> Directory Security tab -> IP address-
based access control

• AOL Proxies, Corporate NAT makes this superbad!

• XSS and CSRF protections
– XSS for coders: Input validation with frameworks

– XSS for operators: Output filtering with WAF’s

– CSRF: No GET’s!  POST with nonce (e.g. Viewstate)



Reflections on trusting trust

• You can’t trust 
compilers

• You can’t trust

people or groups

• You can’t trust 
networks

• You can’t

trust browsers

• You can allow 
individuals access and 
make them accountable 
(sudo vs. su)

– Enforce a password policy

– Never make group accounts

– Watch accounts for activity, monitor policy

– Close or lock-out old/unused accounts



My incident response strategy

• Strike-back
– You want personal information?  Yes, have some (unload tons)

– Use SQL injection, create large lists with Fakenamegenerator.com

• Lock-down
– Better to gather intelligence than lock-out usually

– Allow user to input additional account information for 
authorization and then force them to change their password

• Trace-back
– Check web/firewall/IPS/load-balancer logs, SIM/SIEM, NSM data

– Notify the user/users/groups/orgs.  Have them check their logs, too

• Take-down
– Never operate alone.  Use a service e.g. CastleCops PIRT



The future of attacks

• Transitive attacks
– Web 2.0 (Blogger, Technorati, Sitemeter, Flickr,

Zoomr, Feedburner, Newsgator, del.icio.us, et al)

• Blogs

• RSS

– IP address-based authentication / trust relationships

• Network A – Network B – WebApp Y – Database Z

– Combination of the above

• Targeted attacks
– Profiling, stalking (e.g. Google hacking, social network 

sites, WiFi stalking, AOLstalker.com)

– Stealing search engine queries from orgs



Example One: Project Camwhore
• This is a targeted attack

• 4Chan: Togi-chan

• Encylopedia Dramatica / Camwhore

• Yahoo Profile -> Deviant Art -> Myspace



Example One: Owning Myspace

• Myspace hates hackers

– Samy busted

– Seclists.org shutdown by
GoDaddy

• Myspace loves hackers

– Allow XSS everywhere 
(allowing user-submitted HTML 
is bad, mmkay?)

– Requires Javascript everywhere

• Myspace is confused



Example One: What’s possible?

• Google cache gave me her Myspace page

• Logic flaw in Myspace allowed me to post on her private 
profile (we’re not even Myspace friends!)

• Earlier information (ED diff) gave up where she is and 
how to find her irl

– Currenlty, Togi-chan works at CinnZeo, at Metrocenter Mall in Phoenix, Arizona

http://www.encyclopediadramatica.com/index.php?title=Togi-chan&oldid=1997046933



Example 2: Project NSA Call DB

• This attack is at first targeted and then [theoretically] 

becomes a transitive attack

• Another woman

• She makes news for

getting arrested

• How to find her?



Example 2: Myspace again!

• Search for:

– Female

– Age 27

– In Albuquerque, New Mexico

– Works for Sandia National Labs

– Likes Linkin Park

• ONE RESULT
http://profile.myspace.com/index.cfm?fuseaction=user.viewprofile&friendID=36977809



Example 2: DoD Response

• A few more words 

about incident response

– Transitive attack could 

be as simple as:

Myspace – SNL browser – NSA DB

• Need-to-know basis

• A trap?

– CIA involvement on

Facebook



Summary

• Same-origin policy doesn’t protect you

• Transitive attacks

• Targeted attacks

• There is a lot more out there than what I’ve 
talked about.  The webapp security 
landscape is constantly and consistently 
getting worse and worse by the day
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Questions?


