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a OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused

on improving the secunty of application software. Our mission is to make application secunty "visible,”

s0 that people and organizations can make informed decisions about application security nsks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501¢3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.
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String query = "SELECT * FROM accounts WHERE custID='" +

request.getParameter ("14d") + "'";
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Query HQLQuery = session.createQuery (“FROM accounts WHERE
custID='“ + request.getParameter ("id") + "'");
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*OWASP SQL Injection Prevention Cheat Sheet

*OWASP Query Parameterization Cheat Sheet
*OWASP Command Injection Article
*OWASP XML eXternal Entity (XXE) Reference Article

*ASVS: Output Encoding/Escaping Requirements (V6)
*OWASP Testing Guide: Chapter on SQL Injection Testing

*CWE Entry 77 on Command Injection
*CWE Entry 89 on SQL Injection

*CWE Entry 564 on Hibernate Injection
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