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HTTP — How web sites work

Security in Web 2.0,
AJAX, SOA

Fundamentals of AJAX, WebServices & SOA

Dennis Hurst
Application Security Center, HP Software
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Fundamentals of web hacks (SQL Injection)
Hacking AJAX
Exploiting WebServices & Bridges

Testing Security in Web 2.0

What is HTTP?

HTTP
Network

What is HTTP? How Does Your Application Work?

« GET - Simple query string based request

- POST - Contains POST data in the body of the
request

)PINMHGGIDOEIDDMK; path: Web Application

HTTP
Lcienire e

Network
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HTTP — GET With a Query String HTTP — POST With POST Data

Tools — Local Host Proxies Tools — HTTP Editors

@ HTTP Editor
Fie Help

Actior |Change Content-Length ~| _Aeob

Address: [hitp/locahost80/ ~IE

Bequest | Info | GUI |
GET /HTTPA.0
User-Agent: Mozilla/s. 0 fcompatible; MSIE 5,01 Windows NT 5.0)
ccept 7
Prox
Y Web Server

Regsponse | Browser |

HTTRA.1 200 OK [
Server: Miciosoft| 5451 E
Date: Thy, 17 Feb 2005 17.43:20 GMT

% Fowered By ASP.NET

Cornestion: Keepive
Content-Length: 13813
Cortert-Type: testhiml
Set-Cookis: ASPSES5I0NIDSS BRCBBE-LIODIMGCLDKMKMNHPCOPOIGD

path=/
Cache-contol private

CIDOCTYPE HTML PUBLIC ™//w/3C//DTD HTML 4.0 Transitionalé /EN">
|CHTML><HEAD > <TITLE>NuBark - Aboutc/TITLES
[CMETA hitp-squiv-Contert-Type content="text/him; charset=iso 8359-1">

Search |Response =] Far | T Regex __Fing

Disconnected.

Demo — localhost

Proxies & HTTP

Fundamentals of AJAX,
Web Services & SOA
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The Long Wait of a Page Refresh MapQuest circa 2000

classic web application model (synchronous) [T .
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Web 2.0 Style Web Application Providing a Rich User Experience

Ajax web application model (asynchronous)

JavaScript traps user dient. = o 0
events 1browser Ul 1
Sends HTTP request in ey

background {Ajax engine ~

Application stays | clensideprocessing

responsive

Server returns
requested data

Jossilisuen exep
data transmission |
oissisuen e1ep
data transmission
ossisUen EP |
I
data transmission
orsilisuen ewp
data bansmission

JavaScript processes
data, dynamically
changes page as
needed

server-side server-side server-side server-side
processing processing processing processing
server
http://adaptivepath.com/

Signin | Help
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Wieb Images Maps News Shopping Mail more v
Google
LAl 7|_Search the map | Find businesses  Get directions.

MapQuest circa 2000

5] YA

eraieim

<[4 [x]
fv B - & e

Frankfurt '
-am Main

kel cidd ) A DS
Host T Fequest

ow x| 9a[E-20 T B o ax

'''''' ot Requests 0

Lstening .

g

October 2003 Copyright © 2006 HP corporate presentation. All rights reserved. invent



Comparison

Web 1.0 Web 2.0

New content
retrieved with

Full page refresh

XmlHttpRequest

During content
retrieval

Application in
undefined state

Application fully
usable

Page layout

On server

On client

i Hyperlink
Actions that change | Pyperlin Any user event

content Form submission
Atomic unit for HyperText page Data
content Some media

WebServices & SOA ey

Client Server
HTTP for applications, nofzs 5B eteo Sates-eoms BT/
Hosts locaiho
people

Client sends HTTP/XML
Request

<2xml version="1.0" encoding="ucf-gn2>
pi//

2001/XMLSche]

<soap:Body>

Server responds with
HTTP/XML Response

Allows for a “Service
Oriented Architecture” =R o115 =

<GetAccountsResult>
<CascaaingDropDownlianeValue>
<name>string</name>
<value>string</value>

HITP/1.1 200 OK

Contenc-Type: text/xml; charset=utf-8

Content-ZLength: length

<2xml version="1.0" encoding=rucf-sn2>
B p://;

2001/304L5

<1sDefaultValuesbooleand/isDefaulcvalue>
</CascadingDropDowniiameValue>
<CascadingDropDownlaneValue>
<name>string</nane>
<value>string</value>
<1sDefaulcvalue>boolean/isDefaulcvalue>
</CascadingDropDownianeValue>
</GethccountsResule>
</GetAccountsResponse>
</s0ap:Body>
</soap:Envelope>

Service Oriented Architecture (SOA)

Built by exposing
functionality through
Web Services mvemory

Allows for loose
coupling of systems fo
create complex systems

Solves MANY Bllllng

compatibility issues

Opens some security Web s|te

issues \
Sh|pp|ng

Fundamentals of
web hacks

SQL Injection

SQL Injection is a technique for exploiting Web
applications that use client-supplied data in SQL
queries without stripping potentially harmful
characters first

SQL Injection

Surf the Web site

Find dynamic pages

Change parameters to locate SQL Error
Exploit SQL Injection

SQL Injection — Vulnerable Code

Vulnerable code

sSql = sSql + " where LocationID = " + Request["cboLocation"] + "";
oCmd.CommandText = sSql;

A Syntax error converting the nvarchar value ‘AttendeeDetails’ to a column of data type int. - Microsof... [= |[B)[]

URL He Edt Vew Faoites Iook tep "
Cu-Q HNEAG Lo - @ RS @ UBEHK B
Adess | VD s 7
Syntax error converting the nvarchar value 'AttendeeDetails' to a —
column of data type int. @
< >
@0 G Lot
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SQL Injection — Vulnerable Code
Debug View

? oCmd.CommandText
"SELECT , EndDate, [ iption], [Location], ...

where LocationID = convert(int, (select top 1 name from sysobjects))"

SELECT * FROM Locations WHER!

Application Locati -
tion 1D = <hacker stuff>
ocation acker sf SOL Server

Demo — SQL

Injection

Demo — SQL
Injection against
AJAX and Web

Services

Hacking AJAX
Exploiting WebServices
& Bridges (SOA)
2

Data Theft Through a Bridget

- Direct access hits limitations
- Exploit trust to steal more data
« Performance enhancements only help attacker

@ — 8
AwesomeBooks.com y com com

I I
& &
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Attacking 3 Parties Through Bridges

+ AwesomeBooks detects the XSS or SQL Injection
attacks

~ AwesomeBooks: Why is BillysRareBooks SQL injecting me?
~ Another layer to hide behind

§OAP/JSO§

!
&

Billys

Attacking 3 Parties Through Bridges
- Maybe 39 party doesn't notice at all

~ Large site with lots of requests from affiliates
— Performs less analysis; attacks only work through bridge

Testing for security in Web 2.0

Differences with traditional web sites

- AJAX and Web Services are harder to manipulate
~ SOAP, XML, JSON encoded date
~ Must understand the XML/JSON and manipulate it
- Authentication is harder in Web Services
- Tools need to understand XML, SOAP, JSON
- Bridged attacks
— Web site may front end MANY other applications
— This allows for bridged attacks
— These are harder to understand and test

- AJAX is based on a “framework” you don’t control so it
can change on you with little fo no notice.

October 2003
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Attacking 3 Parties Through Bridges

- Autoshunning IDS/IPS notices XSS or SQL
Injection attacks

— IPS: This site is SQL injecting me! [Blocks IP]
~ Wanted SQL injection, got DoS of aggregate site

IDS/IPS

=

BillysRareBooks.com ‘AwesomeBooks.com

I
2

Testing for security in Web 2.0

Similarities with traditional web sites

- Exploits are the same fechnique
~ SQL Injection
— Cross Site Scripting
— Cross Site Request Forgery
— Authentication, Authorization, Forceful Browsing

- Must test (manipulate) request at a low (HTTP) level to see
the “true” nature of the application

- GET / POST rules still apply

« At it's core it's an HTTP based application
— Very little has changed in the HTTP standard in 15 years

How HP is helping

m

Sec Training, Security . Pen .
COde Tes""g
QAlnspect | |'Weblnspect

Assessment Management Platform (AMP)

effective, efficient, and repeatable




Technology for better business outcomes
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