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Infosec Career Start - WebAppSec 

• Around 2002 
• Sooo Much Simpler 

– No CSRF, Click-Jacking, … SQLi 
– No SOAP 
– No AJAX 
– No HTML5 

• Had Our Problems 
– Browser Wars Still Going On 
– Per Browser Customizations 
– No Guidance 
– Limited Security Libraries 
– Immature Tools 













Pic of hacked sites; news articles of breaches, mid-2000s 
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Introduction 

• Been Around a While 

• Passion for Studying Art of Career 
Management 

– Hopefully Help Myself 

– Mostly for Spending Time Mentoring Others 

• Derived Several Framework Concepts 

– Help Others Manage Their Career 



Introduction 

• Hacking Your Way into an Infosec Career (11/10) 

• Certifications – Hey, All the Cool Kids Are Doing It 
(7/11) 

• How to Get the Hot Jobs (9/11) 

• Faring of the Top 5 Certifications for 2012 (3/12) 

• Top 4 Un-Certifications (3/12) 

• Where to Learn More about Infosec? (3/12) 

• … 
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Introduction 

• Personal Opinion 

– Lots of Ways to Get There 

– Just One Way Applied to Web Application Security 

• Goal 

– Provide One General Track 

– Tools to Customize or Develop Your Own 

– Provides Framework to Build a Security Career 
Around 



Background 

• Attended Many Similar Presentations 
• High Expectations 

– All Bright-Eyed & Bushy Tailed 
– Discover Golden Ticket that Will Change Everything 
– Make Career Management Super Obvious & Easy 

• Low Results 
– Follow Presenter Point-for-Point 
– Most Content Already Know 
– Might Pick Up One or Two Tidbits 
– But I Hold Out Judgment Until End Where Pull All Together 
– Never Comes 



Background 

• Very Difficult 
– No One Plan 
– Presenters Tend to Stick to One Broad Standard Career Talk 
– Could Apply to Any Profession 
– Others Customize Some (e.g., on infosec) But Still too Broad 
– No Clear Link between Strategic & Tactical 

• Trust Me It’s Hard 
– Last Two Years Been Giving General Infosec Career Talks 
– As Presenter Often Feel Left Unsatisfied 
– Too Hard to Take Down to Practical Level 

• Diverse Nature of Infosec 
• Multitude of Different Ways of Getting Started 



Background 

• Focus 

– Only Way Achieving Practical/Actionable Steps 

– Much More Narrow Approach 

– Web Application Security 



PRINCIPLES & CONCEPTS 



Overarching Principle 
Why? 

• How Many Have a Career Plan? 

– Why? 

– What's Look Like? 

• Allows You to Most Efficiently Achieve Your 
Career Goals 

• Goals Change as Your Careers Progress 

– Plan Allows You to Easy Modify Goals & Efficiently 
Take Advantage of Past Experience to Get There 



Overarching Principle 
How? 

• Pick a Goal 

• Decide Steps for How to Achieve Goal 

• Periodically Reevaluate Against that Plan 

• Replan, replan, replan, … 

– More Efficient Path 

– Goals Changing 

 



Overarching Principle 
Tips 

• Goal 
– Think of As Destination 

– Steps Help Strategically Navigate to Goal 

• Don’t Get Too Detailed - Stick to 1/3/5 Stages 
– Dream Goal Way Out (~ 10, 15, or 20 years later) 

• Doesn’t Have to Be Perfect 
– Goal WILL Change 

– Steps WILL Change 

– “Perfection is the Enemy of Good Enough” 

Just Come Up with Something ... Anything ... and Adjust As You Go Along 



Concepts 

• Poles 
– Education 

– Experience 

– Certification 

– Training 

– Communication 

• Goals 
– Keep Poles Balanced 

– Augment Underdeveloped Ones to “Minimum” 

– Further Develop Ones You Excel At 

 

More Corporate Focused 
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More Outreach Focused 



Concepts 
Education 
• Wikipedia 

– “Derived from a technical term in Ancient Greek philosophy. The 
word theoria, θεωρία, meant "a looking at, viewing, beholding", 
and referring to contemplation or speculation, as opposed to 
action. 

• No Implementation Details 
– Usually More Theory Related 
– Just Overall Concepts 

• Examples 
– Darwin's Theory of Evolution 
– Einstein's General Relativity Theory 
– CS: Sorting Algorithms, Search Trees, Linked Lists, Heaps, Stacks 



Concepts 
Experience 

• Wikipedia 
– Comprises knowledge of or skill of some thing or 

some event gained through involvement in or 
exposure to that thing or event. 

• Related More to Real-World Hands-On 
Learning 
– Implementation Details 

• Examples 
– 5 Years of Programming in PHP for Company 



Concepts 
Certification 

• Wikipedia 

– A designation earned by a person to assure 
qualification to perform a job or task 

• Examples 

– Security+ 

– GWEB 

– CSSLP 

– OSWE 



Concepts 
Training 

• Wikipedia 

– Refers to the acquisition of knowledge, skills, and 
competencies as a result of the teaching of 
vocational or practical skills and knowledge that 
relate to specific useful competencies. 

• Examples 

– Taking PHP Course from Training Company 



Concepts 
Communication 

• Wikipedia 
– The activity of conveying information. 

Communication has been derived from the Latin 
word "communis", meaning to share. 

• Written & Oral 

• Examples 
– Whitepaper 

– Blog Post 

– Presentation 



Concepts 
Catalysts 
• Wikipedia 

– A substance that increases the rate of a chemical reaction without 
itself undergoing any permanent chemical change. 

• Things that Help You Reach Your Goals Faster 
• Primary Methods (do overlap some) 

– Blogging 
– Social Networking 
– Online Community-ing 
– Networking 
– Mentoring 

• Examples 
– CitySec Meetups 
– Hallway Track at Conferences 
– Community Participation 



CAREER STAGES 

Later 

Transition 

Foundation 



Foundation 

• No Security Yet ... Establish Foundation First 

• "Learn industry first so you can secure it later.” 

Web Dev 
Theory 

Web Dev 
Experience 

… … 
Web App 
Security 



Foundation 
Tent Poles 
• Education 

– Traditional CS Undergrad 
• Mainly Theory 

• Some Hands-On 

– Other Engineering/Technical Degrees Fine 

– Head to Local Library & Learn Theory Yourself 

• Experience 
– Real-World Web Development Work  

– The More Years the Better But Maybe 3 at Minimum 

– Depth & Width Play Into (Specialist v. Generalist) 



Foundation 
Tent Poles 

• Certification 

– Web Application Developer Certifications 

– What Are the Big Ones? 

• Training 

– Continuous Training in Web Development 

– If Company Won’t Pay, Do It Yourself (5% Rule) 



Foundation 
Tent Poles 

• Communication 

– Technical Writing Course in Undergrad 

– Electives to Take English 101 Course 

– Be Go-To Person for Developer Documentation 

– Offer to Write Whitepapers 

– Teach Others In Your Company 



Foundation 
Tent Poles 

• Overall 

– Focus on Web Application Developer Industry ... 
Not Security ... Good to Sprinkle Some In Though 

– If Schools Doing Right 

• Security Embedded into Classes 

• Electives that Offer Basic Security Concepts 

– Study On Own 

– Starting in Middle 

• Backfill as Needed 



Foundation 
Catalysts 
• Blogging 

– Regularly Publish Web Developer Articles 
– Give Lessons Learned or New Ideas Back to Web Developer Community 

• Social Networking 
– Twitter, Facebook, LinkedIn, etc. 
– Create “Web Dev” Focuses Accounts Now & Start to Build Out by Sharing 

Interesting Things 

• Online Community-ing 
– Join Online Developer Groups (e.g., forums, email lists, etc.) 
– Take Part In Discussions (i.e., learn from everyone & give back when you can) 

• Networking 
– Attend Local Web Developer Meetups 
– Volunteer to Take Part In/Organize Something as Part of an Event 

• Mentoring 
– Find Someone Skilled In Web Development & Ask for Mentoring 
– Formal/Informal/Whatever 



3 YEARS LATER 



Transition 

• At this Point Have 3 Years Total Experience in 
Web Development 

• Good Understanding of This Area 

• Start to Establish Security Foundation 



Transition 
Tent Poles 

• Education 

– IA/Cyber Masters or Graduate Certificate Program 

• Mainly Theory 

• Some Hands-On 

– Head to Local Library & Learn Theory Yourself 

• Experience 

– Real-World Work Doing Web Application Security 

– Depth & Width Conundrum 



Transition 
Tent Poles 

• Certification 

– Web Application Security Certifications 

– What Are the Big Ones? 

• Security+ & one of GWEB, CSSLP, or OSWE? 

• Training 

– Continuous Training in Web Application Security 

– 5% Rule 



Transition 
Tent Poles 

• Communication 

– Be Go-To Person for Web Security Documentation 

• Company Processes or Best Practices 

• Assessment Reports 

– Offer to Write Whitepapers 

– Teach Others in Your Company 



Transition 
Tent Poles 

• Overall 

– Focus on Security Industry ... Not Web 
Development ... Still Want to Sprinkle Some In 
Though 

– Study On Own 

– Starting in Middle 

• Backfill as Needed 



Transition 
Catalysts 
• Blogging 

– Regularly Publish Web Security Articles 
– Give Lessons Learned or New Ideas Back to Web Security Community 

• Social Networking 
– Twitter, Facebook, LinkedIn, etc. 
– Transition Accounts to Focus More on Security 

• Online Community-ing 
– Join Online Web Security Groups 
– Take Part In Discussions 

• Networking 
– Attend Local Web Security Meetups (OWASP) 
– Volunteer to Take Part In/Organize Something as Part of an Event 

• Mentoring 
– Find Someone Skilled In Web Application Security & Ask for Mentoring 

(infosecmentors.org) 
– Formal/Information/Whatever 



2 YEARS LATER 



Later 

• At this Point Have 5 Years Total Experience 
with 3 in Development & 2 in Security 

• Depth v Width v Height 
– Specialist, Generalist, Leadership 

– No Right Solution 

– Experiment & Do What You Enjoy 

• Assume Depth 
– Continue Specializing in Gaining More Web 

Security Experiences 



Later 
Tent Poles 
• Education 

– In-Depth Exploration of Concepts Learned from Research 
or Innovations 

– PhD, Second Masters, Another Graduate Certificate? 

• Experiences 
– More Real-World Work Doing Web Application Security 

– Leadership Roles Where So Can Focus On Higher-Level 
Tasks & Delegate Mundane Activities 

• Certification 
– Maintain Existing Security Certifications 

– Obtain One Advanced Web Security Certification 



Later 
Tent Poles 

• Training 

– More Continuous Training in Web Application 
Security 

– 5% Rule 

• Communication 

– Editor for Web Security Documentation 

– Idea Generator/Editor for Whitepapers 

– Continue Teaching Others in Your Company 



Later 
Tent Poles 

• Overall 

– Focus on Security Industry ... Maybe Getting into 
Some Technical Leadership 

– Study On Own 

– Starting in Middle 

• Backfill as Needed 



Later 
Catalysts 
• Blogging 

– Regularly Publish Web Security Articles with Some Published in More 
Mainstream Pubs 

– Give More Lessons Learned or New Ideas Back to Web Security Community 

• Social Networking 
– Twitter, Facebook, LinkedIn, etc. 
– Continue Focusing on Security & Also Include Engagement & Influence 

• Online Community-ing 
– Continue Participation in Online Web Security Groups 
– Take Part In & Lead Discussions 

• Networking 
– Lead Local Web Security Meetups (OWASP) 
– Focus More on Organizing Talks, Events, etc. 

• Mentoring 
– Continue Various Security Mentoring Relationships 
– Find Mentees & Mentor Them (infosecmentors.org) 



3 YEARS LATER 



More Later 

• At this Point Have 8 Years Total Experience 
with 3 in Development & 5 in Security 

• Depth v Width v Height 
– Specialist, Generalist, Leadership 

– No Right Solution 

– Experiment & Do What You Enjoy 

• Assume Leadership 
– Continue Start Taking on More Strategic 

Responsibilities 



More Later 

• Tent Poles - Pretty Much Some … Keep Balanced 
– Education:  Continue Course Focusing More on 

Exploration 
– Experience: Less Tactical & More Strategic 
– Certification: Just Maintain If Needed 
– Training: Continue 5% Rule 
– Communication: More of Idea Generator & Final Review 

• Catalysts 
– Blogging: Focus More on Main Stream Pubs 
– Social Networking: Continue Course 
– Online Community-ing: Focus on Leadership Roles 
– Networking: Continue Course 
– Mentoring: Focus on Mentoring Others 



CHEATSHEET 



Conclusion 

• Multiple Tent Poles to Manage Your Career 
– Education, Experience, Certification, Training, & Communication 
– More Corporate Focused 
– Keep Poles Balanced 
– Augment Underdeveloped Ones to “Minimum” & Further Develop Ones You 

Excel At 

• Catalysts 
– Blogging, Social Networking, Online Community-ing, Networking Mentoring 
– More Outreach Focused 
– Extra Activities to Accelerate Career 

• Career States (one possibility) 
– Don't Jump Right into Security … Learn to Be Good Web Developer First 
– Migrate into Web Application Security 
– Transition into More Technical Security Leadership Roles 
– Move into Strategic Type Security Positions 

• Cheatsheet 



Contact Info 

• Twitter  @grecs 

• Website  NovaInfosecPortal.com 

• Contact  http://bit.ly/nispcontact 



Questions? 


