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Bypass de Autorizacao

SWOZUA ¢ ofl@noem

£

Camnier
PayPal’ §2557.33 50

Send money

To: George Greeley @

Amount: 23.32 USD

Funding: Balance




BREHA wfi@sssem

Bypass de Autorizacao

SBOE WA Calfl@nosm
Comtactinfo

L Carvier (PR
PayPal’ $25567.33 50

Send money

To: George Greeley E

Vazamento de Informacoes  Amount; 23.92 kD
sensivels sobre o usuario '

*  Funding: Balance

Thanks for everything!

Tuesday, January 24, 2012
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Principais Plataformas

B iOS (i(Phone|Pad|Pod))
» pacote .ipa

B Android
» pacote .apk

B Existem outras plataformas como: Windows Phone;
RIM (Blackberry), mas o foco da apresentacao €
nas aplicacoes para iOS e Android
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Anatomia de uma aplicacao iOS
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(

Aplicacdes iOS rodam em uma sandbox com permissoes
minimas

\_
-

Criptografa e protege os dados do usuario

Protege dados sensiveis como senha




Anatomia de uma aplicacao Android

E responsavel por tratar os eventos da tela como: clique
do botao na tela, escrever um texto dinamicamente na

Similar a uma Activity mas pode ser extendida,
possibilitando comunicacao entre outros services

Implementa um método de acesso a dados armazenados
nos repositorios disponiveis no aparelho

Criada para receber em segundo plano mensagens
(intents) trocadas entre aplicacées

Por padrao cada aplicacao rodando gera um processo no
kernel linux

_J
OWASP 0 5
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Onde estao as falhas?

B Backend

» Autenticacao e Autorizacao
» Elevacao de Privilégio

B Client-Side
» Armazenamento Inseguro
» Criptografia Mal Implementada
» Auséncia de Validacao de Dados

B Comunicacao entre o Client e o Server
» Interpectacao de Trafego
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OWASP Top 10 Mobile Risks

p
Inseguro ou desnecessario armazenamento de dados em

Client-Side

\_
(

Falta de protecao de dados em transito

Vazamento de dados pessoais

Incapacidade de proteger os recursos com autenticacao

Incapacidade de implementar o principio do menor
privilégio

J
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OWASP Top 10 Mobile Risks

Injecao em Client-Side

Negacao de Servicos em Client-Side

Cdodigo de terceiro mal intencionado

Buffer Overflow

Falha ao implementar controles em Server-Side
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Analise Dinamica

Com a aplicacao rodando € analisado o seu
comportamento:

» Debugging
» Network Traffic

» Acesso e Comunicacao (HTTP/SOAP/Etc...)

» Acesso a File System
» Armazenamento e Leitura de Dados
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Analise Estatica

Analise onde ¢é feita uma engenharia reversa da aplicacao
e realizado as seguintes analises

» Source Code Review

» Analise de Strings Hardcoded

» Analise de Armazenamento de Dados
» Analise de Cache
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Analise Estatica Android
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(

Descompactar o pacote .apk usando ferramentas de
descompressao de arquivos zip

\_
-

Decodificar os arquivos XML usando o axmlI2xml.pl

.
(

Converter arquivos compilados em .dex para bytecode
java usando o dex2jar

\_
-

Decompilar cédigo java usando JAD

Analisar o codigo fonte Java




Analise Estatica iPhone
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-

.
(

Decompilar binarios compilados em ObjectiveC usando o
otool ou class-dump-x

\_

Realizar analise estatica manual ou automatizada usando
Clang




Ferramentas Basicas

B IDE (Sugestoes)
» Eclipse para o Android
» Xcode para o iPhone

B Emulador
» Ambas as plataformas possuem emuladores

H Client para Database

» As duas plataformas armazenam dados locais usando
SQLite3
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Ferramentas para analise - Instruments

Instruments

00:00:00 @

Run 0 of 0 >
Choose a Template for the Trace Document:

‘2 Mac 05 X
e —— T
Memory
cPU

File System
Behavior GC Monitor Activity Monitor Time Profiler CPU Sampler

l User - .i"%
Y ¥4+ X

Multicore Dispatch

&% File Activity

This template monitors file and directory activity, including file open/close calls, file
permission modifications, directory creation, file moves, etc.

(' Open an Existing File... ( Cancel ) ( Record ) ( Choose )

OWASP 9
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Ferramentas para analise - Shark

{ Summary = Trace Timeline |

Name %
I idle 69.6% | Total CPU Time:
- User 23.2% CPUs:
B System Calls 3.0%
B Kernel 2.6%
B VM Faults 1.0%
B Interrupts 0.6%

~{.Scheduler | System Calls VM Faults |

Process/Thread Intervals Total ¥ Avg Min Max
> PID #292 [292] 3967 2.1s 523.7 us 810.0 ns 285.:
» mach_kernel 6349 2746 ms 43.3 ps 0.0ns 19.5
» PID 256 [56] 1194 1194 ms 100.0 us 8740ns 90
> PID #33 [33) 1086 79.2 ms 73.0 us 844.0 ns 404,
»PID 21 (1) 60 73.2ms 1.2 ms 1.1 ys 16.0
» PID #15308 [15308]) 187 65.3 ms 349.5 us 962.0ns 21.4
> PID #3860 [3860) 239 40.2 ms 168.2 us 961.0ns 24
> PID #3182 (3182) 221 242 ms 109.3 us 856.0 ns 545.°
> PID 2253 [253]) 103 6.6 ms 64.4 us 848.0ns 373.(
» PID #3869 (3869) 33 6.6 ms 200.0 ps 999.0ns 3.6
> PID #223 [223] 16 2.5 ms 158.0 s 953.0 ns 546.¢
> PID #£13 [13]) 3 2.5ms 826.4 ps 18us 14nm
> PID #28 (28] 27 1.4 ms 50.3 ps 1.3 ps 304.¢
»PID #5177 [5177) 7 994.2 us 142.0 us 1.4 ys 3095
> PID #963 (963] 12 753.7 ps 62.8 us 1.6 us 528.( ,
» PID 249 [49] 6 494.2 us 82.4 ps 1.6ps 212, 4

[ Busy Time Q

Process: | All cru: (A 38

OWASP 9
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Ferramentas para analise - Recursos do Xcode

iGoat_1.xcclassmodel - iCoat

/| Base SDK Missing ; : N w5 &5 Q' String Matching

arcn

Groups & Flles (o]
v 5 iGoat ;' about.html o m
™
a

»[_]iGoat " articles.sqlite
> ] iGoatTests . Asset.h
» | Frameworks Asset.m L

» | | Products ; = ‘
. < » [ iGoat_l.xcclassmodel 3 ExerciselntroViewController 3 - iC.l#.| W
> @ Targets E

» 4 Executables Class Kind Member Kind Type
v Q Find Results UlViewContr  Class m 7] dealloc Method  void
» (28] Bookmarks SQlinjection Class [ | d'idDis'misslnfoDialog Method vofd Kind: Class
o viewDidLoad Method  void
i ™ ssio ServerComm Class setExercise: Method  void Superclass:  UlViewController
- oj:!c! g X s " LocalDataSto Class exercise Method Exercise *
& mp o NSObject_SB) Catego startExercise Method  void ;
» [§] Interface Builder Files SQLinjection Class shouldAutorotateToin Method  int \ _ Hide per Filter B
SBjsonBase Class 4 showinfoDialog Method  wvoid Shown (Filter Off)
SBjsonParser Class ¥ q setUIWebView Method  void
v

v Ta» = ) el

Class: ExerciselntroViewContro

__ Category

\L illTableViewController'j T l’ UlViewController

<UlApplicationDele...
* Operations

‘ - <InfoViewDelegate> ‘ -
|» Properties i - |® Properties
‘ . » Operations ; ;

» Operations o \» Operations
' '
' '
| '

iGoatAppDelegate . [ RootViewController | _Eiercises\f;ewcﬁfri
» Properties |» Properties » Properties » Properties

» Operations > Operations » Operations » Operations

N [ml/Talo] |

1™
|
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Ferramentas para analise - Clang

e 0o Example.m

12 void foo(int x, int y) {
13 id obj = [[NSString alloc] init];

1 Method returns an Objective-C object with a +1 retain count {owning reference) J

switch (x) {

2 Control jumps to ‘case 1:' atllnoiOJ

case 0:
[ob] release];
break;
case 1:
// [ob] autorelease].
break;

@ Mmjmwmmdmwmj

default:
break;

v

B
4 Object allocated on line 13 is no longer referenced after this point and has a retain count of +1 (objoctloakod)J -

Y/
http://clang-analyzer.llvm.org/ OWASP 0
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http://code.google.com/p/apkinspector/
http://code.google.com/p/apkinspector/

Onde praticar?

B OWASP GoatDroid

» Aplicacao Android vulneravel para explorar as principais
falhas
= http://code.google.com/p/owasp-goatdroid/

B OWASP iGoat

» Aplicacao iOS vulneravel para explorar as principais
falhas
= http://code.google.com/p/owasp-igoat/
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