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Why do we care?

Portals are more than Intranets
Portals getting common
Targeted applications

Multitude of content sources
— Many sources

— Many formats

— Many technologies

Expensive to maintain
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Content

Delivery

Source Consumer
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Where does content come
es——— from? ==

Portal

© Shalom Carmel, 2006



Content entry templates

e Just like In all CMS (Joomla, Mambo,
PHPNuke, Zope, Plone, Jetspeed,...)

Titulo

Comentario

Bz EE5EHEE= s
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Content entry templates

Protection by web application firewall

1E
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Uploaded files

Poisoned at birth
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Result of upload
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Address I htkp: ) foraportal. corpor ation. com: 7778/ partal/page?_pageid=96, 1% _dad=portal?:_schema=PORTALZ_mode=16 j =30
‘.I
4 Editing Views: Graphical | Layout | List View Page
Page Group: Properties  Page: Properties Style Access Create: Sub-Pages
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Upload manual metadata

Protection by web application firewall

1E
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Uploaded files

Document metadata - portal

metadata
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€9 http:/ /portal.plumtree.com - Document Properties - Mozilla Firefox

Name Adrministrator's Guide for Plumtree Corporate Portal 5.0.2
Descrption Learn to manage, maintain, and troubleshoot vour Partal
Card Created Feb 26, 2004 4:49:07 PM

Card

LastModified Aug 29, 20068 5:42:32 PM

Open http:/fportal. plumtree. comfportaliserver, ptigatewa

Document URL /PTARGS 0_2 589171 0_0_iz/AdministrationGuide_Plu
rmtreeCaorporatePortal_wS-0-2, pdf

Plumtres

Document Type 419

ID

Card Content Enalizh

Language 9

Crawler Tag Manual

Class ID 18

Object ID 589171

uuID J400CAETD-6892-461D-90F7-10E2SFSCOFZ0

Customized Properties

Property Value
Author Plurntree Software
Created Fab Z&, 2004 4:49:00 FM

Document Tile Administrator's Guide for Plurntree Corporate Portal 5.0.2

Keywords ProductMarmme=Plurntree Corporate Portal, Version=5.0.2,
DocumentationType=Adrinistrators Guide,

Subject Leatn to rmanage, maintain, and troubleshoot vour Portal

URL Jdocfetchf/DocFetch, aspx?path=%5C%SCifile % SCPortal

%SChocurmentation®$ SCKD_SupportCTR_docz % SCPlatfarm 5

CPlatform_S02%SCAdministrationGuide_PlumtreeCarpar




Uploaded files

Poisoned at conception - ms office

uss.doc Properties 7] %]

iGemeral  SUmMMaty IStatistics I Conkents I Cuskarm I

Title: word bitle <scripk =alert("word tikle")

Subject: Iwu:uru:l subject <scripk=alertMword subject™); < fscr|

Author: Iwu:uru:l authar <scripk =alert"word author"); < fscripl

Managet: I

COmnpany': I

Cateqgaty: I

kevwords; Ikﬂywdl <scriph =alert("word keywiords"); </scripk

Comments:

Hyperlink. I
base:

Template:  Mormal.dok

- Save preview picture

Ik I Zancel
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Uploaded files

Poisoned at conception - acrobat

Document Properties

|.ﬁ.dvanced | “I

Fants
Security

— Description
Title:
Author:
Subject:

Kewvwards:

Created:
Modified:

Application:

pdf title <script =alerk("pdF title"); </script =
pdf author <script =alertpdf author™y; <fscripk =

pdf subject <script =alert("pdf subject™); <fecripk =

kenwadl =script =alerk"keyvwards"); <fscript = kevwdz

27062005 19:30:06

xs5.doc - Microsoft Word
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Uploaded files

Poisoned at conception - html

a Test X55 of uploaded documents - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools  Help ."I'
(] - | " . ’ | S i i .d f | - 3 -
Jl\)Back \_) @ @ \_;j‘pﬁearch ‘-E’_\S"Favnrltes eMedla @ E’r_z = ZE
J-':'-ddFESS http: /110,240,858, 224 /portaliserver . ptigatewayPTARGS_0_200_19069_0_0_18 malx::, bl G0
=
The coolie 15

ptrecentfolders=320-395-361-; IGESSIONID=0223C4A147DOCTCOCBAFESC94C AT S5 A, pllogmoccured=true;
ASPSESSIONIDCARDQARS=CPEEHNEDHLCPPE GEIF GETMITT
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Uploaded files

WebDav
Oracle File System
SharePoint

© Shalom Carmel, 2006



Uploaded docs properties
Uploaded docs contents

Protection by web application firewall
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External web content

Until now we had some control!
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External web content

 Meta-data
e Portlets
o Iframe? reverse proxy? custom code?
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External web content

e reverse proxy example

General Documeant Properties

Property Yalue

Name Decernber 15, 2005 Mew Product Roadrmap Vision for BEAs Paortal.ppt
DescHption Prezentation

Card Created Dec 20, 2005 12:49:09 PM

BT L Ly Hiv

x

http:ffportal.plumtree, comfportalf server. ptfgatewa
W/ PTARGS_0_2_2805427_0_0_18/Decernber®2015,%202005%
Z0MewZ20Product3 20Roadmap® 20Vision % 20fors 20BEAS 20

Fartal.ppt

Card LastModified
Op ocument URL

Plumtree Document So5

Type ID

Card Content Enalizh

Language 9

Keywords BEA_BIP_Portal_Owerview_simple_w3, BEA_BIP_Portal_Overview_simnpl
BEA_BIP_Portal_Owverview_simple_vl2, BEA_BIP_Portal_Overview_simp

Security Ermmplovees-Cnly

Subject B Portal Cuetoien—Sirme

UR http /¥ pradauth0 2, plumtree, comf ntowsf docfetch/DacF
etch,aspx?path=%53C%SCIfile®SCportal %S CEvents S C 200
S+Presentations %S Checember+1S%2C+2005+Hew+Produck+
Roadrmap+vision+Har+BEAs+Portal. pptsignature=63270

40150000&locale=
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External content

Protection by web application firewall

NO!
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Crawl and index

e Special case of external content
 Web, file systems, email, databases
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Crawled content

Protection by web application firewall

NO!
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Search and retrieve

e Federated search
e More places to look for xss

o search Results
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Search results

Protection by web application firewall

NO!
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Protection by web application

firewall

Content entry templates YES
Upload manual metadata YES
Uploaded docs properties

Uploaded docs contents

External content NO*
Crawled content NO*
Search results NO*

*Technically possible but very difficult implementation
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