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* A distributed denial of service attack(DDas)
occbrs when multiple systems @od the IL |
bdr}bgiwid’rh or resources of ‘a targeted sysfem,
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usuquy one or more web servers. (Wikipgdia)
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* I+ p055|ble to creo’re a sVruqhon in WhICh ‘J” _”

users can't use the sys’rem

3 . : L
* Trivial: delete all users, remove all permissighs /roles




De FactosDemaI of Serwce' Def‘hg lon

funclhonqll’ry is not cwonlqble ’ro ’thJsers, or when the
respionse time is poor, but all the componentfs ar up\
and ﬂmnlng ‘
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Common Rea.l’l.'l?e De Facto DOS_—

Oracle Datab‘q‘S?
le. supported systems qraé,é
ol DOS (versions 10, 11, §

ll“\‘_‘.’

* All accounts are defmed in a “User Profile”

"B)| default, all the accounts (bu’r few) are defined unde.lr the

D%AULT user profile S e &
. ThégDEFAULT user proflle definition i is “interesting”.
EY
3




o

4/
4 \\\\ “‘4‘, °
Oracle DEFAULT User Profile ™
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General ] Users ]

Name |DEFAULT

Sessions 7 user W Failed login attempts ﬁ—U—
CPU ¢ session [0.01 sec) W Password life time (days) I—UW
CPU / call [0.01 sec) W Password reuse time [days) W
Connect time [min) W Password reuse max W
Idle time [min) W Password lock time (days] m
Logical reads / session W Password grace time [days] W—
Logical reads / call W Password verify function
Composite fimit [Urlimited [
Private SGA (Bytes) W

Resource lirmits

Refresh Close H View SOL
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Common Real-lLife De Facto DOS -

N\ .f&' \
SQL Server

L8 Seript » L Help
24 General
2 Memory
A Processors Server authentication -

# Connections {* ‘Windows Authentication mode
—M Database:Setings " S0OL Server and Windows Authentication mode
2 Advanced

24 Permissions
Logih auditing -

" Hone
{* Failed logins only
" Successful logins only

" Both failed and successful logins

Server prory account -

I~ Enable server proxy account
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Common Rea.I’Life De Facto DOS_—

sQL Server\\,’

. be suscep’rlble to De Foéto DIONY
recommendcmons 't.

|
“*Formal securlty docu?hantqtlons recommend: Windows:

\\A
.- i
Adthentication to be conflgured in the SQL Server.” — £

* This is the recommendation for all accounts, including calde
n‘mes S i

. Eqﬂler versions of AD (prior to AD 2008) do not dallo for a -
dlffe,ren’r lockout policy to different entities. All entities inherit

’rhe ro\lockou’r policy.
o ' g




-..-:_.m ...-
A







* Two-Ti

i

Once UP°" 2 T|me

:

0

Archl’reCTU &




: 1’,'
Once Upon a Time

K2

3
i' Presentation

&: |
Wiy 7
>

The ro?S, of Thré‘éi‘l'ie_r\,.Archi‘;r”é‘c’rure

Business Layer

B

an®

7 -
T — ——— L




N\

N\ . ,@.’ \
Almost.there..\ , 1

‘

d

y
e Concurrént Three\-T\'k r

o

/

,‘

AgitchiteCTure, the presentation ﬁe;r

. A

¥

Application tier Data tier
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* Not a S/'lnple graph anyjmore...
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Overly - Complex Systems
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Defense in Depth is

Today’s Threats and Characteristics of
Leading Security Programs

Amit Yoran
SVP Security Management and Complaince
RSA, The Security Division of EMC
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Security is Dead.
Long Live Rugged DevOps:
IT at Ludicrous Speed... ’

Buzz development methodologies

are a security challenge
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o Rec:li}é: check: b

Windows zero day vulnerability publicly exposed by Google engineer
1) share 50 O FlLike 329 W Tweet 182 g +1 |/ 112 © share [P

Author: Mohit Kumar on Thursday, May 23, 2013 Follow Us [FjLike 138k W Follow

A Google security engineer has not only discovered a

Windows zero-day flaw, but has also stated that Microsoft has

a knack of treating outside researchers with great hostility.

Tavis Ormandy, a Google security engineer, exposed the
flaw on Full Disclosure, that could be used to crash PCs or
gain additional access rights. The issue is less critical than

other flaws as it's not a remotely exploitable one.
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S-SDLC.is Dead N

o Rec:li}é: check: b

Windows zero day vulnerability publicly exposed by Google engineer

[ share 59 O FlLike 329 W Tweet 182 g +1 |/ 112 CE ~
Author: Mohit Kumar on Thursday, May 23, 2013 Follow Us [FjLike 138k W Follow
A Google security engineer has not only discovered a

Windows zero-day flaw, but has also stated that Microsoft has

a knack of treating outside researchers with great hostility.

Ormandy also insulted Microsoft on Full Disclosure, saying "As far as | can tell, this code is pre-NT (20+ years)

old, so remember to thank the SDL for solving security and reminding us that old code doesn't need to be

reviewed ;-)."




The Hacker Hat
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Our Mission? Locate the DOS! ™«
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* In 20170 US drone airplane forced to land in Iran %
N 3

2

y e °

Mathew J. Schwartz |

Iran recently captured a Cl ing stealth drone by spoofing the GPS signals it received, fooling the drone
into thinking it was landing a

The Christian Science Monitor, news Thursday, after interviewing an Iranian engineer who's been
reviewing the systems of the captu -170 Sentinel drone, which was downed by Iranian forces on

December 4 near Kashmar, which is 40 miles inside northeast Iran.

"The GPS navigation is the weakest point," the engineer told the
Monitor. Indeed, numerous researchers have warned that GPS
signals are relatively easy to spoof, given that the related signal
broadcast by satellites is relatively weak. Accordingly, the Iranians
focused on spoofing the GPS data being received by the drone.

MORE SECURITY INSIGHTS

Webcasts
¢ The Untapped Potential of Mobile




* Inte I|gence drones busmess logic includes numerclus
communication channels cmd BL cenlponen’rs. - ¥~
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* The &eedle in the haystack: One communlcq’non
chcmrfel was hot secured enough




Take 1 N

I

ot

5
By
\ e =

9. :‘Sg cred Cow




“““
’ . °
v,

Payl&a\ds\‘“‘Are Negllglble S

is |rrelevc1 nt N

Example: . i
™

* April 2013 Oplsrael was d1med at DOS
DDGS

“standardi, weak, and achieved po6ér results
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* TWo Fact_or Avuthentication is Devq{
Lockheed Mattin Hack
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f tz; WP and CISO, RSA, the Sécurity
ion ofEWC\‘“ Recently we learned tha two
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factor authentication i is_not enough anymc!
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forgn’rernc:l bypass of ’rhe penme’rer securly

° A’r’rqc"k scendrios commencing at a smart/device,
flowing, to internal workstations, ending/landing
on core $Qft-spots are on the horizo
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WebSphere MQ security heats up

1l J

developerWorks article WebSphere MQ Security heats up from November 2007.

Are your MQ channels as secure as they should be? What you need to know

about recent developments in IBM® WebSphere® MQ security and, more
importantly, what you need to do — now.

FoOME NLICT FoOME NLICT FoOME NLICT FoOME NLICT Pt Y | =
WebSphere MQ had been in the market 14 years when this article was published. During
that time the two big changes to the product’s security posture were to set MCAUSER
blank by default due to strong customer feedback, and the addition of SSL as a channel
option. The first made WMQ wide open by default and the second was only used by a
relatively few customers. Over the years, WMQ security was systematically ignored by
users and hackers alike.
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* NASD 201 1 Commerce s’ropped due to m’rernql DOS
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* Forpet ’rhe pdyloqd
* Find the needle in the hays’rack\"*

. Cra i o specmllzed attack agonns’r “’rhe ngedle
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Do ot conc\éﬁﬁqfe,y ﬂne/paylood /,,

—

Do ot concentrate only omperlme’rer prd’réc’r T
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Do »- eter, ’rhere is no escapmg of in-dgfoth

security.
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