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Why Points O0f Sale
Targeted?




[ﬁf] [Ej] ' & pa4gStynadStonbx.onion/ppec.htm! 77 v ¢ [ (B~ startpage Q) [ﬂ"] [{] [‘ﬁ‘]

CC's are delivered like this:

IBAN | CVV/CVV2 | EXP DATE | NAME | ADDRESS | CITY | STATE (USA) | ZIP | COUNTRY | MMN | DOB
| SSN (USA) | PHONE | EMAIL |

USA CC Fullz + tutorial Each CC limit > 2000USD +
5 Full info CC USA - $40 /~| tutorial

Choose one or leave blank
5 Full info CC USA - $40 / 0.08BTC

10 Full info CC USA - $80 / 0.14BTC
20 Full info CC USA - $145 / 0.25BTC
| Dumps USA + PIN - $100 / 0.17BTC i)

BUY (no javascript)
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Pay ment types
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Point Of Sale Payment Application
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Payment Processor’s

Data Center

PA Server

Where Are My Credit Cards?



Where Are My Credit Cards?
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Presentation Server Payment Processor’s Data Center
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Presentation Server Application & Payment Server Payment Processor’s Data Center




Retail
Environment

Assumptions

100% PCI Complinnt
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Environment : Windo

Embedded
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Assumptions




Retail
Environment

Assumptions
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Environment
Assumptions

Retail



Retail
Environment

Assumptions

BLY Brother




Achilles
Tendon




Remote
Achilles

Tendon

Acminlstration
Tools




Achilles
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Routiing
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READ&WRITE
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Payment Stages - Authorization

Transmit Track1/2




Payment Stages - Authorization
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Payment Stages - Settlement

Store & Send PANs

PA Server
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Payment Stages - Settlement

- ‘..ﬁ. i = s . :
'=| | « OSDisk... » CreditCards v | 42 |l| search CreditCards L |

Organize ¥ Include in library « Share with « Burn  » = v 0 @ ||
e !
G G G G i i a1 i

| j—
= - !
= = |

l_
|

\
i

PANS INSIDE.txt

1 item

e @S SR




Memory Scraplng =
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Bypassed Solutions



1B7125G0 024FG002 53D03C00 AD722500

IBDO3C 514D00
B7125¢ 22500C
BDO03C( 41424:
74 F3D 4ulamddd e d AR 2 RA2 SAR 04 69204

) 6C2F 3D414
42560+ ] L #o4 24891 U0V0342!
003042 4CGEES®S 024E4E4F OOB1D3!

2254 F1 21% 309 8833BOCC 2957EE
3ECAA CB3EESEF DFO038D7F Al14217
2AA4D 04143B75 4F571C83 535CO0¢

/DEDS9 B57C659E C820EEQ07 FA4A9F






ANTI

52



i Data Ioss




Whitelist




Correct Solutions



Cyber
Intelligence




| have access to POS terminals in the US,
what is the best malware | should use?

_; - TPoH ANA NOC TEPMUHANOR, Kackaaubiit « [ CTanaapTHbii | « JInHeAHsIA

Moprmcnn s vany | Coolupern apyry | Bepoan ann mesam
I 1.06.2014, 20:33 Ornpaoners 21

A0Gpoiit Aekb, MMEEN A0CTYN K TOMKANM FAC YCTAHOBNEHBI NOC TEPMAHRNSI (B USE), NOACKAKATE VTO MOXNHO TYAR NOACAANTS AN
- oo SR oA ndu dopmate D+P?

pawpa: 31.05.2014
Nonsaosatens NO: S5 605

AeFTRMMOCTY, QEYI0e
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n [ % o [ 1.06.2014, 20:43 Orrpanneno #2
BlackPOS?

: Nt
LG TATA | [CYae o

Ornpannck #3

2 1.06.2014, 21:16

Your best looking for this soft from carding communitys.

Alina = best costs Sk but i think the seller’s jabber was hacked,

v o\

e e DA e

D 1.66.2014, 22:11

Ornpaanesd 3

polyk npap, Noc HaAo WuTs , 4TO6 MOXHO SHING COBUPaTL 44N, CCNKH MANBAPEL NUXATEH YAANCHHO, TO KOHEL MOXHO CNOBKHTL

Byaer tpekl Tpex 2, Ho num GyaeT uAaTH 0 BMAC X3Wa, B HOALWMHCTEE CAYMICD.A TIK, B NIANKMKE AOXPCHY COdTa, NOMMMO ACK
NOC3 NEXMT , MU NyHwe @

Firefox mac +ae%an})) (c)
hwdekiake

Fpyrna: NoAbLICBATE S

You need to infect the firmware of the terminal.

By doing that, you can get full track 1 + 2,
but the PIN will be hashed.
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Selling malicious firmware for Verifone’'s POS terminals.
Leaks dumps + PINs through GPRS.
Price: Only 700$

« [Npoaan) Npowssxa Verifone VX5xx, VX6xx Kacxkanmnii « [ Cranaapriniit | - Jinnednnid
Noanwcsn wa vany | Cootusrs apyry | Baposs are mevams
L 20.05.2014, 15119 Ornpaoneno 2]

Mpoaam npownscy nog Verifone POS VXS5** |, WXG6**

Ocobermocra.
O- 4 sauxo
« BOSMOXMHOCTL HOCTRIHKN vexa
- OToeTHI: TPEMIAKUMA YONOUma |\ TPOMIOKLMA RCKNDHAMN
Mo ¥1vn COobwewren 32000 . Coxpanenie A0MNOD ¢ NINKOMA O NBMATH | NEDEAMS 10 FAPE (ACPEAIYA NO FIPC HE TECTIADCE)

SHIFKITOP,
ettt

Oraam 3o 7008, ropanr,

Fpyrna: MossaceaTens,

1 Coolwewmn: 135
S PerwIipaiges 12 08 2006 Kosrroxru o MM, MosrorTpaxin cpady 0 nruop. HepyCcroniusHsM - QDOHHAN LUeHD.

Nomaceatess N2 52 966
Nesrensiocn: Jovios
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Business Development Offer
Owner of a fake POS sells his terminal.
Price: 50% from revenue sharing.

u Nam B Pa6oTy Moc.

- Postnd 11 June 2004 « 04:37 AM

Aanm a pabory noc Tepyneran, Crporo nog sanor o wepes rapanrt. Pabom 50 wa 50.

Postad 13 June 2004 - 03147 AM

Yeawnun, zafiog we Gumo s sonpocots i TTM. Tloe - delin verifone 670, TTpi neprodit apeige saor -400 nus, noros
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= RFI: Change terminal configuration to require PIN for all cards.
Cause: Get only 101 data, but wants PINs

| | Nomorwre no nocy

BOINOXHE Avt HBCTICHTE NOC INGENICO HA 100 "o 3ANPOC NMHKOAZ 7 CIOMT § JOCTATONHO TRXANOM MECTE, NPrXOSRATCH PAOcOTaTL €
OHASAOM W FPOEAOME NP Come 101, Nt OW WE J3TPBUMEIDY. KOORK BTOPOR, NOCTO NDUGWARMOG ¥ B YO WO BDEMA SHw0
HOYLOSHOD, HAKAAAXY M3 <FABY TRXEO CTABATYL, NTO MONHO NPUAYNATE NO BuICR VEAMN0 Naka?

KYO 4TO MOMCYT CEAAATE M2 CHET HHDPIXDICHCID TCNNCRUIOPI, NE HEMY € NOMOLILD CCTITHOR TENAD NOCHC HAMATAR H3 K-10NKM
POIMOKHO CNDCALIMTE HAMATHIE XADMWN M NOCASACBITEARMOCTE MODOPD, [a0M e COASITACE NOCHE KANICO BBOAD, HOMMD
NPITHRITE KAAGY BAIMHON CANDETHOR. PIACCHITRMENO BIPIINTW CHPOLE,

Y MO0 KAKME ODMIMhANEHE MSICNN? TAC WE CTYKHATE X0 MHE € HACABIKAMA HE roKErnx0, BAOSAPCTRYO

Proposed Solution:
Thermal Imager

61






" Network-based
Anomaly Detection



Operating System
Anomaly Detection




Runtime Obfuscation



Not only products required '
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What Would You Steal?




Memory
Scraping
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cashier = hacker
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Security by Obscurity




Simple Exploitation




Hard to Protect




You're Insured



Thank You

Nir Valtman

w : www.valtman.org
W @ValtmaNir




