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I’m an architect
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Zombies!!! 
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Cashier ≠ hacker
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Payment Stages - Authorization
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Memory Scraping

Demo by Idan Geula

http://securitytools.github.io/MemoryScraper/
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OfflineOnline VS



Bypassed Solutions
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SecureString Class

Demo
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Next NextNextNext Next Generation Firewall
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Whitelist
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I have access to POS terminals in the US, 

what is the best malware I should use?
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You need to infect the firmware of the terminal. 

By doing that, you can get full track 1 + 2, 

but the PIN will be hashed.
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Selling malicious firmware for Verifone’s POS terminals.

Leaks dumps + PINs through GPRS. 

Price: Only 700$
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Business Development Offer

Owner of a fake POS sells his terminal.

Price: 50% from revenue sharing.
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RFI: Change terminal configuration to require PIN for all cards.

Cause: Get only 101 data, but wants PINs

Proposed Solution: 

Thermal Imager
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Runtime Obfuscation



Not only products required
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What Next
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What Would You Steal?

BIP BIP
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Memory

Scraping

Cashier = hacker
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Summary
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Memory

Scraping

Security by Obscurity
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Memory
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Simple Exploitation 
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Hard to Protect
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Memory
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You’re Insured
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