HOW NOT TO BUILD

ANDROID APPS

Jack Mannino

Jack@nvisiumsecurity.com
http://twitter.com/jack mannino
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Overview
JAre Things REALLY That Bad?

JAndroid Crash Course
JApp Smackdown
JQ&A

A/1sium
SECURITY




<Me>

A Company co-founder

) https://www.nvisiumsecurity.com

JOWASP Mobile Security Project Leader
LIKES: mobile security, baseball
DISLIKES: people who can’t drive

JFor more information, see:

) http://Imatfy.com/?g=jack+mannino

</Me>
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Are Things REALLY That Bad?

J1Depends on who
you ask




Are Things REALLY That Bad?

JAndroid is “open’

JRidiculous amount of
malware

A Ecosystem is very
fragmented
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JLots of W.T.F. in apps




Are Things REALLY That Bad?

Jlice Cream Sandwich
(4.0) solves some
problems

JFINALLY adds Address :
Space Layout :
Randomization (ASLR)

A Full device encryption,
keychain API




“One More Thing”

Unless you root....
Or get a new device....
Or have a relatively new device....
You probably won’t get an update.
=®
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Fragmentation!
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Does This Affect Development?

JYeah! Developers have 3 options:

1) Limit their potential users by requiring
the latest and greatest OS

2) Distribute multiple versions of an app

3) Ignore those fancy new security

features (most likely) Aisium
SECURITY




Android Crash Course

A Dalvik VM = security
A Security model is largely user driven

JApplications are granted permissions
during installation

JApps are self-signed (very different
than IOS) A/isium
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Top Mobile Risks

OWASP Mobile Top 10 Risks

M1- Insecure Data
Storage

M6- Improper Session
Handling

M2- Weak Server Side
Controls

M3- Insufficient
Transport Layer
Protection

M7- Security Decisions
Via Untrusted Inputs

M8- Side Channel Data
Leakage

M5- Poor Authorization
and Authentication

M4- Client Side Injection Cryptography

M9O- Broken

M10- Sensitive
Information Disclosure




Android Architecture
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Android App Anatomy

JAPK = ZIP format

classes.dex = app binary

JAndroidManifest.xml = configuration

$ s

AndroidManifest.xml
Facebook for Android.apk
META-INF

assets

classes.dex
org

res
resources.arsc
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AndroidManifest.xml

JFirst thing you should
IOOk at t:::i(;;;"mr".“ ercedinge ut 1-g" >

smins:ondrodde™ nttp://achenmps, sadrobd. con/agh/reas/androle”
androidiversionlote~"1640"

androldiversionNane«"1.5%.70"

poLhage="Con, Tacebosh. kit amy”

JThis is where e

androld:ininSdiVersions" )"

Components and «/ores-dic>

PR OrTs-sCreens
android:aryDeraity*"true”

permissions are sndrestramitsrosmestirur
declared

ardroldilargeScreenss"1rys”

SISVTLS-sLreens
cuses-peraission
AL IName="ardroid. permission WAXTE LOCKT

st -permissiens

TWICAPErRiision
androldingmes"ardroid. parnission, INTIRNE T
.
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Intents
JHow components talk to
each other

A Explicit or Implicit

dintent Filters match
actions, data type,
categories, schemes, etc.

JFilters DO NOT provide
security the way you’d think
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Intents

Intest intent = new Intent{Dolheckin.this,
Viewlheckin. . closs);
fundlie bundle » new Sudlel)!
bundle.putitring{“chockinll®, checkininfo.get(“checkinld®));
Pundlie putASering(TvenueNane ™, checkininfo. get(TverueNane™) )]
bundlo.putString(“venueBebaite”,
checkininfo get (“veruelebsite®));
dundle.putString{“doteline”™, checkinlnfo. get(“dateline™));
pundle. putString{“lotitude™, Tatitude);
Sundle. putString{“longitude™, longitude);
intent . putixtros{bundie):;
Cheh 1 aliNe pe” db « new (DhechinDiNelger{context),
checkinlnfo.put(“letitude”, lotitude);
chechinlnfa sut(Tlongitude™, Tongitlede);
@b imsert(heckin{checkininfo);
& .closel);
startActivity(intent);
n/Isium
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Components

Activities
Broadcast Receivers
JContent Providers (won’t cover it)

Services (won’t cover it)
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Activities

Single screen with a
Ul

ALife cycle includes
onCreate -> onDestroy




Broadcast Receivers

JReceive intents sent with
sendBroadcast(intent) or
sendOrderedBroadcast(intent)

Can require a specific permission by
sender

JHowever, not perfect
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Now, Let’s Have Fun

JA few real-world examples

JSanitized real-world examples, to
protect the “innocent”
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Access Security Pin

Friendly user id
Commands Settings

Web Agent Auto-Start .

Allow Device Adr
noabdes Remote Lock, Data W
OPeT IO

| ocation Fnabled

¢ i ISlum
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Droid Commander

Jack Marmeno Nov & .. -
o droxicommang -

Good Aftemoon,

Your spplicabion hoas sigrificant sacurty ssues  For starters. the folowng

1) Weak pin rumbers can be selecind

2) The pin can be trule foroad via SMS. with no msulting lockouts

J) You am ysing the Device 1D « pn a5 the sutterticator for the web appication side The
Oevice 1D & & compromised valud, &8 TEs i S0t prelly moch everywhing. Honde, you an
only oflering a single factor of authentication

'd be happy 1o siaborate further on these ssuss. and provide you with proot of concept sspiots
damonstraling how SOMaone coukd Satk whirs.

Jack A, Mannino
CEO/Pounder
nVisham Security Inc.
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Droid Commander

Droid Commuander Crodoammuand [Dormad oo Nov 8 - .

0w -
Hi Jack,
Thanks Tor sharnng your thougtts and taking & look &t Drosd Commander androdd e from the

socinty angle
Lam amare of most of the Ssuts you aeed. Since | am stll workng towands the lngd vension |

d0 have plars 10 Sghien the securty aapacts or B b server For row is atll 3 work In
Progres s 50 hat's why is offered for Tne

A Tar aa PIN 10, 8 W 10 The uber how Dag o slabonste the PN could ba Final vemion wil ako
accopl thearottore ae port of 1w N 20 £ Wi Bo more AUl 1o Brase foreed

A not sure which version o you try B e latest version 3. 1 20 keeps the SMS commands
O NGSMN B0 thard & 1O wity 10 know whi e PIN s aftir eceiving commands

, M you now onts 1he Tndl version & Svisulie and s could Nvisil your pOints agean
. BTW your widialle locks vary good

Bkl Rogards,
David
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Heh...”Handy”

User reviews of Droid Commander Lite
Add revew
rrood SCAN0 ¢ COMGO G ¥ MO 10 encuentra en o market!! sguna otre
Nov 3, 2000 forma de descargario”?
Uke - Dusiice - Comment
andr Oputer Surving. Can take 04Cs 3t & SIANCE, record, Use deo...
Oxt 18, 2000 SOe photo of where i Ihe phone, Imgresalve. Can ot cals,

0. S and phomos Ondy In pro version. A Bt frightening, nd of

mosad-the... i) 8L

Lhe * Otaline © Conmmedt

Androld Market Comments (49)

juliet

M, 00

Fartastic app. Mandy in many stustions
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Abuse Cases

JRemotely trigger phone calls to a
number of your choice

JEavesdropping
A Take pictures, record calls

JREMOTELY WIPE A DEVICE
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DIro d Com:

- S 8

Agent Disabled - Configure
your pin first in Settings tab

n/1sium
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Suggestions

11
111

1666

J14
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How It Works

1Send an SMS message to the device
Syntax: pin:command:data

1666:Call:9765551234

1666:wipe:omglulz
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Lessons Learned
Don’t use this app

ASMS is a terrible way to enable
single factor authentication

JdWeak authentication pin makes it
worse

IMalicious apps can abuse this too
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aas 3234 p

SMS-Banking

A Russian app that
ey aggregates multiple
Russian banking
services

. * R8Ty

r Ry

. 126N p

was 1326747 p

wunes 1356747 p




{

Hide Your Wife, Hide Your Kids

puablic Carscr getAllRowaluraoc||

SelitaDatabare localigliceDatabare = uniiBidactas.this. db;
stoing ]l arzayOfliring = new 3Jtringlll]:
arcayCe3cring(0] = *_1a°;

arcayCf3cringll]
arcayCe3cring(d]
arcayCf3csingld]
arcayCf3cring(4]
arcayCf3cring(s]
arcayCf3cringld]
arcayCe3cring( 7]
arcayCf3cring(t]
arcayCfsScring(9]

arcayCeScring(ld)] =
arcayCf3cringfll] =
arcayCfScring(ll)] =

"id beak®:
*bant”;
“capticn®;
“card tocont:
“card_typeT:
“card nombec”:
L
*balana”;
. ' g
o - Y
“iz_payees”;
er limie®:

h—

return localZQlicteDatabase . .query | “cardas™, arcayCf3cring, null, null, nuoll, noull, null):
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Can It Get Worse?

public void backuplb(Activity paramictivity)

{

this.activityContext = paramictivity;
if (Deils.1sExtarnalStoragedvaill())
(null) .execute (new Void|[0]):

while (true)
{
return;
1033T. . nakeText (paramacrivicty, 2131165438, 0).show()»

]
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Ummmm

private claxs DiportatabeselileTeark sxtands Say=cTeaabWolisd, Void, Scolsand
{

privats final Frogreasldalog dialog = new Frogreaalzalogdbsciolicances . thia aceivicylontext|

private DaportletabaselileTaxk()
{

protactad Soclaan doltSeckgroma(Veid]] pesasfizTayCfVoil)
{
String i » aakoRAcMznes . thily . context. . getieckageias | ) -
File lccallilel = neav Nile(faviccesant. petlutaluzectoryl) » “/data/™ « 232 ¢+ "/databama/’™ ¢+ "mcbilelank. %) ;

File lccalfilel = nev File QRaSiCASMCnes . FATE TO ZATES) -
A |'lccallileld . extxzz())

localliled.mkdical):
File local¥ileld = nev File(localfilel, locallfilel.gecless()):
try
{
localliled.creatalewlile {):
Unila.copyfilailccallilel, lccallileld):
Socleaz locallicolean? = Boclesn.yeloelf|trus) >
locsllicoleanl = locallcoleand:
return loccalSocleanl;




Oh Yeah...There

public class MasakOBldapter

(

private static final String CATASASE N = "pcbileSeck.dd™;

private static final iat DATADASE VERSION = 7;

private static final iat M0 SELECT ITEN = -1;

private static final String FATH TO BACKUP = Conas.PATN TO CARD + “/beckep™r

private ACtivity activisyCoatext)
private final Coatext context)
private SCLitelatabase A

private slackifineslizizer elelger!
public TableCards tadleCards;

public ZTadleGerouma tablelsoups:
public Iabledornal tablelurzal:
public Iableloaaes cablelogiNs:
puablic IableTezniaces tableTempiaten:
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punlic
panlic
panLie
pAnL e
panlic
pAbLic
pablLic
pablic
pablic
panlie
punl e
punlae
punlae
punl e
punlie

static

Tip: Don’t Do This

public final class Coast

statio
atatic
statio
statio
statlic
static
static
statio
static
atatio
atatlio
atatio
atatlio
atatio
statio

fina) oolean CEBIG = false)

fiml
fiml
fiml
fiml
fimal
fima)l
fiml
fiml
fload
fimal
fiml
fimal
il
il

P 70 CRAD - !m:omnt.getw;'u Stozo:epxmmryu + */AMSBanEIng*)

Int OEF INTERVAL FILTER JURMAL = €0y

Strimg wr UPOAT! I0CARD = “LAST JUPOATE_IDCAAD®
ant wmm ADD 10 JTRVAL = Y2006)

int MY SEQUESICOOE COMTACT TEL = 32002

int WY REQUESNCOOE SELECT CARD = 1200))

int w REQUESTCO0E SET eps N« 006

int w FEUES TC0E Str omur'w LOCATON « 12004)
int m' FEQUES TGOE st’ VSES BAKKS « 22007

INE MY SEOURSINCOOE SWOW LOGD « 120010

greieg Nm_w__CMt

Strlng TAS » “HSEankim*i

poolean TRACE)

StapleDareformat formas datey

DeolsalForsat format motey = new DecimalFormat(*éed, #00.00%))

l
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Lessons Learned

I Storing sensitive stuff in the clear is
bad

Backing it up to external storage is
even worse

1 Other apps can access this

JLose phone, game over Afisi
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Device ID Authentication

JRequires READ_PHONE_STATE
permission

A Tons of apps have this permission
JAd networks track this stuff too
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Device ID Authentication

J1Some apps that have this
permission:

13D Sexy Girls

L Adult Sexy Wallpapers
Asian Sexy Girl

_IHot Sex Tips

Male and Female Sex Movies
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Device ID Authentication

JLet’s assume that you trust the
makers of those apps

Do you trust their ability to not get
owned?
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Device ID Authentication

Demo of a weak
implementation

JPulled from the OWASP  GDAT DROID
GoatDroid Project (I wrote it)

J1GoatDroid is a playground for
learning about Android
security Visium
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Authentication Tips

_Never use device ID, IMEI, IMSI, etc
as sole authenticators

L Out of band measures fail on a
single device, for the most part

1 Contextual information (ie- location)
can help, but can be spoofed
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XSS On Steroids

AXSS...you know, it makes pretty alert
boxes

JArbitrary script execution is fun
A Hybrid native/web apps

A/1sium
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XSS On Steroids

JAndroid allows Java code to be
called via WebViews using JavaScript

A Powerful, but dangerous

webview.getSettings().setJavaScriptEnabled(true);
webview.addlavascriptInterface(new Smsl)SInterface(this),
"sms)SInterface");
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XSS On Steroids

JAnother demo
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Do’s and Don’ts

1 Do: contextually output encode
untrusted data within a WebView

Don’t: tie sensitive actions to
untrusted data within JavaScript
Interfaces

A/1sium
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Activity Lifecycle Badness

1 Other apps can start your app’s
activities

JPermitted when you export an
Activity

JAlso permitted if your Activity uses
Intent Filters

A/1sium
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Activity Lifecycle Badness

JScenario: your Activity executes
something within the onCreate()
method

It also receives data within a Bundle

dDemo time
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Activity Lifecycle Badness

JAnother thing you shouldn’t do:
depend on onDestroy() to execute

INOT GUARANTED TO BE CALLED

1 Often used to “clean up” sensitive
data

JSolution: don’t do this isium
SECURITY




Conclusion

INothing | presented today requires a
prohibitively high skill level

A These types of issues are extremely
common within real-world apps

JCommon sense and judgement are
equally as important as technical stuft
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Thanks For Listening!

JFollow my daily rants @
http://twitter.com/jack_mannino

] Check out the OWASP Mobile
Security Project

https://www.owasp.org/index.php/

OWASP_Mobile_Security Project
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