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Major SharePoint DepIOyment

Types

Internal
Portal

e Uses include SharePoint as a file
repository

e Only accessible by internal users

External
Portal

e Uses include SharePoint as a file
repository

e Accessible from the Internet

e For customers, partners or the public/

_

Internet

Website

e SharePoint as the Web site
infrastructure

e Not used as a file repository

~

The world's leading
diversified resources



Do you use SharePoint for

collaboration with-any of the
The Open Web Application Security Project fO I | OW| N g ?

0% 10% 20% 30% 40% 50% 60% 70%

Employees on other sites in your country
Employees in other countries

Project partners

Sales/Channel partners

Customers

Suppliers

Regulators

None of these

Source: SharePoint: Strategies and Experiences, September 2011



The SharePoint Footprint
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The Open Web Application Security Project
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SharePoint Sidesteps IT—and

OWASP Security

¥ The Open Web Application Security Project

“Much of SharePoint's appeal is that it
enables users to bypass the explicit
and organizational and process

barriers of the organization.”
—Gartner, 2009



Key lssues With SharePoint

OWASP

¥ The Open Web Application Security Project

0% 5% 10% 15% 20% 25% 30% 35%

Records management (in SP 2007)is not
sufficiently robust

Insufficient granularity of security and
access settings

No way to enforce a classification
template /policy for new team sites
Data volume /scalability issues with SQL
server

Cannot map file-plans and taxonomies into
our existing Archive/ RM system

No capability for volume scanning and
capture

Problemswith back up

Struggled to match our industry-specific
processes

Struggled to meet our regulatory
requirements

Email volume is overloading system

MNone of these

Source: SharePoint: Strategies and Experiences, September 2011



Third-Party Additions

OWASP
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0% 10% 20% 30%

40% 50%

60% 70%

Workflow/BPM : | I |

[ > Security and rights management I ! I !
Search/Analytics

Archiving (long-term retention of content)
Classification/taxonomy management

Records management system

Enterprise 2.0/social computing

Back-up support

Storage management (externalization)

Data migration tools

Digital signatures

Rich Media handling

Integrated/improved interface to email systems
Distributed scanning and capture platform
E-discovery

Scanning and capture - single point

Case Management

M Using Planning in next 18 months

Source: SharePoint: Strategies and Experiences, September 2011



SharePoint Admins Gone Wild
OWASP

The Open Web Application Security Project

The R Register’

SharePoint gods peek into colleagues' info — poll
Security is for other people

By Gavin Clarke - Get more from this author

Posted in Software, 23rd January 2012 13:22 GMT
Free whitepaper — Reshaping IT

SharePoint admins are abusing their privileged status to sneak a peak at classified
documents according to a poll that shows consistent abuse of security in Microsoft's
business collaboration server.

A third of IT administrators or somebody they know with admin rights have read documents
hosted in Microsoft's collaboration server that they are not meant to read.

Most popular documents eyeballed were those containing the details of
their fellow employees, 34 per cent, followed by salary — 23 per cent — and
30 per cent said "other."



Have Your Shared Privileged

Info via SharePoint?

OWASP

¥ The Open Web Application Security Project

No answer,
9%

Source: NetworkWorld, May 2, 2011



Type of Content Shared
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Customer Data

30%
Financial
22%

Source: NetworkWorld, May 2, 2011



Impact of SharePoint Insecufity
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“[Inves ‘ O
Manning’s 1~ @ TR \B Microsoft
SharePoin § L >/SR-sS AL S8 ocuments.
Heranth f; . 5080 W08 cuments,
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publishf#s.\, 0§

Source: http://www.wired.com/threatlevel/2011/12/cables-scripts-manning/
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SharePoint Security
Capabilities: 2007 vs2010

) OWASP

The Open Web Application Security Project

2007 2010
* Encryption * Encryption
* Authentication * Authentication
* Permissions * Permissions

 Some policy management
 Metadata tagging

* \ersioning

 Workflow

* Info rights management



SharePoint 2010 is Still Missing

@) OWASP

The Open Web Application Security Project

* Functionality
— Proper auditing
— Web-based protection
— Security-centric reporting
— Security-centric policies

* Bottom line
— SharePoint is built for collaboration first.
— Features may provide security, but aren’t inherent security tools
— Did you know?
e SSL is NOT turned on by default for downloading.

* Remote binary large object (BLOB) storage does not coordinate underlying
storage permissions with its own access control lists.



Native SharePoint Security
Capabilities

OWASP

The Open Web Application Security Project

“In general, SharePoint involves a
complex set of interactions that
makes it difficult for security teams

to know if all their concerns are

covered.”
—Burton Group, 2010



Key SharePoint Security Issues




#1: Getting Permissions Right

@) OWASP

The Open Web Application Security Project

* Summary:
— Microsoft’s advice begins with permissions
— “Content should not be available to all users... information should be accessible on a need-
to-know basis”
* Why challenging?
— Difficult to track and maintain
— Constantly change
— No automation or aggregation

 What is Required?
— Automated permissions review tools
— Baseline and change reports
— Simplify rights reviews
* Example: If a hospital uses SharePoint for patient data and the system is managed by hospital
staff, then who keeps track of which doctors, nurses, or administrators can see patient data?

Further, who maintains and updates these permissions over time? How are they able to do what
they do? How do you identify excessive or dormant rights?



SharePoint Access Controls

OWASP

The Open Web Application Security Project

@@ http://192.168.77.79/ _layouts/user.aspx

Eile Edit Yiew Favorites Tools Help
x QShaleBmwser WebEx «

\j? Favorites 'i::":; o Imperva stuff * || Technoloegy | DEMO GEAR » & | Mifi

Permissions: Home

Permission Tools

Site Actions ~ @Y  Browse

g 'EE %3\ $Permission Levels
e';i : ‘{* E‘)Site Collection Administrators
Grant Create Edit User Remove User Check
Permissions Group  Permissions Permissions  Permissions
Grant Modify Check Manage

Libraries [ MName Type Permission Levels

Site Pages ] Alfred LOPEZ (DARKVALOPEZ) User Full Control

Shared Documents ] Bobby R. Hernandez (DARK\phernandez) User Full Control
] Chester COX (DARK\coox) User Full Control

Lists

calendar ] Cosmo Romera Admin Account (DARK\cromeroadmin) User Full Control

Tasks ] DARKM\Administrator (DARK\administrator) User Limited Access
] Home Members SharePoint Group Contribute

Discussions )

_ _ ] Home Owners SharePoint Group Full Control

Team Discussion
] Home Visitors SharePoint Group Read

‘Al Recvcle Bin |l Tan Shiff (DARKYshiff) User Full Control

—irl All Site Content [ Melissa Warwick (DARK\mwarwick) User Full Control
|l Meil R. Hunt (DARK\nhunt) User Full Control
|l RequestedAccess SharePoint Group Full Control
] SharePoint Users SharePoint Group Read




Basic Elements: User Rights

Management

OWASP

The Open Web Application Security Project

Aggregate user rights across
systems

* |dentify data owners

* Detect excessive rights, reduce
access to business-need-to-
know

e Formalize and automate
approval cycle



Finding Excessive Permissions

OWASP

The Open Web Application Security Project

Focus on access to HIPAA
regulated data What departments have access?

10 = ~eramane | Tasks | x Logout | 2 Help |
g nt [ PolfSeiNgLdit [ Repo
; e e —
2 T—
0 ot one of [EMEA Sales Sp... | ' .
ﬁ ’ il - »~

& Why does G&A have access?

D

Wo are the users?
What type of access do they

&

rJ summary into QL’ *
Data Types ] S ‘
Groups | - _ - - _ P o
st ‘ ow f L t Number of Files __See Detailed Inf | AR = == : : . |
TR ners of Largest Number of Files _ See Detailed Info
s : v .| Edwvard WILSORM  GE4 Fead I-
Fective Group Assignments 10
@; i Pr hoes 8 rank WMILLER [T mEead
Dormant Users: Last Login Time j 4 ‘ Henry MOORE (LY Reard
i Files — A —
ZJ
0
H "4
How did they get the access?
s o
&

Echward YWILSON (USER) —)r Office Administrators (A0 GROUP) —)r Gas (A0 GROUP) %“J-) Medical Recaords xl= (File)

Main > Discovery & Classification > File User Rights User: admin  Version: 9.0.0.0 Enterprise Edition  © 2011 Imperva Inc.

CONFIDENTIAL 19




Automatic Identification of
Excessive Rights

OWASP

The Open Web Application Security Project

Bad Practices

21 Dormant Lisers Should “Everyone” have access to sensitive data?

* “Everyone” group literally means all users

381 Unused files

1 Files Accessible by Global Groups  [everyone)

4 Permizzions Directly Azssigned to Lzerz Who Are Mot Owners

Are there any direct user permissions?

Account Hame = |Account Department- |Permission~r |Ty|1-e~r |FI.|II Path . |File Owner- |[lata Types=| Last activity {from audit)-
Albert HARRIS HE Fead Library  FinanceBudgets Chester COX  Financial Data | DS0AGA01 T 1220000 2
Arthur JACKSOMN HE Fead Library FinanceBudgets | Chester COX  Financial Data

Laniel REED Finance Fead Library FinanceBudogets Chester COX  Financial Data Q025011 12:00:00 AW
Edvvard WL SO AL Read Likbrary  FinanceBudgets Chester COM  Financial Data

Eugene EYAMS Finance Fead Library FinanceMBudoets Chester COX  Financial Data

Floyd EDWARDS Finance Fead Likrary  FinanceBudgets Chester COX  Financial Data

Rarold VWHITE AR Fead Library FinanceBudgets Chester CO¥  Financial Data | 09022011 120000 An

What rights are not used?

* Users with access they appear not to need



|dentifying Dormant Users
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Focus on users tat are ormant OI'

50 over 6 month
128
geme A5
—_———— s — e s & Actions
: 32
Sm_pe J-|E| | sp2007-win2003-urm2 - Summary Graphs
A Filter: Account Department is not one of [ADC. 430-APAC Sales
[ 5p2007-win2003-urm2 v| =
£ Service IP: Summary Graphs . . r i
- | SharePoint File Service - 10.1.2.220 vl Data Types Associated with Largest Number of Files D ':;:I"EI-‘-"":: '::I'ﬁh"'l:: 1\.“:‘;5: tﬁl:: 1‘:‘-“;3 - El-ﬁ:- E.'\-'-‘j
| " Ses el HlAT T € o T E
Manage Group Assignments ;i ., : .
Manage File Permissions ig
— PRy " S — 4
iewWs & ) . .
ETr——— & Who are they and when did they
Effective Permissions (Tabular) | b | FE‘ & & JO
09 summary info | @ & last access?
Data Types <P fu &
Groups
Departmentz
onners Sroup Assignments I] Account Hame & | Account Department |Last Login (from seryer)w [ScdMes:tastAccess Time  See Detalled Info
Eln}
€3 Bad Practices T Jozeph JORES Sales 0552450010 1 2:00:00 24 -2 —
Dormant Uzers: Last Login Time Elmer ZREEM @ OSE23052070 0 120000 A 54
Unused Files . . 36
R S Samuel KIkG IT O 202070 12 00:00 20 i |
Direct Permissions to Non-owners| Alfred LOPES IT 045125207 0 122 00:00 250 0 4
- Frederick RIVERS Finance 041 202010 1 2:00:00 Ahd - . "
Discar COOK Finance O 20201 0 1 2:00:00 Ahd A &
Joe BAKER harketing QM 22010 1 2:00:00 Ak = —
Main = Discovery & Classification > File Us Lawerence HILL T Qe 4 20 0 1 2 00:00 A6 2rsion: 9.0.0.0 Enterprise Edition  © 2011 Imperva Inc.
Favimond CLARK Finance 04152010 120000 A
Harold WWHITE HFE C4M122010 1 2:00:00 2k
CONF| Eichard LEE IT 044152010 1 2:00:00 20 21




Reviewing User Rights with

Data Owners

OWASP

Ql‘{‘lll’"'\l pl‘{\ipl" *
ate permission pOftS or
®iMPERW )
SECURESPHERE data owners

Grantee Type Grantee Name Permission Full Path Data Types

User Administrator Change Permissions Finance Chester COX Financial Data

User Administrator Create Finance Chester COX Financial Data

User Administrator Delete Finance Chester COX Financial Data

User Administrator Read Finance Chester COX Financial Data

U —_— = — = == = - =

Al = Select Coumns |14 4 Page af 1 b bl| Showing records 1-20 out of 20 avallsble] | o approve | & Reiect | C Review | B Users

ALl status =l Grantee Type= |Grantee Hame & |Permissi0n '_vM_AMerv |[lata Tm}esvl Status Change Date

ATl & Approved User Administratar Chance Permizsions FinanceBudets Chester COX  Financial Data § 090952019 11:14:40 A

A O In Review Lzer i Chester COX  Financial Data § 090952011 11:14:21 &AM

=3 ¥ Approved Uszer A"OW data owners to manage ! Chester CO¥ | Financial Data § 090092011 11:14:40 &b

P o L] o H H . .

sl ¥ Approved = ! Chester CO¥ | Financial Data § 090092011 11:14:40 &b

S an Reviewny zer L thelr permISSIons Chester COX  Financial Data § 090972011 11:14:21 &AM
Unmanaged AD Group Finance Create FinanceBudgets Chester COX  Financial Data

S Unmanaced AD Group Finance Celete FinanceBudiets Chester COX  Financial Data

SHY Unmanacged AD Group Finance Read FinanceBudiets Chester COX  Financial Data

SHY Unmanaged ] Chester COX  Financial Data

s G;Re'ect Create a baseline: review on|y changed ; Chester COX | Financial Data | 09092011 11:15:57 &M

g W Approved . . | Chester COX  Financial Data § 020952011 11:14:10 A0

S % Approved perm I1ISSIOoNS Chester COY  Financial Data | 09092011 11:14:10 &4

S w Approyved ; L1 Ariceougets Chester COX  Financial Data § 090952019 11:14:10 A0
v Approved SP Group HomesHome Metnbers Wkite FinanceBudiets Chester COX  Financial Data § 020952019 11:14:10 A
v Approved SP Group HomeHome Cwvners Chance Permizsions FinanceBudiets Chester COX  Financial Data § 020952019 11:14:10 A
v Approved SP Group HomeHome Cwvners N Ei B cleast Classtar SO B il Piads 8 090952011 11:14:10 Ahd

-

W Approved SP Group HomeMome Oweners R - 09092011 111410 Ahd
v Approyed SP Group HomeHaome Cwvners Log dECISIonS for fUtu re a Ud It 090952011 11:14:10 Ahd
v Approyed SP Group HomeHaome Cwvners Wiite FinanceBudiets Chester COX  Financial Data § 090972011 11:14:10 &AM
' Approved SP Group HomeMHaome Wisitars Read FinanceBudiets Chester COX  Financial Data § 090952011 11:14:10 A




#2: Automate Compliance

Reporting

OWASP

The Open Web Application Security Project

Summary:
— SharePoint makes collaboration and document storage easy

— If you store business data, you must be able to demonstrate compliance with
regulations and mandates

 Why challenging?

— Manual process — minimal inherent data audit capability

— Native audit trail is not usable/readable

 Whatis Required?
— Automated, human-readable activity auditing and reporting
— Blended with enrichment data to simplify compliance process

 Example: In August 2011, Bloomberg reported on 300,000 healthcare records that
appeared in an Excel file. No one knows where the file came from, indicating a lack of

auditing.
{93525596:-3020-4005-831{7t1424dd-6697-4d 33 Folder I['moshe <lL\Moshe>  tsvkallokestDocSet  201106-22T13:20:01 Update <Version<Mejor>1< Major><Hinor></Minor»<Version

<utsvkalibitestDocSet</ut><scopenh18B480E- 016
98525596-3020-4005-831{71424dd-6697-4d3a-b: Ste ILmoshe <IL\Moshe>  tsvikalibtestDocSet 2011-06:22713:20:50 Security Role Bind Break Inhe 4648-8376.422062ET0E67</scape>
<toleid>1073741829<oleid><principalid>16</principalid><
scope>518B40E-3018464B.8376-
422062ETDEGT<scape><operationsensure
(98625596-3b20-4005-831 7 1424d4-669T-4d3a-5: Site [[\moshe <ll\Woshe> ~ tsvikalintestDocSet 201106:2213:21:09 Securty Role Bind Update  added</operation> )



Basic Elements: Access
Auditing and Alerting

OWASP

The Open Web Application Security Project

e Full audit trail
— Audit all access activity
— No performance impact

e Analytics and reporting
— Automatic reports to data owners
— Forensics for incidents

— Compliance reporting



Governance Policies in Place

OWASP
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0% 10% 20% 30% 40% 50% 60% 70%

Policy on roles, administrative rights and access

Policy on who can set up a team site, and their
responsibilities

Approved site design te mplates

Quotas (numbers/storage) by user, by sites, etc.

Guidance on corporate classification and use of

I contenttypes and columns

Restrictions on stored content with regard to
security— e.g., HR, Finance

Acceptable use policy wrt other staff

Guidance on use and longevity of team sites,
blogs and projects

End-of-life policy for sites and contents

Policy on use of third party products and web
parts

Retention policies

Policy on dealing with emails and email
attachments

Legaldiscovery procedures

MNone of these

Source: SharePoint: Strategies and Experiences, September 2011



Regulations and SharePoint

) OWASP
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40.00%
35.00% -
30.00% -
25.00% -
20.00% -
15.00% -
10.00% -
5.00% -
0.00%

PCI HIPAA SOX

Source: NetworkWorld, May 2, 2011



Regulations and SharePoint

OWASP

' The Open Web Application Security Project

40.00%
35.00%

SharePoint data.

0.00% | | |
PCI HIPAA SOX

Source: NetworkWorld, May 2, 2011



Full Audit Trail

Main  Admin | Preferences | Tasks | x Logout | 2 Help

Cij v e = I io
SharePoint Audit Data

Actions

| Event Date and Time &« User Hamew |User Department | Operation = |Full Path = Data Type =
September 2, 2011 5.01:48 AM  administrator Read Finance/TeamsF onms Financial Data
September 2, 2011 5:02:49 AM  administrator Read Finance/TeamsF orms Financial Data
September 2, 2011 50351 AM ccox Finance Read Finance/TeamsPayable Financial Data
September 2, 2011 50655 AM svystem Read Financed/TeamsPayable Financial Data
September 2, 2011 300856 AM ccox Finance Read FinanceManagement Documents Financial Data
September 2, 2011 5:08:56 &AM ccox Finance Read FinanceManagement DocumentsiCommittees rif Financial Data
September 2, 2011 5:12:58 AWM AHARRIS HE Resad HRE/Benefits HE Diata
September 2, 2011 512:58 AWM AHARRIS HRE Read HREBenefis/Forms HE Dzt
September 2, 2011 512:58 AWM  AHARRIS HR Read HRE/Benefitz/HR Budget doc HE Data
n n pr— = — —_— ——— e
Operation Analym_s i oystem Read Customers Sales/nside Sales Sales Data 3 SharePoirt File Service
Data Type Analysis EOAYIE Zales Ilodify Lexdcaltty - 2003 xdsx Zalesinside SalesfCustomers  Zales Data 3 SharePoirt File Service
Permiszion Changes DREED: Finance Read Farins Finance/Teams Financial Data 3 SharePoirt File Service
@ Time Based Analysis ROANWIS S_ales Fead Customers S_ales.l'lnside Sales S.ales F)ata 3 SharePoint File Serv?ce
. DREED: Finance Read Commitees rif FinanceManagemert Documents  Financial Data 3 SharePoint File Service
eI AHARRIS HE Create Bok Lash - new.docx HR/Resumes HF: Data 2 SharePaint File Service
Day of the Week AHARRIS HR Wity age Type xdz HR/Benefits HF: Data 2 SharePoint File Service
Hour of the Day JCARTER Wbarketing Read Calendar Lists b, 2 SharePoint Fils Service
administrator Read Farms Salesinzide Sales Sales Data 2 SharePoint File Service
administrator Read Farms Finance/Shared Documents Financial Data  Chester COW 2 SharePoint File Service
adminigtrator Read htananement Documernts Finance Financial Data 2 SharePoint File Service
administrator Read Fisk Burndowen - FYO7 xls FinanceManagement Documents | Financial Data 2 SharePoint File Service
SIUMES HF Data 2 SharePoint File Service
enefis HF Data 2 SharePoint File Service
refits HF Data 2 SharePaoint File Service
» HF: Data 2 SharePoint File Service
DIOAU J A DIUC c U - Anside Sales Sales Data @ SharePoirt File Service
Anzide Salesleads Sales Data 2 SharePoirt File Service |
O Jc
DJels degrade perro aNCe




File Access Breakdown By Data Type

£ OWASP

Detailed Analytics for Fore

HR Data, 374

Financial Data, 461

Focus on access to financial data

Nnsics

What are the primary departme
accessing this data?

nts

Why are G&A accessing financial data?

Event Date and Time

= |User Hames User Department» | Operation= | Full Path

Who accessed this data?
When & what did they access?

= (Data Type

Data Owner-

Who owns this data?

September 9, 2011 5:21:59 AM ST M E— Chester COX
September 9, 2011 5:21:59 AM Bl S0 GEA Read FimanceBudget=Budoget Prep FY 10 pptx Fimancial Data Mational 1D Chester COX
September 9, 2011 5:21:59 AM = Sy mymeiny =i, N e Chester COX
September 9, 2011 52057 AM EILS O GEA Read FinanceBudaetsFarms Financial Data




#3: Respond to Suspicious
Activity

@) OWASP

The Open Web Application Security Project

* Summary:
— SharePoint is used as a place to share information
— A broad range of internal and external groups are given access
— Organizations need to balance trust and openness with the ability to detect and alert
on suspicious activity
 Why challenging?
— No automated analysis of access activity
— Rights management (RMS) is complex to configure and maintain

 What is Required?

— Policy framework layered on top of the audit record can identify suspicious behavior

— Pre-configured policies simplify monitoring and response processes

* Example: In the Wikileaks scenario, Manning used an automated process to crawl the

SharePoint system and to siphon out available files. A simple occurrences policy would have
alerted if a certain number of files were touched in a small timeframe.



Basic Elements: Alerting

OWASP

The Open Web Application Security Project

* Access control

— Alert/Block access that violates corporate
policies



OWASP

The Open Web Application Security Project

Real-time Enforcement:
Possible Data Leakage

x Log out

# Help

. 2| Type + | Update |
E Policy Configuration:
E Share Point Custom Occurrence definition
— SharePoint - Break Permiszion Inheritance Share Point Custom | 7A1111 || .~ o
o SharePoint - Break Pern Match Criteria
o ) o
% SharePoint - Suspicious = 4 File ﬂparm:iuns
o SharePoint Adding Site | - -
] ShareFoint Changss to| | OPETations: | At least one v]|
Operations: _ Selected:
Checkin s Read
CheckOut [
Copy =19
C 4+ Occurrence
Occurred more than: (100 [ Times
Wikthin: 3600 Seconds
Available Match Criteria
4| Additional Operation Data
< | JMEEEEECR IR Alert when a user reads 100 files

Main > Paolicies > Security

CONFIDENTIAL

within the same hour

1 Imperva Inc.
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Real-time Enforcement:
Possible Data Leakage

| Main | Admin | Preferences | Tasks | x Logout | 2 Help |

- .

Dashboard | Alerts | Violations | Sy i i I
ashboar erts | Violation _ I 14:35.08 1 SharePoint - Suspicious Data Leakage Activity

Alelta filared | ' 14:35:08 1 SharePoint - Suspicious Data Leakage Activity
I4 4 Page of 1 » Ml

.

<l No. | @+ | [~ | Updated= | £+ | Alert Descr I 14:35:08 1 SharePoint - Suspicious Data Leakage Activity 1IB
! B Today (13) Event 8718634592694701531: Custom Rule Violation _ a
—150 B 143508 1 SharcPoint - Suspicious Data Leakage Activity [ key [value | |

151 I 14:35:08 1 | SharePoint - Suspicious Data Leakage Activity Violatilon Type ﬂl.e

152 B 143508 1  SharePoint- Suspicious Data Leakage Activity I I D e e e e

141 B 142807 |1 | SharePoint - Suspicious Data Leakage Activity H'ET Value

137 142707 1 SharePoint Changes to Permizsion Level . . .

138 [ 142707 1  SharePoint Changes to Permission Level Violation Type file

1;}2 i | a4 a ik L " L. f N Ent’- ngh

135 . . “ Policy Hame SharePoint - Suspicious Data Leakage Activi

538 Drill down for details on “who, [Easaatatig =L P ge Activity

e LIm r oF

131 ”

125 what , when, where Violation Description SharePoint - Suspicious Data Leakage Activity

127 . 5 .

Violated Item Custom Viclation

Ehii T8 _ . . Immediate Action Mene

106 I THOMA 1 | SharePoint - Suzpicious Data Leakage Activity

107 B  710M1 1  SharePoint - Suspicious Data Leakage Activity Matched

103 I 7M0M1 1 | SharePoint - Suspicious Data Leakage Activity P_E_tte.rn L

[ Full Path | File Name | File Extension

- Following an alert: i

Main = Monitor = R Send emaiIS automatically admin  Version: 9.0.0.0 Enterprise Edition | @ 2011 Imperva Inc.
* Create security events in SIEM tools

CONFIDENTIAL
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Data Owner Identification

OWASP

The Open Web Application Security Project

Data ownership

File Explorer

* Top users are either owners or can identify them
LIRL: |hi'tp:.f.l‘SF‘2I31 0:50 . o _
144 Page| 1] of1 b M ° Go-to people key for business-based decision making
* Save data owners information for decision making

Hame - |Creation Date = Classification |Ty| - I

3 Announcements List
[ Calendar List
[ Cortert type publizhing error log List
& Finance Financial Data Site / Sub-Site || | Hame | 3l X [Source
@ HR al
IT

Links

List Template Gallery =
Marketing -Administrator, 36
Master Page Gallery
Reporting Metadata
Repotrting Templates

Modified:

—Classification

e -

-

- —

Ny

§
[0
O
ha
53

Shared Documents
Site Assets

Site Pages )
Solution Gallery Daniel REED, 27

trator, 36

—~system, 3

Set User as Cwener

Style Likrary

Taszks

TaxonomyHiddenList ~Chester COX, 24 system, 3
Team Discussion
Theme Gallery
Tracling hestar COX, 24
User Information List
1 wveb Part Gallery

NN

[user [Department [Hits
Administratar 36
Daniel REED Finance 27
Chester COx Finance 24

< |

L4 | 3| system 3



#4: Protect Web Applicatiens

OWASP

The Open Web Application Security Project

Summary:
— Web applications and portals are a common threat vector for hacker attacks
— 30% of organizations have external-facing SharePoint sites

Why challenging?

— Time consuming process to discover, patch, and test vulnerabilities
* Whatis Required?

— Real-time hack protection

— Allows flexibility in resolution timelines

— Includes out of the box policies to protect SharePoint

=  Example: According to CVE details, XSS is the most commonly reported vulnerability in
SharePoint.



What Do Hackers Think?

OWASP

The Open Web Application Security Project

Another thing, I have a registered account on there Sharepaint - if anyone knows any 2010 Sharepoint exploits/vulns please PM me them.

Example: April 2010, Microsoft reveals a SharePoint issue

The vulnerability could allow escalation of privilege (EoP) within the
SharePoint site. If an attacker successfully exploits the vulnerability, the
person could run commands against the SharePoint server with the
privileges of the compromised user.

Source: http://www.eweek.com/c/a/Security/Microsoft-Confirms-SharePoint-Security-Vulnerability-187410/
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Basic Elements: Threat Web

Protection
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 Web Application Firewall
— Attack protection
— Reputation controls

e Database protection

— Fully audit SQL Server local activities
— Block unapproved database changes

e SharePoint Web Policies
— Out-of-the-box security and compliance
— Always up-to-date
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k. Search Diggity
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Google Diggity Project
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Output Selected Result
The remote server returned an error: (403) Forbidden. ]

Error at query, "inurl:"/_vti_bin/UserProfileService.asmx" ext:asmx":
The remote server returned an error: (403) Forbidden.
Error at query, "inurl:"/_vti_bin/spscrawl.asmx" ext:asmx":
The remote server returned an error: (403) Forbidden.
Error at query, "inurl:"/_vti_bin/AreaService.asmx" ext:asmx":
The remote server returned an error: (403) Forbidden.
Error at query, "inurl:"/_vti_bin/WebPartPages.asmx" ext:asmx":
The remote server returned an error: (403) Forbidden.
Error at query, "inurl:"/_vti_bin/spsearch.asmx" ext:asmx":
The remote server returned an error: (403) Forbidden.
Total Results: 126.
Scan Complete. [12/13/2011 5:38:35 PM]

Google Status: Ready

Download Progress: Idle Open Folder
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* Summary:
— SharePoint 2010 deployments are up 5X
— Companies are using SharePoint as a replacement for other data repositories
— Migration projects are a good time to remediate permissions chaos

* Why challenging?

— AD users and groups fall out of sync with business requirements

— Unused (stale) data accumulates over time
— Manual approaches are overly time consuming

 What is Required?

— Visibility and rights review tools reduce cost and streamline migrations



A Checklist to Secu"ring
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Get ahead of all SharePoint deployments

e Implement a SharePoint governance policy.

e Put in place security requirements when SharePoint instances
go live.

e Don’t trust native security features.
e Specify what kind of information can be put in SharePoint.

|dentify sensitive data and protect it

e Use search capabilities to identify sensitive data.

e Sensitive data in databases: use database activity monitoring
to identify and protect confidential data.

e Sensitive data transacted by SharePoint Web applications

e Secure sensitive data held in files: use file activity monitoring
to apply user rights management and auditing capabilities.
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Deploy user rights management to identify data ownership

® Ensure legitimate access to data.
® Accelerate permissions reviews and management.

e [dentify and delete dormant users. Check for dormant users on a regular
basis.

® Focus on regulated data and streamline access.
¢ Adjust department-level access.
e Create permission reports for data owners.

e Implement ownership policies — especially for alerts around unauthorized
access.

Protect Web sites

e [dentify sensitive data transacted by SharePoint Web applications and use
Web application firewalls to monitor and protect intranets, portals, and
Web sites.

e Log all failed login attempts.
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*[ Enable auditing for compliance and forensics }
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e User rights management

— Aggregate and visualize rights

— Identify excessive and dormant rights

— Streamline rights reviews
— Identify data owners z

* Activity monitoring

— Monitor file & list access in real-time

O]

— Find unused data |

* Policy based threat protection
— Defend against file, Web and database threats
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