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before we start

my dedication to OWASP :)

| returned 3 days earlier from Portugal to
participate on London Chapter event

... kids were not impressed (photo before boarding plane 5 hours ago) ...
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OBJECTIVE OF
TODAY’S SESSION
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WHAT AM 1 DOING HERE?

* I'm making the business case for you to:
focus,
invest time & resources,
use,
contribute and maybe even

sponsor

the OWASP O2 Platform project

Saturday, 5 September 2009



WHAT IS (2)?

and the OWASP O2 PLATFORM

02
developer

senior
consultant

security
consultant

analyst

l manager

GEEK-O-METER
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IS an:

OPEN

PLATFORM
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for

AUTOMATING
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APPLICATION SECURITY
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and

WORKFLOWS

AETeABOIdng a ms Of' hs brok
AMacGyver realizes o make the ad
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(@ is an:
OPEN PLATFORM

for
AUTOMATING

APPLICATION SECURITY

KNOWLEDGE
and
WORKFLOWS
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...and when you start using it ...
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and your clients will love you
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Joined trace’ example (before):

- HacmeBank_v2_Website. ascx AccountTransfer Page_Load(object:System.E ventirgs): void
= System.Web Ul UserControl. get_Session():System. \Web. SessionState HitpSessionState
[=]- System Web, SessionState HitpSessionState, get_Item|[sting) object
B System Object. ToStang(): string
=) HacmeBank_v2_Website. Gui.populateDropD ownListwithListOfUserAccounts(System. Web. Ul WebControls. DropD ownList;string) void
=1 HacmeBank_v2_Website &ccount anagement WS_GetUsesdccounts_using_U serl D(sting:sting): object(]
= HacmeBank_v2_Website WS_accounthanagement WS_accountManagement. Getl seiccounts_using_UserlD(string:string): object]]
=S ystem.:,\/eb.Services.Protocols.SoaletpCIientProloeol.Invoke[string;obiect[]]tobiect{]

1

[ |

: & e = Example of two separate
1 JERP) e = :

1 - s < Display <

" e — T Traces of an

: .

' 2 SOA gl

' B — 2| Web J= | — €=X HacmeBank

! Z Services 3| e

1

| SAM ) @ St L Noddl £ .

' — G Web Service call

1 NES ) v - —

1 St € Secune §

. ot Fgs: (vulnerable to SQL Injection)

; \

[=) HacmeBank_v2_WS. WS_AccountManagement Getllserdccounts_using_User D[sting;sting): System. Collections. ArrayList
= HacmeBank_v2_WS.DataF actory. GetUserfccounts_using_userl D(string): System. Collections ArrayList
=- System.String. Concat{stringstring): string
=)- HacmeBank_v2_WS.SqlServerE ngire. retumdrayListFromS OLOuery_containing_FirstFieldFromallR ows{stiing): System Callections &nayLis
[=] HacmeBank_v2 WS SqlServerEngine executeSOLCommand_returnS qldataR eader(string) System D ata SqlCliert SqlD ataReader
(= System. D ata SqlClient. SqliCommand. S qiCommand(string;System. D ata. S qlClient. S glConnection) void
‘... System.Data. SqlClient SalCommand.E xecuteReader(): System.D ata. SqiClent SqlD ataReader
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Joined trace’ example (after):

=}- HacmeB ank_v2_Website. ascx. AccountT ransfer Page_Load(object;System. E ventirags): void
= System.\Web.Ul.UserControl.get_Session(): System. \Web.SessionState HitpSessionState
[=]- System Web SessionState HitpSessionState, get_Item|[sting) object
[ System. Object. T oSting():string
=1- HacmeBank_v2_Website. Gui populateDropD ownListwithListOfUserdccounts(System. Web. Ul WebControls. DropDawnListsting} void
= HacmeBank_v2_Website. AccountM anagement WS _GetUserdccounts_using_Userl D(string:string):object(]
=1 HacmeBank_v2_Website WS_Accounthanagement WS_accountManagement. Getl seiccounts_using_UserlD(string:string):object]]
(=] System Web,Services. Pratocols. S oapHttpClientProtocol Invoke(string object(]): object]
[=)- HacmeBank_v2_ WS WS_AccountM anagement Getl serdccounts_using_Userl D(string;string): System. Collections. ArmrayList
A = HacmeBank_v2_WS.D ataF actory. Getl serdccounts_using_user D(string):System. Collections ArayList
=i ystem. String. Concat[string;string): string
=1 HacmeBank_v2_WS.SqlServerE ngire.returndrraylistFromS OLOuery_containing_FirstFieldFromaliR ows(string): System. Collections. AnayList
=) HacmeBank_v2 WS SqlServerEngine executeSOLCommand_retunSqldataR eader(string): System Data SqlCliert SqlD ataR eader
[=1- System.D ata SqlClient. SqliCommand. S giCommand(string;System. D ata. SqlClient. SqlConnection) void
... System.Data. SqlClient SalCommand.E xecuteReader(): System. D ata. SqlClent. SqlD ataReader

Example of a single

e ‘loined Trace’ of the same
JERP) o—s e
Yohi) +—e — o HacmeBank
2 SOA gl
B “ls;,”jﬁesl“ 3| S Web Service call
T s : St < Nodel
e (vulnerable to SQL Injection)
WSy oo S—
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TECHNOLOGIES
SUPPORTED by O2
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Supported Technologies

* Ounce Labs Scanner: (FULL Support): scanning, CIR consumption, rules creation,
open & save findings format). Languages: .NET, Java, C/C++,ASP Classic,VB 6.0

e IBM AppScan Developer Edition: open findings format. Language: Java

* Microsoft CAT.NET scanner: scanning, open findings format. Language: .NET (C#,
VB.net, Iron Phyton, etc...)

* FindBugs scanner: open findings format. Language: Java
* OWASP CodeCrawler: open findings format. Language: NET

* Fortify (very early stages) : open findings format (FVDL). Language: .NET, Java, C/C
++, etc..

e .NET - create CIR, create call flow traces, create run-time traces
e Java - create CIR, create call flow traces

* Spring MVC ‘Annotation Based Controllers’ - Model controllers behavior, drive
BlackBox tests
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So what can O2 do for Advanced Users

* This is for users who know what they (technically) want do
e These are the users that ALL/MOST tool vendors don't cater for today (since they are not a
big enough market)

* The following (are some of the) problems that O2 has solutions for:

* Advanced findings filtering (for example query 50M to 500Mb assessment files)

* Visualizing traces

* Mass rule creation & management

* “Rules Driven Scans”

* Creating ALL Traces

* Joining and Manipulating Traces

* Scripting questions and workflows (on top of rich objects like CirData, Findings or Rules)

* Gain visibility into Frameworks

* Understand and exploit Spring MVC apps

* Integrate complex workflows with SDLs

* DoVirtual Patching

* Quickly Write PoCs and exploits using O2’s .NET’s power Debugger

* Create “Run-time traces”

* Write Unit Tests for PoCs

* Find (via instrumenting and automating the security consultant’s brain) all sorts of
application security issues (like to ones in the OWASP Top 10)

* Start venturing into Source-Code-Fixing for vulnerabilities found

e Start venturing into auto-writing WAF rules for vulnerabilities found
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O2 MODULES

02
developer

senior
consultant

security
consultant

l analyst
l manager

GEEK-O-METER
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O2 MODULES - DEVELOPMENT STATE

ACTIVE LEGACY

O2 Scanners

O2 Tool - DotNet Callbacks Maker
O2 Tool - Findings Query

O2 Tool - Search Assessment Run
O2 Tool -View Assessment Run
O2 Tool - Weblnspect Converter

O2 Tool - Findings Viewer
O2 Tool - CirViewer

O2 Tool - Rules Manager
O2 Cmd - Findings Filter
O2 Cmd - Spring MVC
O2 Tool - Join Traces

O2 Debugger Mdbg

O2 Tool - CSharpScripts
O2 Scanner - MsCatNet
O2 Tool - Host Local Website
O2 Tool - Java Execution
O2 Tool - O2 Scripts

O2 Tool - Python

O2 Tool - Search Engine

Vaporware

e O2Tool - Filter Assessment Files
e O2Tool - O2 Reflector
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UNSOLVED
PROBLEM

O2 MODULES - MATURITY

O2 Tool - O2 Reflector

O2 Tool - Java Execution

O2 Scanner - MsCatNet

O2 Scanners

O2 Debugger Mdbg

O2 Tool - Web
Inspect Converter

02 Tool - Host
Local Website

O2 Tool - Filter
Assessment Files

02 Cmd - Spring MVC

O2 Tool - View
Assessment Run

O2 Tool - Search Engine

0O2 Tool - Search
Assessment Run

O2 Tool - O2 Python

O2 Tool - O2 Scripts

O2 Tool - Join Traces

O2 Tool - C-Sharp Scripts

O2 Tool - Findings Viewer

O2 Tool - Findings Query

02 Tool - DotNet Callbacks Maker

02 Cmd - Findings Filter

Manager

O2 Tool - Rules

02 Tool - Cir Viewer

SOLVED

PROTOTYPE

VERSION 1.0
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O2 MODULES - FEATURE COMPARISON WITH OSA

* This graph maps the module’s features to the current version of Ounce’s 6.x OSA

(Ounce Security Analyst)

with sweat
and blood
()

YES J

with sweat
and blood
()

YES J

with sweat
and blood
()

O2 Tool - Rules Manager

O2 Tool - CirViewer

O2 Cmd - Spring MVC

O2 Debugger Mdbg

O2 Tool - CSharpScripts

O2 Scanner - MsCatNet

O2 Tool - Host Local Website
O2 Tool - Java Execution

O2 Tool - Join Traces

O2 Tool - O2 Reflector

O2 Tool - O2 Scripts

O2 Tool - Python

O2 Tool - Weblnspect Converter

O2 Tool - Findings Viewer

O2 Cmd - Findings Filter

O2 Tool - Findings Query

O2 Tool - DotNet Callbacks Maker
O2 Tool - Filter Assessment Files
O2 Tool - Search Engine

O2 Tool - Search Assessment Run
O2 Tool -View Assessment Run

O?2 Scanners
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O2 MODULES - COMMERCIAL SOFTWARE DEPENDENCIES

02 Tool - View Assessment Run

02 Tool - Search Assessment Run

O2 Tool - Rules Manager O2 Tool - O2 Reflector O2 Tool - Search Engine

O2 Tool - Host
02 Tool - Join Traces Local Website O2 Tool - O2 Python

O2 Tool - C-Sharp Scripts O2 Tool - O2 Scripts

02 Tool - Findings Query 02 Tool - Cir Viewer 02 Tool - Java Execution

O2 Tool - Findings Viewer

O2 Tool - Filter

Assessment Files O2 Scanner - MsCatNet 02 Cmd - Spring MVC

O2 Tool - Web Inspect Converter |

O2 Tool - DotNet Callbacks Maker O2 Scanners 02 Debugger Mdbg 02 Cmd - Findings Filter

v

M S B S S S S e S
COMMERCIAL TOOLS ($$$) OPEN SOURCE (or FREE)
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O2 MODULES
DETAILS

02
developer

senior
consultant

security
consultant

l analyst
l manager

GEEK-O-METER
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ACTIVE O2 MODULES (6X)

see presentation
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V1.0.pdf
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V1.0.pdf

ACTIVE O2 MODULES (6X)

MODULE: 02 Cmd - Findings Filter

DESCRIPTION

KEY / UNIQUE FEATURES

USE CASES

PRODUCTIZATION READINESS CAN OSA DO THIS?

= e -

el
wo 3¢
COMMIRCIAL SOFTWARE DEPENDINCIES
s -]

ROADMAP: NEXT DEVELOPMENT

O,

see presentation
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

ACTIVE MODULE: 02 Cmd - Findings Filter

AN G DESCRIPTION
ACTIVE MODULE: 02 Cmd - Spring MVC
PN G DESCRIPTION

KEY / UNIQUE FEATURES

-t ot

USE CASES

PRODUCTIZATION READINESS CAN OSA DO THIST

COMMIRCIAL SOFTWARE DEPINDENCIES

-y . - V00

ROADMAP: NEXT DEVELOPMENT

see presentation
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

ACTIVE MODULE: O2 Cmd - Findings Filter

MAIN ¢ DESCRIPTION
ACTIVE MODULE: 02 Cmd - Spring MVC
PN G DESCRIPTION

MODULE: O2 Debugger Mdbg

_ ACTIVE
——— MAN G DESCRIPTION
-—— e e —
: KEY / UNIQUE FEATURES ' o
o Alow 'u.,..'_"vv e ~ > 8 ¢ . erab '.\. .
USE CASES . p—
b r sy ' ... h": ". ct oM
PFRODUCTIZATION READINESS CAN OSA DO THIS!
ey
—r— — 7 Docastrat - -
e ey ——— we

COMMERCIAL SOFTWARFE DEPENDENCIES

I e e L

ROADMAP: NIEXT DEVELOPMENT

see presentation
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

ACTIVE MODULE: 02 Cmd - Findings Filter
MAIN GU DESCRIPTION
ACTIVE MODULE: 02 Cmd - Spring MVC
PN G DESCRIPTION
Gmmm  ACTIVE MODULE: 02 Debugger Mdbg
=—— DESCRIPTION
ACTIVE MODULE: O2 Scanner - MsCatNet
MAN GA DESCRIPTION
o x(v‘.' umo-uc SEATURE? . -
et T e i‘:.:_.
'“2:—:-: use CASES . :

PRODUCTIZATION READINESS CAN OSA DO THIS?

= — S
wo

-~

COMMERCIAL SOFTWANE DEFENDENCIES

W Cmm——as Yo

ROADMARF: NEXT DEVELOFMEINT

see presentation
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

ACTIVE MODULE: O2 Cmd - Findings Filter
MAIN GU DESCRIPTION
ACTIVE MODULE: 02 Cmd - Spring MVC
PN G DESCRIPTION
_ ACTIVE MODULE: O2 Debugger Mdbg
= e DESCRIPTION
ACTIVE MODULE: O2 Scanner - MsCatNet
MAN G DESCRIPTION
' e ACTIVE MODULE: O2 Tool - Cir Viewer
] MAN GA DIESCRIPTION
':-.:-;;.:E' x't‘vl.f ‘umqul u‘A'r.u_rf.ts ' . . o
— g et tigetetn oot .
N 4
—— s b o |-
et e N -

PFRODUCTIZATION READINESS CAN OSA DO THIST

— A

COMMIRCIAL SOFTWARE DEPENDENCIES

. COsMmEBIa, TO0ed VE

ROADMAP NEXY DEVELOPMENT

o A —

see presentation
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details

Saturday, 5 September 2009


http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V1.0.pdf
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V1.0.pdf

ACTIVE O2 MODULES (6X)

ACTIVE MODULE: O2 Cmd - Findings Filter

AN AN

DESCRIPTION

ACTIVE MODULE: 02 Cmd - Spring MVC
MAN AN DESCRIPTION
....... ACTIVE MODULE: O2 Debugger Mdbg

—— e AR

DESCRIPTION

WTARH o of

ACTIVE MODULE: O2 Scanner - MsCatNet

DESCRIPTION

ws t
- — =

w—suwi  ACTIVE MODULE: O2 Tool - Cir Viewer

- WN G DESCRIPTION
- :

1w

- - ACTIVE MODULE: 02 Tool - C-Sharp Scripts

DESCRIPTION

P wri

KEY / UNIQUE FEATURES - -

_ . R USE CASES [
- e o Atarced debugprg of NET B ASPNET ppbcanior

. A —— o - e d c o Ty

PRODUCTIZATION READINESS CAN OSA DO THiS?

. . rmeet

== -

COMMEIRCIAL SOFTWARL DEPENDENCIES:
Free M ’

W R PO A

ROADMARF: NEXT DEVELOPMENT

see presentation
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

see presentation
http://www.o2-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

ACTIVE MODULE: O2 Tool - Java Execution

AN G DESCRIPTION
Mo ¢ that allowt saers 50 accems the nch OF obyect model from java Although
-X. = e D code wrizzen = Bva wil 1eem oo ha 1 e o <
oo ava -y ™ L1 '
- has 2 Balk in cood that creaces Jar itubs from NET assembien
oo KEY / UNIQUE FEATURES o:
nper
o Wirage IKVM and allown $he cany crestion of the dependencies sy
e e write O2 Modaies in Java (malang £ casy 40 scrpt I-.—-.-.-‘
Ade crpting modde the sbity o write sd exsase [ IO

USE CASES

GHIX © METEN

PFRODUCTIZATION READINESS CAN OSA DO THIS!

-, A
wo X
COMMERCIAL SOF TWANE DEPENDENCIES:
RTINS
e SRS S e P
ROADMAP: NEXT DEVELOFMINT
o harther Jutomate ©e procets of sung IKVM
- e [cipne can -

see presentation
http://www.02-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

ACTIVE MODULE: O2 Tool - Java Execution

AN G DESCRIPTION
Module that allowt ssers 2o accews the nich OF obpect model from Javs Although

ACTIVE &LEGACY MODULE: 02 Tool - Join Traces

T MANGY DESCRIPTION
Ths modde provedes 2 MC (Py w il )
) e K i 1opether based on & ¢ e 3 A
Tlee w 3 et w
- the sed biyer 802 MONES 1N VO OF T W) * ‘.
-
KEY / UNIQUE FEATURES e
— Soveinges
‘ J—
——rT==s o Aszorrascally hancle the joring of NET wab services PR
— R
ot I
R, -
. USE CASES . ——
e - e s That Cross O oF DY > 0 w4
GlAR O miTan

PRODUCTIZATION READINESS CAN OSA DO THIS!

ey
m & . .\
r~ -
wo X
COMMENRCIAL SOFTWANE DEPENDENCIES:
Xy od by Ounde a8 othens
T

ROADMAP: NEXT DEVELOPMENT

sew O Fadnys Formue
o Add wpport for more atomasc Traces joins (pecoers B sesters SetAsrBete

MauhMags, oo

see presentation
http://www.02-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

ACTIVE MODULE: O2 Tool - Java Execution
MAN G DESCRIPTION
= ACTIVE &LEGACY MODULE:  ©O2 Tool - Join Traces
e | MANGU DESCRIPTION
Z==== ACTIVE MODULE: 02 Tool - O2 Scripts
B MAN GLN DESCRIP‘I_’ION
.: il KEY / UNIQUE FEATURES 1:“.’"
- vseemses !:1

PRODUCTIZATION READINESS CAN O3A DO THIS?

- e

-,
m‘ - ‘- :\
- ‘ A.
o X
COMMERCIAL SOFTWARE DEFENDENCIES:
ETEEETINTR
e

W Cmm————. T

ROADMARP: NEXT DEVELOPMENT

see presentation
http://www.02-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)

ACTIVE MODULE: O2 Tool - Java Execution

AN G DESCRIPTION
Module that allowt ssers 2o accews the nich OF obpect model from Javs Although

ACTIVE &LEGACY MODULE: 02 Tool - Join Traces

L e DESCRIPTION

widts 2 PO (Proof of Concept) for haow 1races Gan Be

EE=—= A CTIVE MODULE: O2 Tool - O2 Scripts

MAR G DESCRIPTION
- ! O — e ghoweght O Sreang eovronment that SUpEorTs screang in NET. biva. lrihae
o~ -4 e S
m— - ACTIVE MODULE: O2 Tool - Python
— J AN G DESCRIPTION
— - EEE— - 02 modeie that abows the Quick Creass Pyt
L. = o WINON (Jaa P NET) or O
St An Incaracove Shell is 350 D .s..'t«’? ePYthon and e
T — KEY / UNIQUE FEATURES B
S i eaaczon 1o¢ HronPythas. lred 3nd CPren I _—
-
USE CASES —
o Quathly wrte sCrots that comeme the Ol ¢ pres n Python . o

Gl O T

PRODUCTIZATION READINESS CAN OSA DO THIS!

COMMERCIAL SOFTWARE DEPENDENCIES)

. G PO v pnamer Twae

ROADMAPF: NEXT DEVELOFMEINT
« Ircegrate wieh 3 besser Fybaon edieor

o Ade Pychon debogpng

see presentation
http://www.02-ounceopen.com/files-binaries-source-and-demo/old-documents-and-presentations/O2%20Modules%20Presentation%20V | .0.pdf
for individual slides with O2 Modules details
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ACTIVE O2 MODULES (6X)
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(EXAMPLE OF THE MANY) O2 CONTRIBUTIONS TO Open Standards:
ICirData, ICirClass, ICirFunction, I1Cir*

public interface ICirData

{
Dictionary<string, ICirClass> dClasses _bySignature ( get; set; )
Dictionary<string, ICirFunction> dFunctions_by3ignature { get; sev; }
public interface ICirClass public interface IC:irFuncti
{ {
t<ICirFuncsion> FunctionsCalledUniqueList { get; set; }
Dictionary<string, ICirFunction> dFunctions { ger: set: } List<ICirFunctionCall> FunctionsCalled { get: set; }
nary<string, ICirClass> dIsSuperClassedBy { getr; ser; )
Dicrionary<string, ICirCla==> dSuperClasses { ger; ser; } List<ICirFunctionCall> FunctionlsCalledBy ( get: set: )
List<iCirFunctionParamecer> FunctionParameters ( get; set; )
scring Signature { gect; set; }
scring Nodule { get; set; ) ICirCla== ParentClass { get; s=et; }
scring Name {( get; sec; )
scring FullName { gec; set; } scring FunctionSignature { get: ser: )
scring Namespace { get: set; } string ReturnType { get: set: }
string FunctionNameAndParameters { get: set; }
y Reference to file location (or the source code 1n mo3t case string ClassNameFunctionNameAndParameters ( get: set: )
string File ( get; set:; ) scring FunctionName ( get; set: )
string FileLine ( get: set; ) scring ParentClassFullName { get; =et; }
scring ParencClassName { get; setv; }
scring Module { get; =sec; )
public interface public interface ICirFunctionParmmer
4 (
(Cirfunction cirFunction { get: set: ) string ParameterName ( get: aset: )
int lineNumber { get; set; ) string ParameterType ( get: set: )
string rfileName { gec; setv; ) RSN SanELame e I
int Sequencelivmber { Get: 96t ) bool HasConstant { get: set. }
bool HasDefault {( get: szet; )
Jrring sourceCodeText { get; setv; ) string Method { get: set: }
) bool IsTainted { get; set; )
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TWO O2 WEBSITES

* Like OWASP’s SAMM (& others), in the short term, O2 will be hosted in two separate websites:

o Official ‘stable’ versions will be hosted using OWASP’s WIKI engine at:
http://www.owasp.org/index.php/OWASP O2 Platform

OWASP 02 Platform

This is T future home of 02 (Ounce Opan) which is curmently hosted at nipSwww od

* Development versions & Community features will be hosted using SquareSpace web engine at:
http://www.02-ounceopen.com
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http://www.owasp
http://www.owasp

BTW, SOMEBODY should sponsor an
OWASP ‘Application Security Summit’ :)

* Which would be a world wide gathering of security experts with the objective to figure out
how to use the current resources (People, Process and Technology) to help customers to fix
security vulnerabilities in their applications

* This Summit could be organized by OWASP using the same
model used on the last OWASP Summit in Portugal s

¥ )‘ N G-l T E L
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THE
CHALLENGE

02
developer

senior
consultant

security
consultant

analyst

l manager

GEEK-O-METER
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THE PROBLEM WITH FRAMEWORKS

* For this discussion a ‘Framework’ is an environment which augments the capabilities of the
core language implementations (.NET Framework or J2EE). Examples of what | call a
Frameworks are: Spring, Struts, Microsoft Enterprise Library, SharePoint,VWWebSphere Portal,

SalesForce API,

e Each Framework creates its own ‘reality’ almost like aVM (Virtual Machine), where they (for
example Spring MVC) create an abstraction layer between the core language (i.e. Java) and
the target application.

* So, if the scanning engines (Black Box, White Box, Human Brain) don’t explicitly support
frameworks, they will NOT understand how they work they and will NOT be able to find
security issues in the applications built on top of those

frameworks.
* |tis like trying to use a C++/Binary analyzer to scan
JITTED .NET code (i.e. the assembly representation

of .NET code)

APP XYZ

SPRING FRAMEWORK
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SOME TECHNOLOGICAL SOLUTIONS THAT
STILL NEED TO BE SOLVED

e All current (Commercial and Open Source) Static Source Code Analysis tools have most (if
not all) of the problems below (some have minor/basic coverage of it)

e ANALYSIS ENGINEs - Part |
* Attributes, Collections & other type of objects that receive taint in A and output it in B
* Global Variables

Proper Taint Propagation across strings and between data types

Reflection (which creates ‘Hyper Jumps’ between code paths)

Events

Rules based on assemblies/jars versions and not on signatures

Taint Typing (also applied to business logic)

e ANALYSIS ENGINEs - Part I
* Rules Management (user-friendly process to mass create, edit, modify, import and export)
* Join Traces (between application layers or interfaces or ‘Hyper Jumps’)
* Read (and understand) configuration files (who have major impact on the attack surface
and exploitability)
e Auto Attack Surface Markup
* Expose Control Flow
* Understand Framework behavior

* GlassBox
* Integration with WB & BB (driving one tool from the other)
¢ Common Reporting

* Note: this (list above)
ISAVERY SMALL & LIMITED LIST of the technologies / techniques that need to be
supported when running (manual or automatic, Black or White) scans.
These capabilities (either when used by non-expert users or by expert security consultants)
allows the security engagement to be accurate, effective, consumable and actionable
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WHERE WE ARE TODAY @
and WHERE WE NEED TO BE ASAP

* Here is the evolution of technologies and were the current level of support is:

‘Out of the box’
1996-2000: MainFrames,Web Servers, Java, ASP Classic capabilities

is here

2000-2004: C/C++,.NET Framework, J2EE, PHP
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2006-2009: Iots of web innovation going on, here is a small list:

O2 is here

Languages & Technologies: Aspect,Web Services, REST, Widgets/Gadgets, AIR,
Silverlight, Groovy & Grails, Python, Ruby & Ruby on Rails, JSP EL,Velocity, ]SF (Faces),

Application Platforms / Frameworks: ASPNET MVC, SharePoint, IBM
WebSphere Portal WebSphere Application Portal, SAP (web stuff)), iPhone & Apple iStore

Online Applications: SalesForce, Amazon Web Services, MySpace/FaceBook/Twitter

OWASP ‘standards/APIls/frameworks’: ESAPI, SAMM, ASVF,
etc...

And let’s not forget that most enterprise applications have their OWN frameworks and
APIs (and sometimes even VMs)

e 2010-.... : Chrome, cloud computing (vSphere (VMWare’s cloud),
Azure (Microsoft’s cloud)),Web 3.0 and next generation of all of the above :)

We need
to be here
ASAP
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TO SCALEWE NEED
TARGETED SOLUTIONS
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HOW TO SCALE: AUTOMATE SECURITY KNOWLEDGE

* The only way we will be able to scale (and have these solutions used by a wide audience (from
developer’s upwards), is if we are able to ‘capture + automate’ the knowledge, workflow
and wisdom of security consultants. And we need to do this in such a way that repeated
analysis by non-technical staff will have the same result has the analysis created by an security expert

* |n a nutshell ... what we need is to do,

is to automate the security expert’s brain ...

so that we are able to independently use it in a repeatable and consistently way,

and once we have done that (automating their brain) ... we can work on making it
very simple to use by non-security experts
And due to the complexity of each targeted application / framework ...

... this ‘one button’ solution is only possible if ....

WE CREATE TARGETED SOLUTIONS & PRODUCT

(see next 4 slides for an example of what this could look like)

Note that today an ‘Application Security Analysis’ engagement is a very: complex, non-repeatable, non-
scalable, non-measurable, and very opaque (from the client point of view) process. It is also very hard
to calculate its ROI
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SPRING FRAMEWORK : SECURITY ANALYSIS PLATFORM

* Due to the complexity and ‘realities’ created by the Spring Framework, the only way to deal
to analyze/expose its behavior is to create fine-tune ‘packages’ of the available technology

SECURITY ANALYSIS PLATFORM
SPRING MVC

SECURITY
ANALYSIS
PLATFORM

MAIN GUI
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SECURITY ANALYSIS PLATFORM

SPRING MVC

&) SPpring

® O U F C

O,

# O

,Yadd: A' Blah,Yadda,
DESCRIPTION 4da, Blah Blah, Yadda, Yadda.

Specifically targeted at the Java Spring MVC framework, this module s able to analyze an
application written under thes fmmework and extract its attack surface and exposed
nternal objects. In addion to powerful visualization tools for the data collected, this
madule also contains a simple ‘analysis engine” which creates Spring MVYC rehted Findings

MATURITY
02 Tool - XYZ
|
Q2 Tool - XYZ Q2 Toal - XYZ 02 Toal - XYZ
| | |
02 Teol - XYZ 02 Teol - XYZ 02 Teol - XYZ
v v v
COMMERCIAL TOOLS (555) OPEN SOURCE (FREE)
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SHAREPOINT (MOSS) : SECURITY ANALYSIS PLATFORM

* Same think for frameworks & development environments like Microsoft Office Sharepoint
Server (MOSS). Unless we have a customized engine & technology that understands
Sharepoint, it is very hard (if not impossible) to (for example) write secure web parts.

Office SharePoint
Server 2007
SECURITY
ANALYSIS
PLATFORM

SECURITY ANALYSIS PLATFORM

O,

Security Analysis Platform specifically
customized for Microsoft’s Office
Sharepoint Server (MOSS)
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SHAREWORKZ SECURITY ANALYSIS PLATFORM

* ...and the same thing applies for for applications built on top MOSS (which also create their
own reality and unique class of vulnerabilities (before & after customization)

* quote from www.shareworkz.com: “.

. ShareWorkz helps you get the most from Microsoft SharePoint — quickly! Built in

SharePoint Server 2007 Standard Edition, ShareWorkz reduces the time to build and deploy a best practice, enterprise class
SharePoint 2007 Solution to | month or less...”

”
Intranet

Intranet
Intranet
L Intranet

ShareWorkz CORE

[ Extranet -
Extranet -
Extranet -
L Extranet -

t - Complex Multiparty Collaboration

ShareWorkz

SECURITY
ANALYSIS
PLATFORM

"’

W
=YY Or
cnmmnn

SECURITY ANALYSIS PLATFORM

O,

Information Collaboration

Project Collaboration
Process Collaboration
Community Colaboration

Infeemation Collaboration
Project Collaboration
Process Collaboration
Community Colaboration
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OPEN SOURCE SECURITY ANALYSIS PLATFORM

* The Open Source community also needs a generic platform made up of only Open Source or free tools.
* This is a very CRITICAL piece of the puzzle, since this is what will enable the wide use of these techniques
across the Open Source and Commercial Software development world (it will also allow the Framework

developers to be responsible for creating their markups (after all, who better than the Spring developers

to help with the development of the “Spring Framework : Security Analysis Platform”)

o=

@ PLATFORM

©._ ® - e
® - 9-:
o & .

OPEN
SOURCE

SECURITY
ANALYSIS
PLATFORM

Blah Blah,Yadda, Yadda, Blah
Blah, Yadda, Yadda, Blah
BBlah, Yadda, Yadda,

D
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Thank you ....
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