Bernhard Gréhling

19. Mé&rz 2013

bernhard.groehling@sicsec.de
08142 - 4425 037

sic[l]sec GmbH

IndustriestraBe 29-31

82194 Grdbenzell

«0O>» «F» «

DA



Burp-Plugin
im Eigenbau
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Einleitung

Was erwartet uns?

Das erwartet euch
Theorie:
e Was kann Burp seit v1.5.01
¢ Kleiner API-Rundgang
Praxis:
e Eclipse-Setup fur One-Click Deployment
¢ Vollstandiges Proxy-Plugin mit GUI in 80 Zeilen

Das erwarte ich von euch
e Schonmal mit Burp gearbeitet
¢ Minimale Java-Kenntnisse



im Bigenbau Uberblick Burp
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i Burp ist das ,,Schweizer Taschenmesser” zum Pentesten

von Webanwendungen

Modularer Aufbau

Intercepting Proxy

Spider

Scanner (aktiv und passiv)
Intruder

Repeater

Sequencer

Decoder / Comparer
Extender
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Burp Extender

GroBe Anderungen seit v1.5.01
e Extender Tab im GUI
e Mehrere Plugins parallel méglich
e dynamische Laden / Entladen zur Laufzeit
¢ Unterstiitzung von Java, Python und Ruby




Burp-Plugin
im Eigenbau

Bernhard
Grohling

Einleitung

Burp Extender

Méchtiges API
e Zugriff auf HTTP Request/Responses

e Erweiterungsmadglichkeiten fir Burp-Tools wie Intruder
und Scanner

e Zugriff auf Laufzeitdaten (Target, History, Scan
Issues...)

¢ Nahtlose Integration eigener GUI-Elemente in
Burp-GUI




@ Callbacks registrieren

@ Interfaces / Callback-Methoden implementieren
@ Profit

DA



Callbacks registrieren:

/*
* Implement IBurpExtender
*/
public void registerExtenderCallbacks (IBurpExtenderCallbacks

callbacks)
{

callbacks.registerProxyListener (this); // IProxyListener

Callback-Methoden implementieren:

/*
* Implement IProxyListener
*/
public void processProxyMessage (boolean messageIsRequest,
IInterceptedProxyMessage message)
{
if (messagelsRequest) {

// Dinge mit der ProxyMessage machen
}
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Referenz auf callbacks-Objekt merken:

Hilfsmethoden

private IBurpExtenderCallbacks callbacks;

public void registerExtenderCallbacks (IBurpExtenderCallbacks

callbacks) {

this.callbacks = callbacks;

Verflgbare Hilfsmethoden:

analyzeRequest

base64 (De|En) code
buildHttp (Message |Request | Service)
(build|update)Parameter
getRequestParameter
makeScannerInsertionPoint
removeParameter
toggleRequestMethod

url (De|En) code



@ New Java Project

Create a Java Project

- — 2

(x o New Java Project

Java Settings

Define the Java build settings. ﬁ

& Use default location

Location: [/home/bg/workspace/OWASP_|

JRE

@ Use an execution environment JRE:

@source | @projects | mhLibraries | %;0rder and Export |
JARs and class Folders on the build path:

O useaproject specic e (veropendiandst | Addclssrolder.
© Usedeflt e (currenty ovaToperidamds) Confiure .. Add Externl Class Foder..
Project layout:
. [
@c . Migrate JARFile.. |
@ <Back

® (smadk ] ves | [caneel ] [LFinish ]

File -> New -> Java Project

Burp als Library hinzufligen
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Run -> Run Configurations...

4

x O Run

Create, manage, and run configurations

Run a Java application

w

CEX B3~

Name: |OWASP_E

[opefitertes  a]
Apache Tomcat
@ Eclipse Application
Eclipse Data Tools
Generic Server
B Generic Server(External Lau
HTTP Preview
J2EE Preview
Ed Java Applet
¥ 3 Java Application
(3 OWASP_Burp
Ju JUnit
Jt Junit Plug-in Test
% 0sGi Framework
Ju Task Context Test
4 XSL

[© Main),, ®- Arguments| =i JRE| % Classpath| % source| B8

\‘ = common|

Project:

|owasp_gur

|| srowse... |

Main class:

I[ burp.StartBurp I

|| search.. |

[ Include system libraries when searching For a main class
[ Include inherited mains when searching for a main class
[] Stopinmain

Filter matched 15 of 16 items
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Q Quick Access

Burp Intruder Repeater Window Help

Sequencer | Decoder | Comparer | Extender | Options

hiding €55, image and general binary content; hiding 4o respanse:

hiding empty folders

Host | Method| URL | Params|stat... | Length| MIME type |
v
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Eclipse Setup

Beispiel
Plugin

Referenzen

Burp Extender API Interface exportieren

Extender -> APls -> Save interface files

x[-1o

Burp Suite Professional v1.5.07 - licensed to sic()sec GmbH [3 user license]

 Burp Intruder Repeater Window Help

i

of

Intruder rRepaatar r/Saquencer rDacuder rCumparer rExtander r/Opt\una r/A\erta |
[

Target

Proxy Spider

Scanner

Extensions | APls

Options

Burp Extender APIs

You can use the Burp Extender APIs to create your own extensions to custamize Burp's behavior.

IBuréExtender
IBurpExtenderCallback
IContextMenuFactory
IContextMenulnvocatio
ICackie

IExtensionHelpers
IExtensionStatelisteng
IHttplistener
IHttpRequestResponse
IHttpRequestResponsg

IHttpRequestResponsg
IHttpService

lintruderPayloadProce!
IMenultemHandler
IMessageEditor
IMessageEditorControl
IMessageEditorTab
IMessageEditorTabFac

x 0 Please select an empty directory

Speichern in:  |ZJ OWASP_BurpExtender

=3 bin
Csre

Ordnemame:ufhumafbgMurkapacefOWASP BurpExtenderfsrc || |

Dateityp: ‘Al\e Dateien

| Speichern || Abbrechen |

tion
ided that

ast be
a default

IParameter

Save interface files

[-]

|3 B

0 matches

Save Javadoc files




.

® Burp Projekt aktualisieren (F5)
® Neue Klasse BurpExtender anlegen New -> Class

@0 New JavaClass

Java Class

Create a new Java class.

i
Source Folder: [OWASPJ:\_.. T ] _

Package: [burp l

[ Enclosing type: | || Browse... 1
Name: I[BurpExtender I ]

Modifiers: @ public (O default @ private @ protected

] abstract [] final [ static

Superclass:

java.lang.Object

Interfaces:

‘Which method stubs would you like to create?
[7] public static void main(String[] args)
["] Constructors from superclass

I & Inherited abstract methods I

DA



Burp-Plugin

im Eigenbau Eigenes PlUgin teSten

aroning Burp mit ,Play Button® starten

x — o Java- OWASP | p/Burp derjava - Eclipse H
Einleitung File Edit Source Refactor Navigate Search. Project Run Window Help

- gle e NI EdokaviEe v iRl d e a »
API Q 0 92 Java ke | §Java|
Benutzung 1

[# Package Explorer & = a [3) BurpExtender.java X = O £ Outline =g
Eclipse Setup Ca o - |[B veckage e e
Beispiel ¥ & OWASP_BurpExtender 3 public class BurpExtender implements IBurpExtender { -

. v 4
Plugin @ src 5 eoverride @
v & burp -6 public void registerExtenderCallbacks(IBurpExtenderCallback v® BurpExtender
Referenzen >0 =] ; /7 TODO Auto-generated method stub = o registerbxtenderC:
» [J) IBurpExtender.java N N

» [3 IBurpExtenderCallbacks.j

“*Jl x - 0 Burp suite Professional v1.5.07 - licensed to sic()sec GmbH [3 user license]
» (3] IContextMenuFactory.javi

Burp Intruder Repeater Window Help

Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts
I I I

Target Proxy Spider Scanner

» [J] IContextMenulnvocation.|
» 3 ICookie java

» [ 1ExtensionHelpersjava | “Eaancions | apls | options
» [3) IExtensionStateListenerji
» [ IHttpListenerjava Burp Extensions
b [3] IHctpRequestResponse.ja| Extensions let you customize Burp's behavior using your own or third-party code
v

L Add Loaded | Type | Name [ |
> [0 IHtt Legacylava |BurpExtender 1
» [ IHctpService java Remove | —
» [J] linterceptedProxyMessag Up
R .

[ intruderAttack java [ o]
» [ intr enerat(
» [3) intruderPayloadGeneraty

Details | Output | Errors

* [3 lintruderPayloadProcess(
* [3] IMenultemHandler.java Extension loaded
> [0 IMessageEditor java Name: [BurpExtender
> itorControlle
> @i Tabjava | | | ftem Detal |

writable smartinsert  1:1
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Beispiel Plugin

Simple Statistics
e Einfache Statistik Gber Requests flihren
e Zahlt POST- und GET-Requests, Responses
e Stellt Daten in eigenem Tab dar

Bendtigte Interfaces
e |BurpExtender
o |ProxyListener
e ITab
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Klasse BurpExtender mit Member Variablen
Beispiel
Plugin public class BurpExtender implements IBurpExtender,
IProxyListener, ITab {
private int numRequests = 0;
private int numResponses = 0;
private int numPostReqg = 0;

private int numGetReq = 0;
private JTextPane textPane = new JTextPane();
private IBurpExtenderCallbacks callbacks;




Callbacks registrieren

/*

* Implement IBurpExtender

*/
@Override
public void registerExtenderCallbacks (IBurpExtenderCallbacks

callbacks) {

this.callbacks = callbacks;
callbacks.setExtensionName ("Simple Statistics");
callbacks.registerProxyListener (this);
callbacks.addSuiteTab (this); // ITab
callbacks.customizeUiComponent (textPane) ;
this.textPane.setEnabled (false); // Kein UserInput

// IProxyListener

«0O>» «F» «

v
a
it
v

it

nac



im Bigenbau Implementierung

Bernhard
Grohiing ProxyMessage verarbeiten
@Override
public void processProxyMessage (boolean messageIsRequest,
IInterceptedProxyMessage message) {
Beispiel if (messageIsRequest) {
Plugin numRequests++;
IRequestInfo regInfo = this.callbacks.getHelpers().
analyzeRequest (message.getMessageInfo());

if (regInfo.getMethod () .equalsIgnoreCase ("POST")) {
this.numPostReqg++;

}

if (regInfo.getMethod () .equalsIgnoreCase ("GET")) {
this.numGetReqg++;

}

} else {
numResponses++;

}

this.textPane.setText ("Total GET: "+numGetReg+"\n"+
"Total POST : "+numPostReg+"\n"+
"Total Requests: "+numRequests+"\n"+

"Total Responses: "+numResponses);




ITab implementieren

/*
* Implement ITab
*/
@Override
public String getTabCaption() {

return "Statistics";
}

/*

* Implement ITab
*/

@Override

public Component getUiComponent ()
return this.textPane;

}

{
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Referenzen

Portswigger http://portswigger.net/

Dokumentation und Beispiele Code
http://portswigger.net/burp/extender/

Burp-Extensions im User Forum

http://forum.portswigger.net/index.cgi?
board=extensions
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