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Zero to DevSecOps:
Security in a DevOps World



A little background dirt...

@jimmesta ’

» 10 years of penetration testing,

teaching, and building security
programs

» OWASP AppSec California organizer
and Santa Barbara chapter founder

= Conference speaker

= Been on both sides of the InfoSec
fence

= | oves Clouds
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We Have a “Situation”

COPYRIGHT ©2019 MANICODE SECURITY




The Situation
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In startup we are practice Outage Driven
Infrastructure.
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431 RETWEETS 163 FAVORITES - 33 %

DevOps |s Bullshit: Why One Programmer Doesn't Do
It Anymore
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The (Actual) Current State of Affairs

ACCELERATE

“Our research has
uncovered 24 key
capabillities that drive
improvements in software
delivery performance in a
statistically significant way.”

Nicole Forsgren, PhD
Jez Humble ond Gene Kim
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Continuous Delivery Capabillities

=\/ersion Control
®"Deployment Automation ACCELERATE
= Continuous Integration g G
® Trunk-Based Development

" Test Automation

" Test Data Management
= Shift Left on Security
= Continuous Delivery

COPYRIGHT ©2019 MANICODE SECURITY



Architecture Capabilities

®| oosely Coupled Architecture
" Empowered Teams

ACCELERATE

® Customer Feedback
®\Working in Small Batches
" Team Experimentation
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Lean Management and Monitoring Capabilities

® Change Approval Process
" Monitoring

ACCELERATE

" Proactive Notification
=\WIP Limits
" Visualizing Work
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Cultural Capabilities

® Supporting Learning
® Collaboration Among Teams
® Job Satisfaction

ACCELERATE

® Transformational Leadership
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High Performers vs. Low Performers

=46x more frequent code deployments
=440x faster lead time from commit to deploy

®170x faster mean time to recover from
downtime

=5x lower change failure rate
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High Performing Security Teams

“High-performing teams were more likely to
incorporate information security into the
delivery process. Their infosec personnel
provided feedback at every step of the
software delivery lifecycle, from design
through demos to helping out with test
automation. However, they did so in a way
that did not slow down the development
process..."




A Brief History of the SDLC gam
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Part 1: The Waterfall Era
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Part 1: The Waterfall Era

SYSTEM

A\

* Modeled software deve
what we knew and learned building
hardware

» Months (or years!) of planning and
preparation before a line of code is
written

= All good stories have to start
somewhere
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Traditional SDLC AKA “Waterfall”

= Optimizes for risk management. Assuming the cost
of a mistake is high and tolerance for risk is low

= Critical services still benefit from certain "waterfall”
methodologies

» Linear progression when deploying software

» Relies heavily on human intervention and interaction
to “pass the code” on to the next step

J") ..’ J‘”) \ J‘V,.)
Requwements o Estlmathn and «» Development “~ o s Infrastru.cture ot
Gathering Planning Planning
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Part 2: The Agile Enlightenment

Putnam McDowell, left, and Chester Engineers President Al Baily
Alive and well
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Part 2: The Agile Enlightenment

» Realization that software differs from hardware
» Competition emerges and first-to-market matters

» 90’s was all about experimentations in effective software
deployment

» Sprints, daily standups, retrospectives emerge
» Manual testing, QA, and deployment
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Part 2: The Agile Enlightenment

Project Phases
in DSDM Atern

Exploration

Planning/Feedback Loops

Release Plan

Nt b

Iteration Plan
Werks

Acceptance Test

Stand Up Meeting
O chey

Pair Negotiation
Haw

Unit Test

Mnan

Pair Programming
Secomh

Code

Feasibilit‘

Extreme Programming

Pre-Project

Incremental
Deployment

/ Post-Project

Dynamic Systems Development Method
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The Agile Manifesto

Individuals and

i ; over Processes and Tools

Comprehensive

e Documentation

Contract Negotiation

Following a plan

That is, while there is value in the items on
the right, we volue the items on the left more.

B ]

Requirements

Planning

‘ UserDesign Construction : ’

Rapid Application Development (RAD) Model
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Agile / Scrum / Extreme

» Begin optimizing for speed and agility
* Incremental changes
» Beginning of TDD, timeboxing, stories, pair-programming, etc.

» We begin thinking about and measuring the effectiveness of
our SDLC

J‘I

-

Development

Software ~
Deployment

Development
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Part 3: Invasion of the Robots
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Continuous Integration and Delivery

» Optimizes for speed and agility. Assuming the cost of a
mistake is low and tolerance for risk is high

» Parallel and incremental changes
= Automation and upfront work makes this possible
= Self-testing code and early days of automated QA

) ]

Development J\v‘}

3 Continuous ~ Continuous
J‘f:) Integration Delivery

Development

COPYRIGHT ©2019 MANICODE SECURITY




Part 4: The Current State of Affairs
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DevSecOps

= Cultural shift towards end-to-end ownership of code
» Zero-downtime, automated deployments

» Emergence of containers, serverless, and zero-downtime
deployments

» "Everything-as-Code” is the new standard
» Security is no longer a blocker or silo

Dev + Ops Collaboration

| 1
~ontinuous Continuous m
Integration Deployment s

Development J‘ It
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DevSecOps Advantages

Add customer value

Puts security in everyone’s job description

Eliminate “black box” security teams and tools

Ability to measure security effectiveness

Reduce attack surface and vulnerabilities

Increase recovery speed

Save $$%

Secure by default mentality
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The Rest is History...
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Introduction to DevOps
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| What is DevOps?
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