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www.owasp.org 
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OWASP Mission 

 to make application 
security "visible," so that 
people and organizations 
can make informed 
decisions about 
application security risks 



OWASP 

OWASP Resources and Community 

Documentation (Wiki and Books) 
•  Code Review, Testing, Building, Legal, more … 

Code Projects 
•  Defensive, Offensive (Test tools), Education, 

Process, more … 

Chapters 
•  Over 100 and growing 

Conferences 
•  Major and minor events all around the world 
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OWASP KnowledgeBase 
• 3,913 total articles 
• 427 presentations 
• 200 updates per day 
• 179 mailing lists 
• 180 blogs monitored 
• 31 doc projects 
• 19 deface attempts 
• 12 grants 
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OWASP Books (http://stores.lulu.com/owasp) 
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Part of the ‘Big 4’ 

Building 
Guide 

Code 
Review 
Guide 

Testing 
Guide 

Application Security Desk Reference (ASDR) 



OWASP 8 

 O
W
ASP	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

Fram
ew

ork	
  

SDLC & OWASP Guidelines 



OWASP 9 

The Guide v2.0 

 Free and open source 
 Gnu Free Doc License 

 Most platforms 
 Examples are J2EE, ASP.NET, 

and PHP 

 Comprehensive 
 Thread Modeling 
 Advise & Best Practices 
 Web Services 
 Key AppSec Area’s: 

§  Authorization/Authentication 
§  Session Management 
§  Data Validation 
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Code Review Guide v1.1 

  Introduction 
  Preparation 
  Security Code Review in the SDLC 
  Security Code Review Coverage 
  Application Threat Modeling 
  Code Review Metrics 
  Crawling code 
  Searching for code in.. 
  Code review and PCI DSS.. 
  Reviewing by technical control: 
  Reviewing Code for... 
  Additional security considerations: 
  How to write an application code 

review finding 
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Code Review Guide v1.1 

  Reviewing by technical control:  
  Authentication 
  Authorization 
  Session Management 
  Input Validation 
  Error Handling 
  Secure application deployment 
  Cryptographic controls 

  Reviewing Code for: 
  Buffer Overruns and Overflows 
  OS Injection 
  SQL Injection 
  Data Validation 
  Cross-site scripting 
  Cross-Site Request Forgery issues 
  Logging Issues 
  Session Integrity issues 
  Race Conditions 
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Testing Guide v3: Index 

1. Frontispiece


2. Introduction


3. The OWASP Testing Framework 


4. Web Application Penetration Testing 


5. Writing Reports: value the real risk 


Appendix A: Testing Tools


Appendix B: Suggested Reading


Appendix C: Fuzz Vectors 


Appendix D: Encoded Injection
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What’s new? 

 
 Information Gathering 
 Config. Management Testing 
 Business Logic Testing 
 Authentication Testing 
 Authorization Testing  
 Session Management Testing 
 Data Validation Testing 
 Denial of Service Testing 
 Web Services Testing 
 Ajax Testing 
 Encoded Appendix 
 

  V2à 8 sub-categories (for a total amount of 48 controls)

  V3 à10 sub-categories (for a total amount of 66 controls)

   36 new articles!


 Information Gathering 
 Business Logic Testing 
 Authentication Testing 
 Session Management Testing 
 Data Validation Testing 
 Denial of Service Testing 
 Web Services Testing 
 Ajax Testing 
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OWASP Tools and Technology 
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OWASP Projects 

  OWASP .NET Project 
  OWASP ASDR Project 
  OWASP AntiSamy Project 
  OWASP AppSec FAQ Project 
  OWASP Application Security Assessment Standards Project 
  OWASP Application Security Metrics Project 
  OWASP Application Security Requirements Project 
  OWASP CAL9000 Project 
  OWASP CLASP Project 
  OWASP CSRFGuard Project 
  OWASP CSRFTester Project 
  OWASP Career Development Project 
  OWASP Certification Criteria Project 
  OWASP Certification Project 
  OWASP Code Review Project 
  OWASP Communications Project 
  OWASP DirBuster Project 
  OWASP Education Project 
  OWASP Encoding Project 
  OWASP Enterprise Security API 
  OWASP Flash Security Project 
  OWASP Guide Project 
  OWASP Honeycomb Project 
  OWASP Insecure Web App Project 
  OWASP Interceptor Project 

  OWASP JBroFuzz 
  OWASP Java Project 
  OWASP LAPSE Project 
  OWASP Legal Project 
  OWASP Live CD Project 
  OWASP Logging Project 
  OWASP Orizon Project 
  OWASP PHP Project 
  OWASP Pantera Web Assessment Studio Project 
  OWASP SASAP Project 
  OWASP SQLiX Project 
  OWASP SWAAT Project 
  OWASP Sprajax Project 
  OWASP Testing Project 
  OWASP Tools Project 
  OWASP Top Ten Project 
  OWASP Validation Project 
  OWASP WASS Project 
  OWASP WSFuzzer Project 
  OWASP Web Services Security Project 
  OWASP WebGoat Project 
  OWASP WebScarab Project 
  OWASP XML Security Gateway Evaluation Criteria Project 
  OWASP on the Move Project 

15 
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Part of the ‘Big 4 +1’ 

Building 
Guide 

Code 
Review 
Guide 

Testing 
Guide 

Application Security Desk Reference (ASDR) 

ASVS 
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* Key Application Security Areas * 
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Authentication 

 Major re-write 
 Covers a long list of areas: 

 Strong authentication, federated authentication, 
client-side, positive authentication, referer checks, 
remember my password, default accounts, password 
strength, encryption/hashing, automated reset, brute 
force, timeout, logout, self-registration, CAPTCHA 
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Authorization 

 Topics include: 
 ACL’s, centralization, authorization matrix, client-side 

authorization tokens, access to functions, access to 
static resources 
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Session Management 

 Complete re-write 
 Topics Include: 

 Permissive session generation, exposed session 
variables, page and form tokens, weak session ids, 
session encryption, session forging, timeout, logout, 
hijacking, session brute forcing, session fixation, 
HTTP split session attacks, HTTP request smuggling 
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Data Validation 

 Complete re-write 
 Considerably shorter! 

 State of the art validation strategies 
 “Sanitize” is no longer an acceptable first choice 
 Practical advice for several platforms 

 Topics: 
 Integrity checks, validation, business rule validation, 

parameter tampering, hidden fields, ASP.NET 
viewstate, URL encoding, HTML entity encoding, 
special characters 
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Interpreter Injection 

 Shows how injection really works 
 For any interpreter 

 Covers many different interpreters 
 User agent injection 
 SQL Injection 
 ORM Injection 
 OS Command Injection 
 Code Injection 
 LDAP Injection 
 XML Injection (XPath / XSLT) 
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Canonicalization 

 The process of making Unicode and other 
encodings “real” to the underlying application 
 One of the last bastions of unexplored vulnerability 

 Difficult to protect against 
 Unicode 
 Locale 
 Multiple encoding 
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Error Handling, Logging, Auditing 

 Complete re-write 
 Topics Include: 

 Traceability - aims for SOX compliance 
 Error messages, error handling 
 Don’t log noise, destruction, audit trails 
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File System 

 Goal: Minimize dangers from file based operations 

 Topics: 
 File referencing, defacement, insecure permissions, 

insecure indexing, unmapped files, temp files, old files, 
second order injection 
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Buffer overflows 

 New(ish) section for one of the oldest security 
problems 
 Heap, Stack, Buffer overflows 
 Integer and array overflows 
 Unicode overflows 
 String format overflows 

 Not really an issue for Java, .NET, PHP 
 Unless you’re invoking native libraries or exec’ing 

operating system commands 



OWASP 27 

Administrative Interfaces 

 Must have segregation of duties 
 Administrators are not users 

 To be effective, ensure that admin application uses 
completely different RDBMS users 

 Prefer separate servers and access control lists 

 Security through obscurity not good enough 
 Strong authentication 
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Cryptography 

 Revamped section 
 Future proofing (SHA1 / MD5 anyone?) 
 How to select algorithms 
 Poor secret storage 
 Stream ciphers 
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Privacy 

 Objective is to ensure that the tracks left by an 
application are minimalist and safe (enough) 

 Completely revamped 
 Major controls: 

 Laws in effect 
 Look for browser droppings (cookies, history, logs, etc) 
 The (in)-effectiveness of cache control 
 GET vs POST 
 What SSL really hides 

 Various EU,  AU, and US laws compared 
 Information disclosure 
 “Front page of the paper” test 
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Configuration 

 New Section 
 Objective is to ensure that an application is safe 

out of the box 
 Code Access Security Policies 
 Default passwords (NO!) 
 Clear text passwords in config files 
 Connecting to RDBMs and middleware 
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Maintenance 

 Topics include: 
 Security incident response, rescues and fixes, update 

notifications, permission checking 
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Denial of Service Attacks 

 Topics include: 
 Excessive consumption of resources 

§  Disk I/O 
§  CPU 
§  Network I/O 

 User Account Lockout 
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Expected Security Assurance                             (Assessment 
Depth – Expected Level of Security) 

(Defined by Corporate Security) 

Appliaction Security Verification Standaard 
 

Threat Analysis & Architecture Review (Analyst) 

External App Scan (Tool) 

Auto Source Code Review  (Tool) 

Manual Penetration Testing (Specialist) 

Manual Security Code Review (Specialist) 
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Expected Security Assurance 
(Defined by Corporate Security) 

Appliaction Security Verification Standaard 
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 AL1 

AL2 
AL3 

AL4 

AL6 

AL5 

  AL1:  Architecture Review/Threat Analysis - Design level review to identify critical assets, 
sensitive data stores and business critical interconnections. In addition to architecture reviews is 
threat analysis to determine potential attack vectors, which could be used in testing.  

  AL3: Basic Application Security Check – AL2 + verification and validation of scan results. 
Security areas not scanned (encryption, access control, etc.) must be lightly tested or code 
reviewed.  

  AL2: Quick Hit Application Security Check - Automated scans (either external vulnerability 
scan or code scan or both) with minimal interpretation and verification.  
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Appliaction Security Verification Standaard 
 

  AL4: Standard Application Security Verification – AL3 + verification of common security 
mechanisms and common vulnerabilities using either manual penetration testing or code review or 
both. Not all instances of problems found - Sampling allowed.  

  AL5: Enhanced Application Security Verification – AL1 + AL3 + verification of all security 
mechanisms and vulnerabilities based on threat analysis model using either manual penetration 
testing or code review or both.  

  AL6: Comprehensive Application Security Verification – AL1 + AL4 + search for malicious 
code. All code must be manually reviewed against a standard and all security mechanisms tested.  
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CLASP 

 Comprehensive, Lightweight Application Security Process 
 Centered around 7 AppSec Best Practices 
 Cover the entire software lifecycle (not just development) 

 Adaptable to any development process 
 Defines roles across the SDLC 

 24 role-based process components 
 Start small and dial-in to your needs 
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SAMM Business Functions 

 Start with the core 
activities tied to any 
organization 
performing software 
development 

 Named generically, 
but should resonate 
with any developer 
or manager 
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SAMM Security Practices 

  From each of the Business Functions, 3 Security Practices are 
defined 

  The Security Practices cover all areas relevant to software 
security assurance 

  Each one is a ‘silo’ for improvement 
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Subscribe to Chapter mailing list 

 Post your (Web)AppSec questions 
 Keep up to date! 
 Get monthly news letters 
 Contribute to discussions! 
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That’s it… 

 Any Questions? 

 http://www.owasp.org 
 

 http://www.owasp.org/index.php/Portuguese 
  
 martin.knobloch@owasp.org 

 

Thank you! 


