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e
Bio

B Andreas Schmidt
» Seit 1998 im Security-Bereich tatig
» Seit 2001 spezialisiert auf Audits/Penetrationstests

» Mitgrunder von siberas (2009)
= http://www.siberas.de
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Uberblick

B Kommerzielle Tools
» WeblInspect, AppScan, NTOSpider, Acuneti, ....
» Primar flr automatisierte Audits

B Freie Tools
» WebScarab, Paros, BurpSuite(+$), ...
» Primar fur manuelle Penetrationstests

m 1001+ Script-Tools
» Nikto, sglmap, ...
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Motivation

B \Warum noch ein Tool?

OWASP e 5
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Motivation

B Kosten/Nuf

'zen-Verhaltnis von (kommerziellen)

automatisierten Tools zu hoch!
» Typische Nachteile vollautomatisierter Tools, z.B.

Logik-Feh
» manuelle

ler, ...
~Begehung” der Applikation trotzdem

notwendig

B Daseinsberechtigung dennoch gegeben!

» Einfache Bedienung, Reporting, zentrales
Management, QA-Schnittstellen, ...

pay() if pentester.needsFeature? (feature)
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Motivation

B Fehlende Transparenz bei kommerziellen
Scannern

» Check-Methoden werden meist ,,geheim" gehalten
» Zuviel ,VYoodoo"
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Motivation

'zen meist kein Session-

B Manuelle Tools besi
Management

» Erneutes Einloggen

» Mihsames kopieren

B Anpassen von (kom
schwer moglich

notwendig
der SessionID

merziellen) Tools meist nur

» Fehlender Source-Code

» Entwicklungsumgeb

ung/Compiler notwendig

» Oftmals umstandlich und unflexibel, z.B. XML,

©
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Motivation

® Manuelle Tools haben oft nur begrenzte automatisierte
Funktionen

» Ausnahme: BurpSuite Pro ($$)

m Vorteile quell-offener Tools
» Leistungsfahigkeit und Grenzen kdnnen eingeschatzt werden
» Konnen schnell an neue Anforderungen angepasst werden
» Skript-Sprachen
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WATGBE®

Web Application Toolbox
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Ansatz: Vorteile beider ,Welten"

B Fokus: semi-automatisierte Penetrationstests
B Session-Managment
B Proxy-Basiertes Tool

B \Web-Testing-Framework
» typische Funktionen, wie Parser, Shaper, ...
» einfach zu erweitern!

B Kein Angriffswerkzeug!
» Keine Exploitmodule in Open-Source-Version

©
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Zielgruppe

B Primar fur professionelle Pentester!
» Idealerweise mit Ruby-Kenntnissen

B Aber auch fur Entwickler, Admins, ...
- Basis-Checks einfach durchzuflhren

- Kurze Beschreibung der Schwachstellen sowie
MaBnahmenempfehlung
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Komponentenuberblick

Plugins

Fuzzer

Project

Active
Checks SCANNER

Passive
Checks
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Komponente: GUI

B GUI ist ein Muss!

» Web-App-Analyse ohne GUI nicht moglich
» CLI nicht fur alle Bereiche sinnvall ;)

B F(Ur manuelle Tests optimiert
» One-Click En-/Decoder
» Filter Funktionen
» Schnelle Analyse der Funktionsweise

OWASP e 14

OWASP AppSec Germany 2010 Conference



Komponente: GUI

L WATOBO by siberas (Version: 0.9.5rev202)

File Settings Tools View Help

@/ >|@l |E el

Findings| Skes | Doc Fiter| Tee Fittr| Options|

192.168.72.130 [V excl. pics ¥ excl. docs W excl. javascript ¥ excl. style sheets

El @ Vulnerabilities

Finding "Local File Inclusion” [Chat-ID: 24]

(5] BmwsaerEwl

Fuzzer

9& Manual Request

Apply
1

| | »]

|

SQL-Injection Method| Host Path Parameters | status | set-Cookie | Comment
[id] - dvwa/vulnerabilities/sqli/ GET  MAZIGEise dvwa 300 Moy
Refiected XS5 GET] 2 |GET 19216872130 dvwa/ 302 Foun PHPSESSID=
3 |GET 19216872130 dvwa/login.php 200 0K
[name] - dvwafvulnerabilities/xss._r. 5 |posT 19216872130 dvwa/loginphp username=admin&passwor 302 Foun
Local File Inclusion 7 |GET 19216872130 dvwafindexphp 200 0K
[page] - etc/passwd 13 |GET 19216872130 dvwa/vulnerabilities/xss_t/ 200 0K
[Page] - stc/passwd300 14 |GET 19216872130 dvwa/vulnerabilities/xss_o/ 200 0K
15 |GET 19216872130 dvwa/vulnerabilities/xss_r/ name= 200 0K
Unencrypted Logins
16 |GET 19216872130 dvwa/vulnerabilities/sqli/ 200 0K
dvwaslogin.php 17 |GET  192.168.72130 dvwayvulnerabilities/sqli/ 200 0K
Cookie Security 18 |GET 19216872130 dvwa/vulnerabilities/sqli/ id=&Submit=Submit 200 0K
Security Options 19 |GET 19216872130 dvwa/security.php 200 0K
2 |GET 19216872130 dvwa/security.php 200 0K
Hints 22 |poST 19216872130 dvwa/security.php security=lowEseclev_submi 302 Foun security=low
HTTP Methods 23 |GET 19216872130 dvwa/security.php 200 0K
24 |GET 19216872130 dvwa/vulnerabilities/fi/ page=include.php 200 0K
Logins 25 |GET 19216872130 dvwa/vulnerabilities/fi/ page=include.php 200 0K
dewaflogin.php 2% |GET 19216372130 dvwa/vulnerabilities/sqli/ 200 0K
. ﬁ Info 27 |GET 19216872130 dvwa/vulnerabilities/sqli/ 200 0K
8 |GET 19216872130 dvwa/vulnerabilities/sqli/ id=&Submit=Submit 200 0K
Server Headers 20 |GET 19216872130 dvwa/vulnerabilities/xss_r/ 200 0K
“Apache/2212 (Ubuntu) 3 |eET 19216872130 dvwa/vulnerabilities/xss_r/ 200 0K
1 PHE/5.2.10-2ubuntubd 31 |GET 19216872130 dvwa/vulnerabilities/xss_r/ name= 200 0K
. Jdvwa/vulnerabilities/upload/ 32 |GET 19216872130 dvwa/vulnerabilities/ upload/ o 200 0K
Hotspots 33 |PosT 19216872130 dvwa/vulnerabilities/ upload/ 200 0K
M |GET 19216872130 dvwa/vulnerabilities/exee/ 200 0K
login.php 35 |GET 19216872130 dvwa/vulnerabilities/exec/ 200 0K
/-/login.php 36 |POST 19216872130 dvwa/vulnerabilities/exec/ ip=&submit=submit 200 0K
::::::::ns.php 37 |GET 19216872130 dvwa/logautphp 302 Foun
3B |GET 19216872130 dvwa/vulnerabilities/upload/ 302 Foun
38 |eeT 19216872130 dvwa/logout.php. 302 Foun
40 |GET 19216872130 dwa/vulnerabilities/upload/ 302 Foun
41 |GET 19216872130 dvwallogin.php 200 0K
42 |POST 19216872130 dvwa/login.php username=adminpasswor 302 Foun
43 |GET 19216872130 dvwalindexphp 200 0K
44 |GET 19216372130 dvwa/vulnerabilities/sqli/ 302 Foun PHPSESSID=
45 |GET 19216872130 dvwaflogin.php 200 0K security=hig|
46 |GET 19216872130 dvwa/vulnerabilities/sqli/ 302 Foun PHPSESSID=1
48 |POST 19216872130 dvwa/login.php username=adminpasswor 302 Foun
49 |GET 19216872130 dvwa/indexphp 200 0K

Request:

Text| Hex|

[ Grep| Highlight| Reset!
GET hetp://192168.72.1 Tpage=../././. THTTRAL
Host: 192168.72.130
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 60; de; n:1.9.2.8) Gecko/20100722 Firefox/3.6.8 ( NET CLR 3.5.30729)

Accept: text/htmlapplic: +xm, applic

Accept-Language: de-de deq=0.,en-us,q=0.5,en;q=03

Accept-Charset: 150-8859-1, utf-8,9=0.7, g=0.7

Keep-Alive: 115
ttp://192.168.72130/dvwa/security.php

Cookie: security=low; Mil 1244981 2g00d

Connection: Close

Proxy-Connection: Close

Accept-Encading: None

£q=09,"/":q=08

|5=0029A9B91 crispS;

<

2BEF345Apecant35; PHPSESSID=b3474c1da707b54646 edbt

Response:

Text| Tagless| Hex|

HTTP/1.1 200 OK
Date: Fri, 15 Oct 2010 16:08:38 GMT

Server: Apache/2.212 (Ubuntu)

K-Powered-By: PHP/5.2.10-2ubuntu.1

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 5324

Connection: close

Content-Type: text/html

[ERTEE root:/root:/bin/bash

A:daemon:/usr/shin:/bin/sh

12:man:/var/cache/man:/bin/sh
Ip:/var/spool/lpd:/bin/sh

newsx9:%:news:/var/spocl/news:/bin/sh
uuepscl 0L Ouucp:/var/sp

KT I—

p:/bin/sh

Grep| Highiight| Reset|

[Stotus: Reacly [Project: DamnVulnWebApp [Session: Sessionl |Port: 8081




Komponente: I(nterceptor/)Proxy

B Klassische Proxy-Funktion

B [nterceptor
» Abfangen und Manipulieren von Requests/Responses

B Pass-Through
» Server-Antwort wird direkt an Browser durchgereicht
» Einstellbar: Content-Type/Content-Length
» Applikation lasst sich flissig bedienen!
B Pseudo-Server
» Z.b flir HTML-Preview

©
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Komponente: Scanner

B Multi-Threaded

B Smart-Scan-Funktion
» Reduziert Anzahl von Requests
» Ahnliche URLs werden zusammengefasst
» Berlcksichtigt ,,Non-Unique-Parameter™

= /.B. action=addUser oder function=showFile

B Steuert Active-Checks

OWASP e 17
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Komponente: Scanner

B Feingranulare Definition des Target-Scopes
» Site (host:port)
» Root-Path
» Exclude-Patterns

B Session-Management
» Erkennt Logout
» Kann (Re-)Login automatisiert durchfiihren

OWASP e 18
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Komponente: Fuzzer

B Multi-Tag

B Multi-Generator
B Multi-Action

B Multi-Filter
.

USE THE FORCE, ...




Komponente: Fuzzer

1'_;-} Fuzzer

E=X(ECR =53

Fese

Request:

GET http://192.168.72.130/watebo/E Al e o php HTTP/1.1

Host: 192.168.72.130

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.0; de; ne1.9.2.8) €
Accept: text/html application/xhtml+xml application/xml;g=09,*™q=
Accept-Language: de-de deiq=0.8,en-us;q=0.5,en;q=0.3
Accept-Charset: 150-8859-1, utf-8;q=0.7,%:q=0.7

Keep-Alive: 115

Cookie: Milano=F5 31774 5 Brussels=0029A9B91 crisp5; Geneva=92E
Connection: Close

Proxy-Connection: Close

Accept-Enceding: Mone

SEtti”QSI Resultsl
= e Tags
= Tag: FUZZ

= {ES Counter

E start=0/stop=100/step=1

= E:hir Ruby: Proc

“ proc { |input|# place your code betweenhere
£l Tag: TAG2

B &= List-Input
4 values
= v Filters
£ Filter: Regex
q | 2l e
= (HTTR[™\n]*0K)
Start“
r Request Options
¥ Update Content-Length
¥ Update Session Information
™ Run Login | | |
Logs:
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Komponente: Manual Request Editor

B Automatisierter Login

B Update der Session-Informationen
B Request-History

W Differ

B QuickScan
» Gezieltes Scannen einer URL




Komponente: Manual Request Editor

5& Manual Request Toolkit =0 =l X5

History: ﬂ |75 j Transform * | Reset Response:] Request] Differl

GET http://192.168.72.130/ dwwa/security.php HTTP/1.1 T“-"tlTEQ'ESSI Hex|

Host: 192.168.72130 | Grep| Highlight| Reset|
User-Agent: Mozilla/5.0 (Windows; U: Windows NT 6.0; de: ne:1.9.2.8) Ge

Accept: text/html,application/xhtml+xml,application/xml;q=09,%/*q=0 HTTR/1.1 200 OK -
Accept-Language: de-de,de;q=0.8,en-us:q=0.5,en;q=0.3 Date: Fri, 15 Oct 2010 16:17:56 GMT

Accept-Charset: 130-8859-1,utf-8;9=0.7,%:q=07 Serven Apache/2.212 (Ubuntu)

Keep-Alive: 115 X-Powered-By: PHP/5.2.10-2ubuntub 1

Referer: http://192.168.72.130/dvwa/vulnerabilities/sqli/?id=85ubmit=5 Expires: Tue, 23 Jun 2009 12:00:00 GMT

Cookie: security=high; Milano=0012A49B12goodandy: Brussels=0029A%5 Cache-Control: no-cache, must-revalidate

e G e T (P 5 P rowy- Connection: Close Pragma: no-cache

Accept-Encoding: Mone Vary: Accept-Encoding

Content-Length: 3879
Connection: close
Content-Type: text/html;charset=utf-8

<IDOCTVPE htrl PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.0rg/TR/xhi

4 | | ﬂ <html xmlns="http://www.w3.0rg/ 1999 xhtm|">
- <head>
Request Options <meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
¥ Update Content-Length «<title> Damn Yulnerable Web App (DVWA) v1.0.6 : DVWA Security< /title>
) ) (@ ! <link rel="stylesheet” type="text/css" href="dvwa/css/main.css" />
M Update Session Information <link rel="icon" type="\image/ica” href="icon.png" />
[ Run Login SEND . ot ) dvwais/ dvwaPages"s </scri
<script type="text/javascript” src="dvwa/js/dvwaPage,js"> < /script> -
W Use Original Request (QuickScan) ] C LH
™ Log Chat preview »>
QuickScan | MD5:  91f9e36139dd13a23dfcdafab0ffcece Q Browser-View
Logs:
10/15/2010 @ 18:17:54: got answer il

10/15/2010 @ 18:17:54: sending request
10/15/2010 @ 18:17:54: got answer

AAACN S A0ATEN rrndima rmmonrd ﬂ




Komponente: Active Checks

B \Werden Uber Scanner gesteuert

B Dienen zum aktiven Testen
» SQL-Injection
» XSS
> ...

B Gute Balance zwischen Einfachheit/Flexibilitat

» Nur mit Skript-Sprachen maoglich!

» Einige Hersteller haben eigene (Skript-)Sprachen,
oder nutzen JavaScript




Komponente: Active Checks

Aktuelle Checkliste (13):
Dirwalker
Fileextensions
Http methods

o ) \‘“‘c,\*\‘

Jboss basic

Its commands

- J
Its Services‘\ -

Sqll_51mple
Sgl boolean

+ + + 4+ + + + 4+ + + 4+ + +

Xss simple

OWASP e
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Komponente: Passive Checks

B Grep-Style-Checks
» Pattern-Matching

B [dentifiziert Schwachstellen
» Z.B. Cookie-Security, unverschlusselte Anmeldung, ...

B Extrahiert hilfreiche Informationen
» Z.B. HotSpots, Email, IP's...

OWASP e .
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Komponente: Passive Checks

Aktuelle Checkliste (14):
Cookle options
Cookie xss

Detect code
i -
Detect fileupload _*‘“‘“

Detect infrastructure “-‘
. . o . o® “‘
Dirindexing 4 \\\
Disclosure emai ]f g‘\l
N

Disclosure 1

Filename as paramef‘q&\ \“

Hotspots )
Multiple serve _headers

Possible login

Redirectionz

+ + + + 4+ + + 4+ + + + 4+ + +

Redirect url

OWASP e
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Komponente: Plugins

B FUr individuelle Tests
» Nicht Scanner-kompatibel

» Z.B. site-spezifische Checks, wie beispielsweise SSL-
Cipher

B Framework-Funktionen und Schnittstellen
» listSites, listDirs, ...
» SessionManagement
» Scanner

OWASP e -
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Plugin: SSL-Checker

B Prift unterstutze SSL-Ciphers
» Mittels vollstandigen HTTP-Requests

1) 85L-Plugin =R

Available Sites: checked: NULL-5HA - 0 - false sl

P 0 = checked: NULL-MDS5 - 0 - false
checked: DHE-RSA-AES256-SHA - 256 - true

checked: DHE-DS5-AES256-5HA - 256 - false
checked: AES256-SHA - 256 - true

checked: ADH-AES128-5HA - 128 - false
checked: DHE-RSA-AESI28-SHA - 128 - true
checked: DHE-DS5-AES128-5HA - 128 - false
checked: AES128-SHA - 128 - true

checked: ADH-DES-CBC3-SHA - 168 - false
checked: ADH-DES-CBC-5HA - 56 - false
checked: EXP-ADH-DES-CBC-SHA - 40 - false
checked: ADH-RC4-MD5 - 128 - false
checked: EXP-ADH-RC4-MD5 - 40 - false
checked: -SHA

checked: EDH-D55-DES-CBC3-5HA - 168 - false
checked: EDH-D55-DES-CBC-SHA - 56 - false
checked: EXP-EDH-DS5-DES-CBC-5HA - 40 - false

Legs:

09,/29,/2010 @ 00:01:27: finished SSL-Checker ﬂ
09,/29/2010 @ 00:01:24: running checks: S5L-Checker
09,/29/2010 @ 00:01:24: Starting Scan ...

ADPOEWNA N AN A S, Beiclnd ©C1 T e e vI




Umsetzung

B Ruby, Ruby, Ruby, ...
» http://www.ruby-lang.org ’
B FXRuby flr GUI

» Ruby-Port von Fox-Toolkit
http://www.fxruby.org

B Plattformunabhangig

» (FX)Ruby fur Windows, Linux, MacOs, ...

B Entwicklungsplattform Windows
» Wird auch unter Linux (Backtrack) getestet




WATOBO Highlights

B Session Management

B Ruby-In-Ruby

B HTML-Preview




Highlight: Session Management

B Pattern-basiert
» Regular Expressions

» Hash[$1]=%$2
B Header und Body wird analysiert

» Nur text/*-Content-Types => Geschwindigkeit
B Session-IDs in Cookie und URLs
M Ca. 15 vordefinierte Patterns

B Regex-Validator




Highlight: Session Management

Beispiel: (PHPSESSID)=([0-9a-zA-Z1*)(; |&)?

P )

4, Session Management [E=H|Eol (5

Login Script Sesssion IDSI Logout Signaturesl

Session ID Patterns: Login Requests:
I(PHPSESSID]:([U—Qa—zA—Z]*JH&J? I[l] GET hittp://192.168.72.130/ dvwa/vulnerabilities/xss_r/Tnam j
Add| Remove| e
» p— » ” HTTP/11 302 Found =]
name="(sessid)" value="([0-8a-zA-Z\-]") Date: Thu, 14 Oct 2010 10:08:31 GMT
(sessid)=([-0-%a-z4-Z 217|807 Server: Apache/2.2.12 (Ubuntu]
(SESSIONID)=([-0-9a-zA-Z_A\AMTFIC 807 X-Powered-By: PHP;"S.E.I[]!-Eubuntuﬁ.l
CECCTTYI— 187 = o0 PHPSESSIDS aacf 61 62868 dB el Jve: path=/
PHPSESSID)=([0-9a-zA-Z]*)(;| &)
( )=l TGl » Expires: Thu, 19 Mo 1981 08:52:00 GMT
(ASPSESSIONID = ([0-9a-zA-Z]*) ;| &) Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
(MYSAPSS02)=([0-9a-zA-Z.=%]"1( |87 Pragma: no-cache
(ELEXIRSID)=([0-9a-z4-Z!-]7)(:| 87 Eﬁ-CPDkiE}s?Icur_iw=:igh
T Om o &L T%Y 2 1 ocation: ../../login.php
(S_LSIDJ_{[U Sa-zA-Z- I8 Vary: Accept-Enceding
(sid)=([0-9a-z]")(')? Content-Length: 0
(saplb_\*)=([-0-9a-zA-Z_N\()]7)C| 807 Connection: close
(DomAuthSessld)= ([0-9a-zA-Z]*) ;| 87 Content-Type: text/html
(wgate)\(Towl{d, o Pow=~1"1C1&'")7 -
(session)=([-0-9a-zA-Z_"\.]*) (|87 | | 3

OWASP e -
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Highlight: Ruby-in-Ruby

m Mittels spezieller Tags (,%%") lasst sich direkt Ruby-
Code integrieren

m Nutzlich fur die Erzeugung von
» vielen Zeichen, Headern, ...
» Binaerzeichen, Konvertierung, Berechnungen, ...
» Daten aus verschiedenen Quellen, z.B. Dateien

W Fuzzer nutzt Ruby (procs) fur ,Actions”

owasp @
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Highlight: Ruby-in-Ruby

Manual Request Editor: Including Binary-Files

Content-Type: text/html

5& Manual Request Toolkit =)=
History: ﬂl_élﬂ Request: Resetl Responseé
N| ﬁﬂHal
ffile Grepl Highlightl Reset
---------------- 41184676334 =
. . " . Content-Disposition: form-data; name="proof_method
Content-Disposition: form-data; name="upload_regis
Upload
----------------------------- 41184676334
Content-Disposition: form-data; name="upload_registr:
Content-Tune: fext/himl
Upload

A11SAETEIIN

Content-Disposition: form-data; name="upload_ownership"; filenam
Content-Type: text/html —

hpe: ploadT est\php(4.pd
----------------------------- 41184676334
Content-Disposition: form-data; name="comments" |

| | 2]

Request Options
v Update Content-Length E}
V¥ Update Content-Leng °
¥ Update Session Information

™ Run Login SEND
¥ Use Original Request (QuickScan)

[~ Log Chat preview >>

‘ QuickScan“

----------------------------- 41184676334
Content-Disposition: form-data; name="upload_registr;
Content-Type: text/html

%PDF-1.5

Hons

200 ohj

<Iphp
print("PWMNED!!™);
phpinfo();

exit():

T=

Logs:

09/28/2010 @ 11:18:28: got answer
09/28/2010 @ 11:18:25: sending request
09/28/2010 @ 11:18:09: got answer

A0S AR @ 11 A QNG rn i e mrt
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Highlight: HTML-Preview

B HTML-Preview sehr hilfreich
» Doku-Screenshots, schnelle visuelle Analyse

m FXRuby besitzt kein HTML(WebKit)-Widget ®

W ..., aber Browser gibt's auf jedem System
» IE, Firefox

B Browser-Steuerung mittels JSSH (Firefox) und
Win320LE (IE)

» http://www.croczilla.com/bits_and_pieces/jssh/



http://www.croczilla.com/bits_and_pieces/jssh/

Road-Map

B CSRF-Token Handling!

B Recheck-Funktion
» KB-Diffing

B Neue Module, Plugins, Parser, En-/Decoder
» SOAP/XML

B Source-Code-Unterstltzung
» zum Abgleich der Angriffsflache




Road-Map

B Dokumentation
» Videos, rdoc

B [nstaller
B Schulungen/Trainings/Workshops!

owasp @
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WATOBO - Demo

OWASP e 38

OWASP AppSec Germanyv 2010 Conference



