
Copyright © 2008 - The OWASP Foundation
Permission is granted to copy, distribute and/or modify this document 
under the terms of the GNU Free Documentation License.

The OWASP Foundation

OWASP-Italy Day IV
Milan
6th, November 2009

http://www.owasp.org

OWASP Day IV: 
introduzione

Matteo Meucci

OWASP-Italy Chair
CEO Minded Security



OWASP-Italy Day IV – 6th, Nov 09                                                                                   OWASP

Research

OWASP-Italy Chair

OWASP Testing Guide Lead

Work

CEO @ Minded Security                                                          
Application Security Consulting

8+ years on Information Security                                                    
focusing on Application Security

Who am I?



OWASP-Italy Day IV – 6th, Nov 09                                                                                   OWASP

OWASP Day per la PA 2009
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9:00  Registration 

9:30  “Introduction to the OWASP‐Day”  
Matteo Meucci ‐ OWASP‐Italy Chair  

9:50  “How to Create Business cases for Your Software Security Initiative” 
Marco Morana — CISO, Citigroup 

10:30  “OWASP SAMM / Open Software Assurance Maturity Model” 
Claudio Merloni — Software Security Consultant, Fortify Software 

11:10  Coffee break  

11:40  “From Web Attacks to Malware. Can Secure Software Development Help Internet Banking 
Security?” Giorgio Fedon — COO, Minded Security 

12:20  “Usability versus security: securing Internet facing applications while keeping them highly 
attractive for everybody" (ENG) Tobias Christen  — CTO, DSwiss Ltd 

13:00  Business Lunch 

14:00  “NoScript, CSP and ABE: When the Browser Is Not Your Enemy” 
Giorgio Maone — CTO, InformAction 

14:40  “Building Security In Maturity Model: A Review of Successful Software” (ENG) 
Gabriele Giuseppini — Technical Manager, Cigital  

15:20  “The art of code reviewing” 
Paolo Perego — Senior Consultant, Spike Reply  

16:00  Round Table: Why Software Security is not a priority in our digital world? 
M. Morana, C. Merloni, G. Giuseppini, S. Di Paola, M.Bregolin — Keynote R. Chiesa 
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Certificazione CSSLP di ISC2
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OWASP: The Open Web Application 
Security Project
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Il progetto Open Web Application Security Project (OWASP) è una 
organizzazione Open Source dedicata alla creazione e alla diffusione 
di una cultura per quanto riguarda la sicurezza delle applicazioni web

Progetto free, come il materiale disponibile sul portale 
www.owasp.org 

Migliaia di membri, +100 capitoli locali e altri partecipanti ai progetti. 
Milioni di hit su www.owasp.org al mese

Defense Information Systems Agency (DISA) , US Federal Trade 
Commission (FTC), VISA, Mastercard, American Express e molte 
aziende in Italia hanno adottato la documentazione OWASP nei loro 
standard e linee guida

http://www.owasp.org/
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OWASP Worldwide Community
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OWASP Dashboard
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La base di conoscenza di OWASP

•6,381 Articoli
•427 presentazioni
•200 aggiornamenti/giorno
•271 mailing lists
•180 blog monitorati

http://mirrors.creativecommons.org/google-20061026/cc-logo.png
http://images.google.com/imgres?imgurl=http://www.leverageblog.com/leverage_the_internet/images/email_large.jpg&imgrefurl=http://www.wiseknow.com/blog/2008/05/03/82/&h=300&w=300&sz=28&hl=en&start=38&sig2=KdkMbfVfGpRaeaduHn3VHg&um=1&tbnid=BBVxvahhx2YbrM:&tbnh=116&tbnw=116&ei=be0wSL-hKJLUebvd0e0B&prev=/images?q=email&start=20&ndsp=20&um=1&hl=en&safe=off&rls=com.microsoft:*:IE-SearchBox&sa=N
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OWASP Top Ten 
www.owasp.org/index.php?title=Top_10_2007

http://www.owasp.org/index.php?title=Top_10_2007
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Linee Guida OWASP

Gratuite  e open source

Libri a basso costo

Coprono tutti i       
controlli di sicurezza

Centinaia di esperti

Tutti gli aspetti di 
sicurezza applicativa
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http://4.bp.blogspot.com/_keJwBEZPgZE/SdgcWlR7KjI/AAAAAAAAB9A/rwJSK9RE974/s1600-h/OWASP+Code+Review+by+OWASP+Foundation+(Book)+in+Computers+&+Internet.png
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OWASP Building Guide
Al fine di comprendere ed eliminare le 
cause della “insicurezza” nel 
software,OWASP ha sviluppato la guida 
per lo sviluppo delle applicazioni web 
sicure pensata per: 

Sviluppatori per implementare i 
meccanismi di sicurezza ed evitare le 
vulnerabilità;

Project manager che la utilizzano per 
identificare le attività da svolgere  
(threat modeling, code review, 
development);

Team di sicurezza che la usano per 
apprendere le tematiche di application 
security e l’approccio per la messa in 
sicurezza;
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OWASP Code Review Guide

Descrive la metodologia OWASP per 
testare il codice di un’applicazione (white 
box testing, conoscendo il codice sorgente)

http://4.bp.blogspot.com/_keJwBEZPgZE/SdgcWlR7KjI/AAAAAAAAB9A/rwJSK9RE974/s1600-h/OWASP+Code+Review+by+OWASP+Foundation+(Book)+in+Computers+&+Internet.png
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OWASP Testing Guide

Descrive la metodologia OWASP per 
testare la sicurezza di un applicativo web

• SANS Top 20 2007 

• NIST “Technical Guide to Information Security Testing (Draft)”

• Gary McGraw (CTO Cigital) says: “In my opinion it is the strongest  piece of Intellectual 

Property in the OWASP portfolio”
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OWASP Software Assurance Maturity Model
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OWASP WebGoat
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http://www.owasp.org/images/f/f3/WebGoat-Bypass-Access-Control-Lesson.JPG
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OWASP WebScarab
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http://www.owasp.org/index.php/Image:WebScarab_after_browsing.png
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Principali progetti OWASP

BOOKS
Owasp top10
Building guide
Code review guide
Testing guide

TOOLS
WebGoat
WebScarab
SQLMap – SQL Ninja
SWF Intruder
Orizon
Code Crawler
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Il ciclo di vita del software 

e la sicurezza
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Il Ciclo di Vita del Software (Sofware Development Life Cycle, SDLC) 
comprende :

Define
Design
Develop
Deploy
Maintain

Quali processi implementare?
Awareness
Secure Code Guidelines
Code Review 
Application Testing 

Il ciclo di vita del software
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SDLC & OWASP Guidelines e tools

OWASP Top10
Web Goat

WebScarab
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