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Who am [?

® Research

» OWASP-Italy Chair
» OWASP Testing Guide Lead

@® Work

» CEO @ Minded Security
Application Security Consulting

» 8+ years on Information Security Minded

focusing on Application Security ~— security
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OWASP Day per la PA 2009

OWASP

EE 0= R R

B consip

Primo OWASP day per la PA

La sicure=zza applicativa come
motore per |I'e-Gowv

Roma 5 novembre 2009, ore 9.30

Auditorium, Via Rieti 13
Roma

5 prega of confermare la proprie partecipazions a:
corporabeidentity. consip@tesore. it

=

La sicurezza applicativa come motore per |"e-Gov

Condip, tramite I"Unith Locale di Sicurerzas MEF fCondip
ed in collaborazione con OWASP Ialy, organizza un
evento dedicato alla Pubblica Amministrazione |taliana
per discutere delle tematiche di Application Seourity
legate alle inziavive di e-Government. L importanza
dell evento nasce dalla consapevolezza che senza la
garanzia del rispetto di adeguati livelli di sicurezza
non & possibile trasferire nel mondo virtuale i processi
‘oore” pET N NU0WD raApporto tra PA & uteni.

FPROGRAMMA,

Chairman: R Flarmini, Dhirettore Infrastrutoure IT
Consip

9,30 Introduzione all"eventc

D Broggi, Amministratore Delegato - Consip
OWASP e gli standard per g sicurezza

delie appldicazfond

M. Meucci - OWASP - [taly Chair, OWASP
Testing Guide Lead

L'opprocco dif Consip alla sicwrezza
applicativa

M. Cavallini - Responsabile Struttura Operativa
ULS MEFMCanzip

Coffee Break

How to start o software securify initiotive
within youwr organization: a matwrity based
and metrics driven approsch

M. Morana - TISD Citigroup

L'onalisi di sicurezza delle applicaziond web:
come reglizzare un processo nella P4

5. Oi Paola - RED Director OWASP-Italy

Le nuove sfide per la sicurezze applicativa in
soenari federali

M. Fontana - Responsabile Sicurezzadpplicativa
Microsoft talia

La criminalita s Internet e
appiicativa

T. Falumbo - Responsabile CHAIFIC

3.45

10.15

10.45

11.00

1Z2.00

12.30 la sicurezrza
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OWASP - Italy Day IV

*Secure Software Initiatives"
6*" NovEmeBERrR 2009, MiLAMN

9:00
9:30

9:50

10:30

11:10
11:40

12:20

13:00
14:00

14:40

15:20

16:00

Registration

“Introduction to the OWASP-Day”
Matteo Meucci - OWASP-Italy Chair

“How to Create Business cases for Your Software Security Initiative”
Marco Morana — CISO, Citigroup

“OWASP SAMM / Open Software Assurance Maturity Model”
Claudio Merloni — Software Security Consultant, Fortify Software

Coffee break

“From Web Attacks to Malware. Can Secure Software Development Help Internet Banking
Security?” Giorgio Fedon — COO, Minded Security

“Usability versus security: securing Internet facing applications while keeping them highly
attractive for everybody" (ENG) Tobias Christen — CTO, DSwiss Ltd

Business Lunch

“NoScript, CSP and ABE: When the Browser Is Not Your Enemy”
Giorgio Maone — CTO, InformAction

“Building Security In Maturity Model: A Review of Successful Software” (ENG)
Gabriele Giuseppini — Technical Manager, Cigital

“The art of code reviewing”
Paolo Perego — Senior Consultant, Spike Reply

Round Table: Why Software Security is not a priority in our digital world?
M. Morana, C. Merloni, G. Giuseppini, S. Di Paola, M.Bregolin — Keynote R. Chiesa
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Certificazione CSSLP di 1SC2

) (ISC)Z Security Transcends Technology - Mozilla Firefox

File Modifica Visualizza Cronologia  Segnalibri— Strumenti Aidto

@ - ot | B nttpffee.isc2.orgiesslip-register i

|2 Pii visitati [5] Ulkime notizie 5] AppSec Feed [ My Security Planet 5] OWASP Security Pode... |5y ] Twitker | OWASPIEaly |j Phioeniz Tools - OWASP SAHS: The Tap Cyber ... K Flight search re
m (ISC)2 Security Transcends Technolo...| -

2@ Username: Passwori:
(I S‘ ) SECURITY TRANSCENDS TECHNOLOGY ® (& 10
Faorgot Pasaword™?

Login Help

Home Education C i0 ‘Ograrms Events  Indu L . About |

inline  Candidate Information Bulletin  Education Affili

| am interested in:
| select helow v|

[ Site Search ]

1. Belect Seminar location & date (Contactus if there’s not a focation converyent for you)

. 2. Create your (ISC)® account
[Educa“on} 3. Agree to Terms & Conditions
4. Bubrmit payment
Official {ISC)* Review Seminar Pricing
Seminars Seminar pricing is based on the location of the actual event site. Download the Serninar Pricing List for details.
CSSLP Education Program To Pay by Check or Money Order:
b Who needs CSELPT 1. Download one ofthe following Seminar Forms:

" Bxam Pricing = 2008 US Serninar Forr (PDF)

b Saeminar Pricing = 2009 Mon-US Seminar Form (POF)
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OWASP: The Open Web Application
Security Project
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OWASP

The Open Web Application Security Project

® |l progetto Open Web Application Security Project (OWASP) e una
organizzazione Open Source dedicata alla creazione e alla diffusione
di una cultura per quanto riguarda la sicurezza delle applicazioni web

® Progetto free, come il materiale disponibile sul portale
WWW.0wasp.org

® Migliaia di membri, +100 capitoli locali e altri partecipanti ai progetti.
Milioni di hit su www.owasp.org al mese

® Defense Information Systems Agency (DISA) , US Federal Trade
Commission (FTC), VISA, Mastercard, American Express e molte
aziende in Italia hanno adottato la documentazione OWASP nei loro
standard e linee guida
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http://www.owasp.org/

OWASP Worldwide Community

OWASP

The Open Web Application Security Project

OWASP-Italy Day 1V — 6th, Nov 09

Ttaly Chapter 204 Members
Mailing List
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OWASP Dashboard

Worldwide Users Most New Visitors
\ !
Ay 1‘;.!

Pages/Visit - % New Visits

1.00 | || EEH 41.59% W o0.00%

250 230(GB/month) | .
~ Monthly Downloads (GB) / 22,782,709 page views

200 A

150

100

50

o -
01/10/2002  01/10/2003  01/10/2004  01/10/2005  01/10/2006  01/10/2007 ‘necw‘zma-neczzuua ‘Am‘ﬁ,ZUW-AmM,?W

L0517 s 20 Ind5 08 ‘Juw& 18-t 08 ‘0d2G‘ZUUH-MH‘ m
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La base di conoscenza di OWASP

*6,381 Articoli

*427 presentazioni

+200 aggiornamenti/giorno
271 mailing lists

180 blog monitorati

OWASP
Application
Security Desk
Reference



http://mirrors.creativecommons.org/google-20061026/cc-logo.png
http://images.google.com/imgres?imgurl=http://www.leverageblog.com/leverage_the_internet/images/email_large.jpg&imgrefurl=http://www.wiseknow.com/blog/2008/05/03/82/&h=300&w=300&sz=28&hl=en&start=38&sig2=KdkMbfVfGpRaeaduHn3VHg&um=1&tbnid=BBVxvahhx2YbrM:&tbnh=116&tbnw=116&ei=be0wSL-hKJLUebvd0e0B&prev=/images?q=email&start=20&ndsp=20&um=1&hl=en&safe=off&rls=com.microsoft:*:IE-SearchBox&sa=N

OWASP Top Ten

A1: Cross Site A2: Injection A3: Malicious Ad: Insecuis

. e = < Direct Object
Scripting (XSS) Flaws File Execution Reference

- A6: Information A7: Broken
AS5: Cross Site s - AS8: Insecure
Request Forge Leakage and Authentication

- Cryptographic
(CSRF) - Improper Error and Session

Handling Management Storags

A10: Failure to
Restrict URL
Access

A9: Insecure
Communications

OWASP

The Open Web Application Security Project
hetp:/fwww owasp.org

Standards Council
OWASP-Italy Day 1/ — 6th, Nov 09



http://www.owasp.org/index.php?title=Top_10_2007

Linee Guida OWASP

® Gratuite e open source
@ Libri a basso costo

® Coprono tutti | I .
. . . d / P Developers Guide v2,0
controlli di sicurezza @o0) e Ce

® Centinaia di esperti

® Tutti gli aspetti di
sicurezza applicativa

OWASP-Italy Day 1V — 6th, Nov 09



http://4.bp.blogspot.com/_keJwBEZPgZE/SdgcWlR7KjI/AAAAAAAAB9A/rwJSK9RE974/s1600-h/OWASP+Code+Review+by+OWASP+Foundation+(Book)+in+Computers+&+Internet.png

OWASP Building Guide

® Al fine di comprendere ed eliminare le
cause della “insicurezza” nel -
software,OWASP ha sviluppato la guida @ovase

per lo sviluppo delle applicazioni web e, Developers Guide v2.0

sicure pensata per:

» Sviluppatori per implementare i
meccanismi di sicurezza ed evitare le
vulnerabilita;

» Project manager che la utilizzano per
identificare le attivita da svolgere
(threat modeling, code review,
development);

» Team di sicurezza che la usano per
apprendere le tematiche di application
security e I'approccio per la messa in
sicurezza;
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OWASP Code Review Guide

® Descrive la metodologia OWASP per
testare il codice di un’applicazione (white
box testing, conoscendo il codice sorgente)

AR C SRR RO S TRIERICEM GGG America | Home | Personal - Microsoft Internet
3teing senznberUzerbane = Jre;.get&a:animw Favortes Toos Hep
if {zerenberUserfians .= null) {
/1 gz 1 cockiz with the uszonzne dn J @ @ (h pSWCh *FWO"@S ﬂ‘
Caokle userianzCoakie = new Coskde (COOK
j1 sz zookle to last “or ore Tonm( ihm:://www‘bankofamemca‘com/ 5
-erifanzroozie.setiasige (2678400 ; senku v
e: .addCookie (usz-HaneCrokie) ;

,'\

] {5 sxists end pel ;Ameriea%igherstandards
Cozkza[] cook rer.getCookiss 1Y
if (cockizs = nulll |

for iint Loap=0; Ioop < zook

i [:ookies[locp'.getName().lﬂﬂkiﬂE -

cookies [lozp! .setMaxge

t

SMALL BUSINESS ¢

Learn more | Enroll

:ez.addcuakze(c:okles[ED:

Remerber my 1D
Products & Services

date agalnzt the reglstzzed user: S .
- o : ney passcode. Account Service:
> i h Online Banking with
1 to Other Services
/i pace a true boolean -t the SES@E Checking & Savi

if (lreq.getsession() .getAttribute Overview | Checking|
hirzq.getsession() .:emweitt:ibt“e‘"u

) |

hr=q.getSession(i .sethttribute (U3ER

[ e the .

IR
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http://4.bp.blogspot.com/_keJwBEZPgZE/SdgcWlR7KjI/AAAAAAAAB9A/rwJSK9RE974/s1600-h/OWASP+Code+Review+by+OWASP+Foundation+(Book)+in+Computers+&+Internet.png

OWASP Testing Guide

® Descrive la metodologia OWASP per @owasp
testare la sicurezza di un applicativo web OWASP Testing Guide v2.0

R O CR-C IR R LR I IR f America | Home | Personal - Microsoft Internet
67 exring renzbe:Uzerlane = [eo.getParans
(63 if rcensnbezUzerbane 1= null) { Ty -
67 Jj set a cotkez with the wseonane in 1T Q) @ @ ) ) seach o ¢Favortes @
7 Cockie uzerlanzioozle = new Cooile(CO:

View Favorites Tooks Help

] e fwww barkofamerica.com/

“il /7 set caokle to last “or ore acntd

12 userilaneZook ie.setVaxtge (2678400; ;

13 lires  addCookie {1serianeCaokie) ; [ |

4 ) else | }

AE /] see 1f the cockle exists and temm"'”'“ Algher!'mndards
s Coozie(] cookies = ares.getCookiss

an if (cotkzes = null) 0

WEl for {int looz=0; “aop ¢ zeokies

i if (ookes [loop .getanz () ecBanking — J

‘£ cookies [loap! .set¥axh &Leam mare | Enroll

£l fres.addCookie (cockizs

" o )i B
63 | [+/] Remember my 10 #53-’ 3

&4 b . 2
E3 } .E'l:l
P n

our 17
1 new passcade.

63 //validate agzinzt tie regists ej ugers

Online Banking with

if waut1ent 9 tu Other Services

‘52 slase = trie Zoolear it the 52 ssq ard Access m Checking & Savil
"e3 1f (hr q qet sion() qetitmbute Overview | Chedking

 SANS Top 20 2007

* NIST “Technical Guide to Information Security Testing (Draft)”

» Gary McGraw (CTO Cigital) says: “In my opinion it is the strongest piece of Intellectual
Property in the OWASP portfolio”
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OWASP Software Assurance Maturity Model

SAMM Owaniow
-
Drevelopment
Businass Funcoions

99
OWASP e 16
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OWASP WebGoat

Bypass a Path Based Access Control Scheme - Microsoft Internet Explorer

Fle Edit View Favortes Took Help il
Agidress €] hitp://locahost/WebGoat/attack *Screen=5&menu=210 - Go

Bypass a Path Based Access Control Scheme

ww Solubon  Lesso

Restart this Lessan

Code Quality The 'guest’ user has access to all the files in the lesson_plans directory. Try to break the access
Concurancy control mechanism and access a resouwrce that Is not in the ksted directory. After selecting a file to
Unvalidated Para view, WebGoat will report if access to the file was granted. &n interesting file to try and obtain
Access Contral Flaw: might be a fila ke tomcat/conf/tomcat-users xml

Using an Access Controd

Matrix Current Directory is: C:\WebGoat-5. 1\ tomecat\webapps'\WebGoat\lesson_plans

8 Choose the file to view:

LAB: Role Based Access AccessControlMatrochtml -
NS BackCloors. html
Stage 1: Bopais Busingss BasicAuthentication.html
AL PR WS BlindSqglinjection.html
e ‘,_:" _B‘“*'"“" i BufferOverflow. htmil
T ChallengeScreen.html
ClienmtSideFiltering.htmi

ClientSideValidation.html

Commandinjection.html
ConcurrencyCart.html
CrossSiteScripting.html

CSRF.html

DangerousEval.html
DECrossSitaSeripting.htmi
DBSALInjectionml bt

Viewing file: C:\WebGoat-5.1 tomcat\webapos'\WebGoat'lesson plans

8y Local intranet
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http://www.owasp.org/images/f/f3/WebGoat-Bypass-Access-Control-Lesson.JPG

OWASP WebScarab

_la/x]

File Yiew Tools Help

Summary | Message log Pro=y | Manual Request || WebServices | Spider | Extensions | SessionlD Anahysis || Scripted | Fragments | Fuzzer | Compare

Summary
[ ] Tree Selection filters conversation list
IItl | hethods | Status | Set-Cookie | Comments | Scripts |
o [ hittpiwseae. owa . oo 200 GET 301 Moaved .. ] ] ]
o= [ hanners! ] ] ]
o= ] imangess | | L]
o [ index.php ] ] ]
[y Main_Page GET 200 OK O
o= [ skins! ] ] ]
T T T T T D T T e
0+ Date Method Host Fath Farameters Status Crigin
o] AUUEENS S (GET Rt Aanade’ ow'a s pLorg Bl isKinsimonobookimain.... |7 U0 Frosy .
4 2006506523, |GET hitp:faanne owrasp.org: 80 |fskinsfcommaonf/IEFixes. . 200 0k P rosny N
3 2006506523, |GET hittp ihannas owra sp.org 80 |{fskins/commaonicomma... 200 QK Prosoy
2 2006506523, |GET hitp:faanne. oweasp.org: S0 |findex phpiain_FPage 200 0k P rosny I=]
1 200606523 |GET hitp st oA sp.arg: 30| 301 Moved . |Proy -
Il
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http://www.owasp.org/index.php/Image:WebScarab_after_browsing.png

Principali progetti OWASP

BOOKS

® Owasp topl0

® Building guide

® Code review guide
® Testingguide [N

TOOLS

® WebGoat

® WebScarab

® SQLMap — SQL Ninja [N
® SWF Intruder I B
&y
€

Orizon LN
Code Crawler [ B
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Il ciclo di vita del software

e la sicurezza

OWASP-Italy Day 1V — 6th, Nov 09 OWASP 0




Il ciclo di vita del software

® Il Ciclo di Vita del Software (Sofware Development Life Cycle, SDLC)
comprende :

D Define
P Design
D Develop
D Deploy
P Maintain
® Quali processi implementare?
» Awareness
» Secure Code Guidelines

» Code Review
» Application Testing

OWASP-Italy Day 1V — 6th, Nov 09 OWASP 0




SDLC & OWASP Guidelines e tools

Before SDLC Define&Design

Development

Deploy&Maintenance

) S

>

[%2)

o

)

=

= = = o

o

Awareness Building Guide Code Review Guide Testing Guide a

WebScarab

.NET _ o
OWASP Top10 Orizon SWEF Intruder <
CSRFGuard _ >
Web Goat e LAPSE SQLNinja “
SQLMap g'
Pantera @
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