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DESCARGO DE RESPONSABILIDAD

Esta presentacion tiene como propdsito proveer unicamente informacion. No
aplicar este material ni conocimientos sin el consentimiento explicito que autorice a
hacerlo. Los lectores (participantes, oyentes, videntes) asumen la responsabilidad
completa por la aplicacion o experimentacion de este material y/o conocimientos
presentados. El(los) autor(es) quedan exceptuados de cualquier reclamo directo o
indirecto respecto a danos que puedan haber sido causado por la aplicacion de este
material y/o conocimientos expuestos.

La informacion aqui expuesta representa las opiniones y perspectivas propias del
autor respecto a la materia y no representan ninguna posicion oficial de alguna
organizacion asociada.
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Experlenma

—BEGIN PGP EIGHED MEEEHGE—

Hash: SHAT

Greetings Mauricio,

Bizagi has confirmed the vulnerabilities and plans to release patches in
June. This would be beyond the standard 45-day publication date, but it
is commaon for us to delay publication until a patch is released. As the
original vulnerability reporter, it is your choice whether we delay
publication or stick to the standard 43-day disclosure date. Is it
acceptable with you if we delay publishing the vulnerability note until

the patch is released?

Best regards,

Vulnerability Analysis Team

CERT Coordination Center
www.cert.org / cert@cert.org / Hotline: 1-412-268-7090

—BEGIN PGP SIGNATURE—

N Version: GnuPG v1.4.3 (GNU/Linux) 5P
W SIS s N
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Quiz Time

FEFCSEEEBTBEERD SSESNEAEN SN
2 TIDO Q€ Jl‘LigP Neo NAaceé
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 default (la facill) ?

e Si no se indica los puertos a escanear, cuales
escanea y de donde los toma ?

e Si le cambias el banner a un Apache usando,
por ejemplo, mod_sec, NMAP la hace ?

- Sl (cuéntame como que no me sale!!!)
- NO (proximo “chapter meeting” la solucion)

 Puedo explotar vulnerabilidades con NMAP ?
DLUHSD
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nmap 4.50 y posteriores

 Basados en LUA ( Lightweight Scripting
Language )

* Objetivo inicial : Mejorar |la deteccion de
versiones de software, deteccion de malware.

* Se ubican en /usr/local/share/nmap/scripts
- /usr/share/nmap en Kali Linux
» -sC : la forma mas facil de usarlos.

L QNASE http://www.owasp.org
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cripts ) mé'
e En el archivo script.db esta

a

d

~
J

10

N

de LL

a relacion y categorias de scripts :

- Entry { flename = "ftp-anon.nse", categories = { "auth”,

"default", "safe", } }

- Entry { filename = "ftp-bounce.nse", categories = { "default",

"Intrusive”, } }

- Entry { filename = "ftp-brute.nse", categories = { "auth”,

"intrusive”, } }

» La categoria se puede indicar con el parametro :
--script=CATEGORIA

S OWASP
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NSE Para web

» Cubren todo el “ciclo clasico” del hacking
- Aunqgue no hagan todo

...'I. .I.'I_ .I..I"|. AMALISIS L
FOOTPRINT ¢ SCAINING * EMUMERACION } DE PEMETRACION ~ EVIDENCIAS
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- Footprint (finge

Starting Nmap 6.46 ( http://nmap.org ) at 2014-04-26 09:35 PET
NSE: Loaded 1 scripts for scanning.
NSE: Script Pre-scanning.
Initiating Ping Scan at 09:35
Scanning www.l - ) [2 ports]
Completed Ping Scan at 09:35, 0.23s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 09:35
Completed Parallel DNS resolution of 1 host. at 09:35, 0.18s elapsed
Initiating Connect Scan at 09:35
Scanning www.1. . .pe ( ) [1 port]
Discovered open port 80/tcp en 7~~~ "~ =
Completed Connect Scan at 09:35, 0.02s elapsed (1 total ports)
NSE: Script scanning . :
Initiating NSE at 09:35
NSE Timing: About 50.00% done; ETC: 09:36 (0:00:35 remaining)
Completed NSE at 09:36, 34.75s elapsed
Nmap scan report for www. pe (. J)
Host is up (0.19s5 latency).
PORT STATE SERVICE
80/tcp open http
| http-email-harvest:
Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=www.

I

| marcocurricular@ - S T .pe
| webmaster@ _ i.pe

| contacto@ _ l.pe

NSE: Script Post-scanning.
Read data files from: /usr/local/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 35.94 seconds
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Footprint (fingerprint)

$# nmap -v -p 80 --script http-xssed.nse www.info mnline.org

Starting Nmap 6.46 ( http://nmap.org ) at 2014-84-26 11:04 PET

NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Ping Scan at 11:04

Scanning www.info _online.org ( } [2 ports]

Completed Ping Scan at 11:04, 0.19s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 11:04

Completed Parallel DNS resolution of 1 host. at 11:04, 0.19s elapsed

Initiating Connect Scan at 11:04

Scanning www.info: " _oanline.org (___ ___ ____ . ) [1 port]

Discovered open port 80/tcp on g

Completed Connect Scan at 11:04, ©.20s elapsed (1 total ports)

NSE: Script scanning .

Initiating NSE at 11:04

Completed NSE at 11:04, 2.33s elapsed

Nmap scan report for www.info _oanline.org ( )

Host is up (0.18s latency).

rONS record for : ; .com

PORT STATE SERVICE

80/tcp open http

| http-xssed:

I

| UNFIXED XSS vuln.

I

| http://www.info " _online.org/registro/registro.php?error=%3CH1%3E%3Cscript%3Ealert (%2FXSSED%2F)<br>%3C/script%3E%3C/H1%3E
%3CBR%3E%3CBR%3E%3CBR%3E%3(CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3BR%3E%3CBR%<br>3E%3CBR%3E%3(BR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3
CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3<br>CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3 CBR%3E%3CB
R%3E%3CBR%3E%3CBR%<br>3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E%3CBR%3E

I
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------- DR 7 7T U 7 nmap -n -v -p Bﬁ--SU 172.28.6.254

Starting Nmap 6.46 ( http://nmap.org ) at 2014-84-26 10:17 PET
NSE: Loaded 29 scripts for 5canning.

5cann1ng 172.28.6.254 [1 pnrt]
-Cnmpleted ARP Ping Scan at 10:17, 0.83s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 10:17

Scanning 172.28.6.254 [1 port]

Discovered open port 8@/tcp on 172.28.6.254

Completed SYN Stealth Scan at 18:17, 0.82s elapsed (1 total ports)
“Initiating Service scan at 10:17

Scanning 1 service on 172.28.6.254

Completed Service scan at 10:17, 6.025 elapsed (1 service on 1 host)
NSE: Script scanning 172.28.6.254.

Nmap scan report for 172.28.6.254

Host is up (0.88859s latency).

PORT STATE SERVICE VERSION

80/tcp open http Microsoft IIS httpd 5.8

MAC Address: ©8:00:27:90:73:0A (Cadmus Computer Systems)

Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

Read data files from: /usr/local/bin/../share/nmap
Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.42 seconds

Raw packets sent: 2 (72B) | Revd: 2 (72B)

. , ) OUWASP
A Qi ton http://www.owasp.org 2233:35%?552‘;8“0”
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Scanning

$ nmap —v'—p 80 -Pn - scriptehitps waf detect nse www. _ .pe

Starting Nmap 6.46 ( http://nmap.org ) at 2014-04-26 10:07 PET

NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Parallel DNS resolution of 1 host. at 10:07

Completed Parallel DNS resolution of 1 host. at 10:07, 0.21s elapsed
Initiating Connect Scan at 10:07

Scanning www. _ .pe {. ) [1 port]

Discovered open port 80/tcp on 7~ =

Completed Connect Scan at 10:07, 0.01s elapsed (1 total ports)

NSE: Script scanning : ;

Initiating NSE at 10:07

Completed NSE at 10:07, 4.42s elapsed

Nmap scan report for www. _ .pe | )

Host is up (0.012s latency).

PORT STATE SERVICE

80/tcp open http

| http-waf-detect: IDS/IPS/WAF detected:

| www. _ .pe:80/7pdylO4d3=<script=alert(document.cookie)</script=

NSE: Script Post-scanning.
Read data files from: /usr/local/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 4.84 seconds

: ) OWASP
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Enumeracion

5 nmap -v - -Pn --script http-robots.txt.nse www.google.com

Starting Nmap 6.46 ( http://nmap.org ) at 2014-04-26 10:22 PET

NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Parallel DNS resolution of 1 host. at 10:22

Completed Parallel DNS resolution of 1 host. at 10:22, 0.26s elapsed
Initiating Connect Scan at 10:22

Scanning www.google.com (74.125.131.1085) [1 port]

Discovered open port 80/tcp on 74.125.131.165

Completed Connect Scan at 10:22, 0.50s elapsed (1 total ports)

NSE: Script scanning 74.125.131.165.

Initiating NSE at 10:22

Completed NSE at 10:22, 0.99s elapsed

Nmap scan report for www.google.com (74.125.131.105)

Host is up (0.49s latency).

Other addresses for www.google.com (not scanned): 74.125.131.103 74.125.131.104 74.125.131.147 74.125.131.106 74.125.131.99
rONS record for 74.125.131.105: vc-in-f105.1el00.net

PORT STATE SERVICE

80/tcp open http

| http-robots.txt: 249 disallowed entries (40 shown)

| /search /sdch /groups /images /catalogs /catalogues

| /news /nwshp /setnewsprefs? /index.html? /? /7hl=*&

| /addurl/image? /pagead/ /relpage/ /relcontent /imgres /imglanding /sbd
| /keyword/ /u/ /univ/ /cobrand /custom /advanced group_search

| /googlesite /preferences /setprefs /swr /url /default /m? /m/ /wml?
| _/wml/? /wml/search? /xhtml? /xhtml/? /xhtml/search? /xml?

NSE: Script Post-scanning.
Read data files from: fusr/local/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 2.10 seconds

, A OUJASP
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_ $ nmap -v -p 80 -Pn --script http-enum.nse 172.28.6.254
Starting Nmap 6.46 ( http://nmap.org ) at 2014-04-26 10:32 PET

NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Parallel DNS resolution of 1 host. at 10:32 ,
Completed Parallel DNS resolution of 1 host. at 10:32, 1.17s elapsed -
Initiating Connect Scan at 10:32

Scanning 172.28.6.254 [1 port]

Discovered open port 80/tcp on 172.28.6.254

Completed Connect Scan at 10:32, 0.00s elapsed (1 total ports)

NSE: Script scanning 172.28.6.254.

Initiating NSE at 10:32

Completed NSE at 10:32, 1.82s elapsed

Nmap scan report for 172.28.6.254

Host is up (0.0037s latency).

PORT STATE SERVICE

80/tcp open http

| http-enum:

| /admin/: Possible admin folder

| /admin/index.php: Possible admin folder

| /admin/login.php: Possible admin folder

| /news/readme.html: Interesting, a readme.

| /Tile/: Potentially interesting folder

| /home/: Potentially interesting folder

| /icons/: Potentially interesting folder w/ directory listing

| /images/: Potentially interesting folder

| /news/: Potentially interesting folder

| /page/: Potentially interesting folder

NSE: Script Post-scanning.
Read data files from: /fusr/local/bin/../share/nmap

. owase 3 OLASP
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Enumeracion

$ nmap -v -p 80 -Pn --script http-methods.nse www. .pe

Starting Nmap 6.46 ( http://nmap.org ) at 2014-04-26 10:51 PET
NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Parallel DNS resolution of 1 host. at 10:51
Completed Parallel DNS resolution of 1 host. at 10:51, ©0.20s elapsed
Initiating Connect Scan at 10:51

Scanning www.__________.pe |(. ) [1 port]

Discovered open port 80/tcp on —__ . ___ . _.__

Completed Connect Scan at 10:51, 0.02s elapsed (1 total ports)
NOE: Script scannipg - 2= = B

Initiating NSE at 10:51

Completed NSE at 10:51, 0.44s elapsed

Nmap scan report for www. .pe ( )

Host is up (0.024s latency).

rDNS record for : B i e i s

PORT STATE SERVICE

80/tcp open http

| http-methods: OPTIONS TRACE GET HEAD POST

| Potentially risky methods: TRACE

| See http://nmap.org/nsedoc/scripts/http-methods.html

NSE: Script Post-scanning.
Read data files from: /usr/local/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 1.62 seconds

: A OUJASP
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Busqueda de

. 7 L} i alat-sall i

- : . ] . . ., 5 nmap -v -p 80 -Pn --script http-sql-injection.nse 172.28.6.254

Starting Nmap 6.46 ( http://nmap.org ) at 2014-04-26 11:00 PET
NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Parallel DNS resolution of 1 host. at 11:00
Completed Parallel DNS resolution of 1 host. at 11:080, 0.09s elapsed
Initiating Connect Scan at 11:00

Scanning 172.28.6.254 [1 port]

Discovered open port 80/tcp on 172.28.6.254

Completed Connect Scan at 11:00, 0.00s elapsed (1 total ports)
NSE: Script scanning 172.28.6.254.

Initiating NSE at 11:00

Completed NSE at 11:00, 11.49s elapsed

Nmap scan report for 172.28.6.254

Host is up (0.0013s latency).

PORT STATE SERVICE

80/tcp open http

| http-sgl-injection:

| Possible sqgli for queries:

| http://172.28.6.254/news .php?id=5'%200R%20sqlspider

| http://172.28.6.254/news.php?id=2'%200R%20sqlspider

| http://172.28.6.254/news .php?id=1'%200R%20sqlspider

| http://172.28.6.254/news . php?id=5'%200R%20sqlspider

| http://172.28.6.254/news . php?id=2'%200R%20sqlspider

| http://172.28.6.254/news.php?id=1'%200R%20sqglspider

| http://172.28.6.254/news.php?id=5'%200R%20sqlspider
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Rilcniiada Ada

$ nmap -v -p 80 -P

A A e mom sy e

n --script http-comments-displayer.nse 172.28.6.254

Starting

NSE: Lo:PORT

NSE: sci80/tcp open

STATE SERVICE
http

Initiati| http-comments-displayer:

Complet¢| Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=172.28.6.254

Initiat”
Scanning

DiscoveJ
Cﬂmpletd

Path: http://172.28.6.254/images/style.css

Line number: 1
Comment :
/* CSS Document

Path: http://172.28
Line number: 24

Comment:
J*TEXT STYLES#*/

Path: http://172.28
Line number: 3

Comment:
J*PAGE LAYOUT*/

Path: http://172.28
Line number: 19
Comment :

/*GRAY PANEL*/

Path: http://172.28
Line number: 77
Comment:

i

.6.254/1images/style.

.6.254/images/style.

.6.254/images/style.

.6.254/4#

<!--Red Servidor DMZ 172.16.1.0/24

\

A OWA 5P

4 LATAM TOUR
2014

operador:0p3r4dOrl23-->

http://www.owasp.org

UWASP

Open Web Application
Security Project




ol dDHUAUC

ttp-backup-findernse

 http-config-backup.nse (CMS y web servers
mas comunes)

* http-default-accounts.nse

ssl-heartbleed.nse
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Is2-dir-traversal.nse L mAE_m B 5 sio
* http-vuln-cve2009-3960.nse
* http-vuln-cve2010-0738.nse

HP

http-barracuda-dir-traversal.nse

* http-brute.nse * http-vuln-cve2010-2861.nse
. http-cors.nse  http-vuln-cve2011-3192.nse

* http-vuln-cve2011-3368.nse
* http-default-accounts.nse « http-vuln-cve2012-1823.nse
e http-dombased-xss.nse  http-vuln-cve2013-0156.nse

+ http-fileupload-exploiter.nse - Lt vuly 2dmlbte s

* http-form-brute.nse

* http-passwd.nse
 http-phpmyadmin-dir-traversal.nse
 http-slowloris.nse

@@ Qi 1o http://www.owasp.org
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= PERO, por ejemplo, uno “no oficial” permite tomarun
screenshot del web

- http-screenshot.nse

« wget http://wkhtmltopdf.googlecode.com/files/wkhtmltoimage-
0.11.0_rc1-static-i386.tar.bz2

e tar -jxvf wkhtmltoimage-0.11.0_rc1-static-i386.tar.bz2
« cp wkhtmltoimage-i386 /usr/local/bin/

« qit clone git://github.com/SpiderLabs/Nmap-Tools.git
« cd Nmap-Tools/NSE/

» cp http-screenshot.nse /usr/local/share/nmap/scripts/
 nmap --script-updatedb

OLASP
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la screenshot- nmap 192 168 1 215 BH pnu

Jrw-r--r-- 1 2322753 2014-84-26 06:56 screen:
' & O @® screenshot-nmap-192.168.1.215:80.png
File Edit View Image Go Help

{]Preuiuus [‘p}Next o g o & :5; L‘J:; @ Edit Image

Your Company Mame
Evergreen Terrace T4
K

Phtar E

1L

canning 1

ompleted ACME Co.

Inicio | Nosotros | Productos | Servicios | Contactenos

canning 1
iscovered Welcome to ACME Co. !

MEWS- HI! This is my third design for OSWD, with C55 and XHTML 1.0 Transitional
Validation. You cam do whatever you want with this template, Just kesp the
Hosting Colombla link at the bottam. Enjoy!
September 27, 2006
BItur ar

September 27, 2006
irabitur ar te /|
ok I

September 27, 2006
Bitur &reL

c0/tcp ope
| hitp-scr
| Saved
MAC Addres
1024 x 566 pixels 2.2MB 71%
ISE: Script Post-scanning.
ead data files from: /fusr/local/bin/../share/nmap
1 IP address (1 host up) scanned in 1.86 seconds
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