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Pierre Parrend

2d Review for the project: 'Application Security Verification Standard'

Dear Mike,

Please find below my remarks related to the document 'OWASP ASVS Standard 2008 – DRAFT002'.
This version of the document begins to be both complete and very clear. It may become a reference document for performing verification of web applications and web services. At least, it is a serious candidate for such tasks.

Most of my remarks are bound with the fact, that, inspite of its comprehensiveness, the document seems to be uncomplete when one reads it. This is often due to the fact that some informations are found in latter places of the document without being evoked when one would expect them.

Consequently, several of my comment are verbose, and only require slight efficient modifications of the text.

Some other comments may be more complex, and may require more than a few additional words.

Of course, all comments express my impressions and opinion about the text. If you consider that some should be discarded, I would be glad to get an answer from you. Feel free to integrate only the comments that you think will really improve the 'OWASP ASVS Standard 2008'.

 1  General comments

This document provides a radical evolution of the first draft. The overall form seems to be very mature, and the text to contain all necessary informations.

However, I have the impression that further improvement to the document would make it easier to read and to apply for a security verification.

The limitations that are still to be seen are that, also the provided information is complete, it can not yet be used as a reference manual. What I mean is that in section 'Application Security Verification Levels', the intents and conditions are not always clear, and that the summary information provided in the section 'Detailed Verification Requirements' is not sufficient to perform the verification of an application. It still requires to read previous section intensively, which can be unpractical in the middle of a verification process.

The figures could help bring a quick overview of the document. However, when reading them, and in particular the example figures (4, 6, 8), I do not get the feeling that they express the improvement of each level upon the previous one.

What would be great would be to provide figures which could be used alone to explain the ASVS certification process (such as in a power point presentation).

 2  Detailed comments

· Approach

Page 3, Figure 1: the relationship of the Level 1 & 2 with the 'automated' and 'manual' approaches announced in the table of content is not straightforward. The reader or analyst may wonder here whether the switch from automated to manual analysis suffices to guarantee the claimed security features (ex: Level 1, 'some confidence in the correct use of security controls'; leve 2, 'some confidence in ... and confidence that the security controls are themselves working correctly'). 

You mix means and results whithout giving hints related to the way the formers impact the latters.

Maybe both 'breadth' and 'depth' of analysis, which is introduced latter, should already be explicit at this place in the document.

· Application security verification levels

Page 7.

paragraphs 'Security Control Behavior', 'Security Control Use', 'Security control implementation', 'security control verification': You mix the tasks that must be done and the one that do not have to be done at this stage. This can be confusing for the reader.

· 'Level 2 – Manual verification'

Page 9.

It is not clear here whether the Level 2 should include Level 1 verifications or not.

From the Figure 5 it seems that Level 1 should be completed before the analysis for Leve 2 can be performed. Latter in the text you tell that this is not required.

Here are my questions:

· How can you provide a certain level of guarantee with manual review only ? I would consider that automated analysis must be performed to catch low hanging fruits, and that afterwards manual review is performed to concentrate on complex issues. The risk in performing manual review without automated review is that the reviewers consume energy to find easy problems, may miss some of them, and have less time and free mind to concentrate on issues that can not be tackled automatically.

· Level 2 should enable apps to supports transactions up to 100.000$ without credit card information. For my own information, can you give me example of such apps ? I would think most web site that handle monetary transactions also handle credit card numbers. Or do you think of sites that delegate financial transactions to a third-party bank web app ?

· You do not check the design for transactions up to 100.000$. This means that unchecked design are not so bad at all ?

In the sentence 'Level 2 provides some confidence in the correct use of security control and ...': The 'How' the ASVS provides this confidence should be explicit here.

Page 11, Figure 6: you do not considers the vulnerabilities in the administration front end and the database, as for 3 ?

· Level 2B – Code Review

Page 12. You are talking about design. What kind of design requirements pertain to the Level 2 and what kind do pertain to the Level 3 ?

I would say that:

· in 2/ the design analysis aims at identifying weaknesses in individual components

· in 3/ design analysis aims at identifying design weaknesses

Difference should be made explicit in the text.

· Level 3 – Design verification

Page 13, Figure 8. The meaning of the 'insider' is not clear. Is it a manager or an attacker. If it is an attacker as the name seems to imply, why are other kind of attackers not depicted ?

· Level 4

Page 14. paragraphs 'Security Control Behavior', 'Security Control Use', etc.

The inheritance of properties and validation from one level to the next is not obvious. This could lead to confusions, although it is summarized in the next part 'Detailed Verification Requirements'.

· Detailed Verification Requirements

Some questions which pop up when reading:

· can I simply get throughout this part of the document and get my application certified ? I.e., is this part complete ?

· You say 'level of detail necessary is different': where do I find, as reader, a summary of this required information. It could be written or refered to in the tables 1..14

An overview table containing the type of tool used (automated or manual), and target components (application components for levels 1, 2, 3, 4, security features for level 4) would provide an useful insight before going in the details.

· Verification reporting requirements

Page 34: the second occurrence of 'in the Verification Level 2 section' should be replaced by 'in the Verification Level 4 section' .

