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Om OWASP-DK CTF #1

« Gaestebog

Navn

Emalil

Website

Kommentar

Valg af baggrundsfarve til kommentar-feltet

« White box / source code review
« Antal linjer kode: 73 (SLOC/KLOC)



Krav

 PHP
« MySQL
e magic_quotes gpc skal veere slaet fra | php. ini



B * index.php - Notepad2

Fle Edit Yiew Settings @

FEEEF IR R EEE A

1 <7php
frerver = "localhost";
fusername = "root";

fpassword = "'
foarabase_name = "owasp_dk_ctf_ona";

Flink = mysgl_connect(fserver, fusername, Fpassword);

AL ETin
die("Zould not connect: ".mysql_errorg)l;

fab_selected = mysql _select_db{ foatabare_name);

IF( fdb_selecred)
dieC"Can't usze ".fdatabase_pame. ' "omysgl_error)l;

if(f_rPosT) |
fresult = mysql_guery("INSERT guesthook (name,email, homepage, comment, color)
VALUES " . f_posv['firstname'] . "', L foepost[lemail’ ] o "ttt L f_posT[homepage'] o M, L E
Gi_rFosT[ comment ' ]."", "“of_posT('color'] LMD,
z0 I
21 7>
zz <html=
23 <heads>
24 <Title-0waASP-DK CTF #l</titles

Lng:73 Coll Seld 228 kB LF |5 |web Source Code




Gaestebogen (screenshot 1)

) OWASP-DK CTF #1 - Mozilla Firefox =l -
Fle Edit Wiew History Bookmarks Tools Help

o —
<a v 'El i | [6l|http:fiocalhostiowasp_dk_ctf one/

Most Visited + |Reload current page 5 Fedora Project~ E3Red Hat~ [ExFree Content v

Guestbook

Display the 5, 10, 20, 50 most recent comments

White: ® Yellow: © Blue: !
Comment:

[ Postit!




Gaestebogen (screenshot 2)

) OWASP-DK CTF #1 - Mozilla Firefox - X
Fle Edit View History Bookmarks Tools Help

@ v £ £& | /8l |http:/localhostjowasp_dk _ctf one/

Most Visited v g3 Release Notes (5 Fedora Project~ [EjRed Hatv [EjFree Contentv A

Guestbook

Display the 5, 10, 20, 50 most recent comments

Name:

John Doe

E-mail:
john.doe@hotmail.com
Homepage:

Comment:
I write very long one-liners.

|
Background comment color:
White- ® Yallow: () Rlne- O
Done




Opgavelgsning

Opgavelgsninger bgr indeholde:
» Hvilke sarbarheder eksisterer i gaestebogen?
- Observation
- Risiko
- Risikoniveau
« Hvordan udnyttes sarbarhederne?
- Beskrivelse
- evt. scripts / moduler til Metasploit, W3AF, osv.
« Anbefalinger til sikkerhedsmaessige forbedring af geestebogen

« En version af geestebogen hvor de fundne sarbarheder er
udbedret



Hvor kan OWASP-DK CTF #1 hentes fra?

http://joes.anarcho.dk/ctf/owasp/owasp dk ctfl.zip

http://rasmuspetersen.net/owasp dk ctfl.zip

MD5sum: ba0c0069df1648895ce269e960415122


http://joes.anarcho.dk/ctf/owasp/owasp_dk_ctf1.zip
http://rasmuspetersen.net/owasp_dk_ctf1.zip

Deadline

o Start: nu!

« Deadline: 1/8 — 2009

- Opgavelgsninger skal sendes til nedenstaende email-adresse:
« pragmatk@attackresearch.com

« EVt PGP:
Fingerprint (naggle 0x323C7837):
6426 C563 2592 0BB8 5193 797E 1A09 9E97 323C 7837



Pramie

 Et par gl fra Mikkeller-bryggeriet



Dommere

« Martin Clausen (Deloitte)
« Joe / “Pragmatk”

« Rasmus Petersen (PwC)
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