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Esta es la version en caché de http://www.ypfb.gob.bo/ de Google. Se trata de una captura
de pantalla de la pagina tal como esta se mostraba el 25 Ago 2011 07:48:49 GMT. Es
posible que la pagina haya sufrido modificaciones durante este tiempo. Mas informacién

Estos términos solo aparecen en enlaces que apuntan a esta pagina: Version de solo texto
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“Es solo una Guerra de
globos con agua”

By: Boris Murillo




Your computer has been locked |
downloading and distribution.

Mentioned llegal content (414 Mb of
classified as child pornographsc mal
part, violate following U S. Federal L

Any individual who violates, or at
violate mentioned laws shall be s
imprisonment from 4 to 30 years :

Technical details:
Involved IP addre
Involved host name
Source or intermediary s

All suspicious files from your compt
server and shall be used as evidenc
unblock your account in an unauthol

Your case can be classified as occi
17(U S Code) § 512 Thus t may |
computer will be unblocked automal

In order to resoive the situation |
should pay a fine of $§300
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RUSIA VS ESTONIA
Dmitri Galushkevich
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USA vs Iran - STUXNET

mmm HOW STUXNET WORKED mee—
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1. infection

Stuxnet enters a system via a USB stick and
proceeds to infect all machines running
Microsoft Windows. By brandishing a digital
certificate that seems to show that it comes
from a reliable company, the worm is able to
evade automated-detection systems.

|

2. search

Stuxnet then checks whether a given
machine is part of the targeted indus-
trial control system made by Siemens.
Such systems are deployed in Iran to
run high-speed centrifuges that help
to enrich nuclear fuel.
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3. update

If the system isn't a target,
Stuxnet does nothing; if it is,
the worm attempts to
access the Internet and
download a more recent
version of itself.

4. compromise

The worm then compromises the
target system’s logic controllers,
exploiting “zero day” vulnerabilities-
software weaknesses that haven't
been identified by security experts.
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5. control

In the beginning, Stuxnet spies on the
operations of the targeted system. Then it
uses the information it has gathered to
take control of the centrifuges, making
them spin themselves to failure.
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6. deceive and destroy
Meanwhile, it provides false feed-
back to outside controllers, ensur-
ing that they won't know what'’s
going wrong until it's too late to do
anything about it.
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DO o7 TRY THIS

" HOME!
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OWASP PROJECTS OlLUASP

INACTIVE OWASP PROJECT Open i Appicarin

Security Project

OWASP Broken Web Applications Project What is Broken Web
OWASP Broken Web Applications Project is... Applications Project?
OWASP Broken Web
Introduction Applications Project provides:
A collection of vulnerable web applications that is distributed on a Virtual Machine. « A collection of purposefully

vulnerable applications to
safely practice penetration
testing.

Chuck Willis
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owaspbwa

— OWASP Broken Web Applications Project

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web applications, which are listed below. More
information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see hitp://sourceforge net/apps/trac/owaspbwa/report/1.

11! Thuis VM has many serious security issues. We strongly recommend that you run 1t only

on the "host only" or "NAT" network in the virtual machine settings 11!

lelcome to the DWASP Broken Web fApps UH

ttt This UM has many =erious security issues. We strongly recommend that you run
it only on the “host only” or “"NAT" network in the UM settings 11!

You can access the web apps at http:--192.168.133.128~
You can administer ~ conf igure this machine through the console here, by SSHing

to 192.168.133.128, via Samba at ~~\192.168.133.128%, or via phpmyadmin at
http:--192.168.133. 128/ phprnyadmin.

In all these cases, you can use username root” and password “owaspbua’.
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WWwWWw.communitysec.com
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